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FOREWORD 


he First World War ranks among the 

most significant events in history, with 

effects that we continue to feel more 

than a century later. It shattered several 
empires, caused the decline of others, and provided 
the necessary chaos in which two of the most blood- 
thirsty regimes, Nazi Germany and the Soviet Union, 
could arise and grow. It set in motion the events lead- 
ing to another world war that would be an even great- 
er disaster. All of these effects, moreover, either were 
caused or exacerbated by improvements in firepower, 
transportation, production, and, most of all, commu- 
nication. It is true that World War I saw the indus- 
trialization of war on a global scale, but that develop- 
ment could only come about because combatants and 
their leaders could now communicate in real time and 
at virtually any distance. Such increased capacity for 
command and control became a defining feature of 
all warring states and their contending forces, mean- 
ing that the methods for securing, and penetrating, 
national and military communications took on stra- 
tegic significance. 

The United States watched this spectacle with 
growing unease for nearly three years before events 
thrust it into the fray in early 1917. American lead- 
ers, diplomats, commanders, and forces were not 
ready for what awaited them “Over There.” Once 
engaged alongside our French and British allies, 
the US Army and US Navy had to learn fast—and 
indeed had much to learn. Both communications 


security and the art of exploiting it had progressed 
dramatically since the war began in 1914, making it 
imperative that the Yanks learn new methods (and 
develop new mindsets) as fast as possible if they 
were to contribute to an Allied victory. To their last- 
ing credit, they by and large did exactly that, ending 
the war in 1918 as junior partners but nonetheless 
valued members of the coalition team that defeated 
Germany. 

In comparison to other American scholars to 
date, Betsy Rohaly Smoot has discovered more about 
this maturation process and what it ultimately yield- 
ed. From the Ground Up fully captures her years-long 
efforts to share this undeservedly neglected story. 
What it features first and foremost is her passion for 
the all-but-forgotten men and women who served 
in France, Britain, and America in far-flung efforts 
to make sense of what was happening in a sprawl- 
ing theater of war. In her hands, the beginnings of 
America’s modern signals intelligence capabilities 
have come to light and (figuratively) to life. The 
story is illuminating in its own right and represents 
an invaluable guide to new research in World War 
I and in American military history. 1 recommend 
it to all who serve in cryptologic enterprises today 
and to those who wish to learn how such capabilities 
emerged and served a grateful nation. 


Michael Warner 
USCYBERCOM Command Historian 
Fort Meade, 2022 


AUTHOR’S NOTE 


hen I came to work in the Center for Cryptologic History in 2007, I was surprised 

to find that there was no complete written account of American cryptology in 

World War I. I was disappointed with the few books available on the subject, and 

I vowed to produce a book that would better explain the subject for both prac- 
titioners of SIGINT and the public—that is, the book I had hoped to read. This book, however, 
is not exhaustive; there are still more details available in the records of these organizations, and I 
encourage others to explore the source material to add to the story. 


pl 


INTRODUCTION 


Foundations of 
Modern Signals Intelligence 


Purpose 


The seeds of the modern American cryptologic sys- 
tem were planted in the months after the United 
States entered the First World War in April 1917. 
Small bits of existing cryptologic knowledge were 
nurtured and encouraged by skilled managers and for- 
eign friends keen to see American efforts flourish in 
the demanding field of military cryptology. Advanc- 
es in radio technology and radio’s use as a tool of war 
fed the growth of radio intelligence (which would 
later be called communications intelligence and, still 
later, signals intelligence). Code and cipher breaking 
had to be rapid and responsive to support decision 
making and troop movement, and to thwart enemy 
propaganda and foreign agents. The vulnerability of 
radio transmissions to interception meant code and 
cipher making had to adapt to protect the nation’s 
communications. New techniques were developed to 
extract and synthesize information from the ether— 
traffic analysis and direction finding—and method- 
ologies and coping mechanisms were developed to 
forward, process, and store the huge volume of data 
that was collected and produced.! 

Soon after the end of the war, the growing 
American cryptologic system was neglected, starved 
of information, ignored by its foreign friends, and 
severely reduced in size. But the memories of the 


early years lived on and were preserved, and some 
lessons from 1917-1918 helped cryptology blossom 
again just before World War II. 

For many Americans, World War I itself is a bit 
of a mysterious subject, with or without the crypto- 
logic angle. While the centennial of the end of the 
war in 2018 resulted in a plethora of scholarly works 
and public commemorations, many of the remem- 
brance activities were overshadowed by the 50th 
anniversary of significant events of the Vietnam 
War, as well as the 75th anniversary of key World 
War II engagements. It has always been so for a war 
whose veterans, 25 years on, fought, or had sons who 
fought, in World War II. Fifty years later, in 1968, 
their ranks were thinning, and world events were 
moving so quickly that many forgot the war to end 
all wars. In 1993, there were few remaining who had 
fought in 1918, and American participation “Over 
There” was the merest wisp of a memory for most— 
the refrain of a song, the influenza pandemic—or 
maybe granddad’s old helmet. Even those conversant 
in cryptologic history, who know the importance of 
cryptology in the Allied victory in World War II— 
breaking the German Enigma machine, cracking 
the Japanese code to ensure success at Midway—are 
hard-pressed to name a single World War I crypto- 
logic success story. 

Therefore, slightly more than 100 years after the 
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end of the Great War, I have attempted to gather 
in one place what is known about the structure and 
practice of American cryptology during World War 
I. The First World War marks a revolution in cryp- 
tology, establishing techniques and practices that 
were the foundation for cryptologic success in the 
twentieth century and beyond.’ Radio intelligence 
was considered one of the most important servic- 
es of intelligence by the American Expeditionary 
Forces (AEF), but its story is little told, particularly 
compared to the stories of British work in the field 
during the same war. 

Just as the United States began to build its cryp- 
tologic effort, the global signal environment was 
changing. High-power, long-distance radio transmis- 
sion made it possible for Germany to gain a com- 
munications toehold in the Western hemisphere, and 
this made the United States uneasy. On the Western 
Front, the use of ground telegraphy for frontline com- 
munications created the need for new and dangerous 
collection tactics. An increase in radio communica- 
tions in 1916 and 1917 led to development of the dis- 
ciplines of traffic analysis and direction finding. For 
the first time “intelligence gathered by line of sight 
could be transmitted to infinite distances at speed of 
light,”’ and this advance made it possible for cryptol- 
ogists, working a considerable distance from frontline 
units, to access raw frontline communications, con- 
duct analysis, and provide information and warning 
to the commanders in the field. 

Though the stories of World War I cryptologic 
success are not as dramatic as those of World War 
II, they exist and these efforts laid the groundwork 
for what was to follow. World War I did not make 
the US cryptologic community a permanent enti- 
ty—there would be stops and starts before the disci- 
pline proved itself—but it did make the reputation 
of two early cryptologists. Both Herbert O. Yardley 
and William F. Friedman were products of this early 
cryptologic system. Their differing experiences, and 
how they used what they learned during the war, 
influenced their development as cryptologists in 
later decades. 


World War I marked the first purposeful, orga- 
nized effort by the US military to systematically 
collect and analyze enemy communications, build- 
ing on the fledgling and disjointed work conducted 
during the Punitive Expedition in 1916. There was 
no one integrated national organization—work of a 
cryptologic nature was undertaken by the US State 
Department, the navy, the War Department’s new 
Military Intelligence Division (MID), and the AEF 
itself. Although this story is largely one of the War 
Department (the army), the navy had a part to play. 
The cryptologists did work across organizational 
lines at times, but not always efficiently or effec- 
tively. In Washington, the benefits of a centralized 
organization for cryptanalytic work was acknowl- 
edged, and the War Department’s Code and Cipher 
Section (MI-8) filled that role. In France, the AEF 
developed an interlocking system that was matrix- 
managed in a way that presaged a more modern 
cryptologic effort. The War Department employed 
the equivalent of a modern contractor, in the form 
of George Fabyan’s Riverbank Laboratories, which 
helped to bridge knowledge and productivity gaps. 
There was not time to sit down and plan a seamless, 
cohesive national signals intelligence structure; the 
pressure of entering the war forced many efforts to 
be organized simultaneously, with each effort laying 
a foundation for the future. The cryptologic experi- 
ence of the war particularly shaped US Army think- 
ing about the structure of cryptologic organizations 
and led to a struggle between competing elements of 
the service that was not resolved until 1930. But the 
United States could not have developed its system 
so rapidly had it not been for the significant con- 
tributions of the United Kingdom (the Admiralty’s 
Room 40, the War Office’s MI1(b), and the British 
Expeditionary Forces I(e) wireless and cryptologic 
staff), as well as France (the Deuxiéme Bureau’s 
Bureau du Chiffre and subordinate army cryptolog- 
ic units). The work of all these organizations touch 
on each other to varying degrees. 

Most importantly, the cryptologic story is not 
just a story of organizations but one of people. 


Ambitious men—and some women—of all ages 
volunteered their skills for war service and found 
themselves creating a new intelligence discipline, 
guided by the steady hand of innovative senior per- 
sonnel. This book provides a glimpse at some of the 
people who did the work, created the techniques, 
managed the enterprise, and had the vision to find 
intelligence in new ways. 

Compared to the industrial-age cryptologic 
production that took place at Arlington Hall Sta- 
tion and Bletchley Park during the Second World 
War or the big data operation of modern intelligence 
organizations, cryptology in 1918 was a small-scale 
operation; the personnel were craftsmen. The con- 
cept of cryptology as a unified discipline did not exist 
during World War I, and the personnel assigned to 
the component parts—analysis, collection, code- 
making—found themselves in different organiza- 
tions, working outside of hierarchical boundaries, 
to accomplish the mission. The experience of the 
war did not immediately lead the United States to 
establish a lasting, consolidated operation—that 
would not happen until 1952 with the formation of 
the National Security Agency (NSA)—but it left a 
memory and a documentary trail that, when exam- 
ined, reveals the importance of collaboration across 
the boxes on an organizational chart. 

What sort of inspiration can this story of spe- 
cialized craftsmen have in the age of big data? The 
analysts of the time were the first to struggle with 
the problem of large volumes of data and small 
numbers of personnel, and designed their pre-com- 
puter workflow to increase efficiency. These cryp- 
tologists (and their British and French counterparts) 
developed analytic techniques and terminologies 
that were preserved, expanded, and used in later 
decades; their work provides the underlying struc- 
ture for modern formatting and analysis of data. It is 
remarkable how the forms and logs devised in 1917 
and 1918 are instantly recognizable by today’s ana- 
lyst. When the cryptologic story of World War I is 
told, it is often given in bureaucratic organizational 
charts and unattributed accomplishments. But it 
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was the people who built the organizations—from 
the ground up—and went on to make extraordinary 
pioneering contributions to cryptologic progress 
during the war. 

It is time to carefully examine American cryp- 
tology during the Great War and to assess where 
the effort succeeded and failed, and what challenges 
were faced and overcome. The art and craft of the 
war's cryptologic work can be better understood by 
linking the stories and the substance. In this vol- 
ume, I link many nameless stories to the people 
doing the work and demonstrate the real impact of 
cryptologic work during the war. In tying together 
the dry bureaucratic reports and livelier firsthand 
accounts, I have examined the legends to separate 
truth from bluster and imagination. Historians have 
made little effort to integrate material about radio 
intelligence into broader histories of World War I, 
possibly because much of the primary source mate- 
rial remains difficult to locate and, when located, is 
more easily understood by a practitioner of cryp- 
tology than someone without that technical back- 
ground. By taking a reasonably comprehensive look 
at the subject, derived from as much primary source 
material as possible, I am attempting to bridge the 
gap between the detailed technical record and the 
broader histories of the war. The goal of this book is 
to serve as a foundational work on American cryp- 
tology during the conflict so that the success and 
failure of the American efforts can be better under- 
stood, and a more complete story of World War I 
can be told. 


Scope 


This book examines the period April 1917 
through July 1919—from the United States’ decla- 
ration of war to the Treaty of Versailles. The focus 
is on the work of American cryptologists, although 
the influence of, and the American interactions 
with, the British and French play a key role in the 
story. To keep cryptologic issues at the forefront, I 
have assumed the reader has some familiarity with 
the events of World War I. Details on the origins 
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and course of the war, specific battles, personali- 
ties, weapons, and technology can be found in other 
studies of the conflict. 

This work is part narrative, part guidebook, 
part reference book, part research guide; it is com- 
prehensive but not exhaustive, as there are still 
many subjects that need closer examination. The 
book does not need to be read front to back to 
understand any particular section. A discussion of 
sources and a selected bibliography are included to 
further the research of others. I have tried to docu- 
ment the names of those who served in the earliest 
formal American cryptologic services, although, 
inevitably, there are gaps in the records and this list 
likely is not complete. Cross-references are pro- 
vided to indicate where a subject is discussed in 
another part of the book. The material is current 
as of late 2018.4 

The mechanics of codes and ciphers—how they 
were created or broken—will not be discussed in 
great detail, but source materials for further study 
are referenced. Some of the cryptologic organiza- 
tions’ records are preserved in far greater volume 
than other organizations, which makes their stories 
more complete than others. 


Structure 


In the beginning, there was the Zimmer- 
mann Telegram. Part One looks at early crypto- 
logic exchanges between Britain and the US State 
Department and the US Navy, focused on the activi- 
ties in London of American diplomat Edward Bell 
and US Navy Admiral William S. Sims. It also 
examines key issues that would drive cryptologic 
work on the home front—the problem of the Ger- 
man long-distance radio stations and the state of 
cryptologic organizations in Europe during the first 
part of the war. 

Part Two focuses on organizations performing 
cryptologic functions in the United States, while 
Part Three looks at the organizations perform- 
ing those functions in France. There was no single 
agency or bureaucracy in the United States at this 


time dealing with codemaking and codebreaking— 
no equivalent of NSA—so it makes sense to look 
at each organization: how they developed, how they 
were organized, the work they did, and the rela- 
tionships they had with other organizations. There 
were many more joint operations among the three 
cryptologic organizations of the AEF—the G2A6, 
the Radio Section, and the Code Compilation Sec- 
tion—than between the others, but tendrils of con- 
nection linked all the organizations. Because of 
this organization-centric approach, there are places 
where the stories are so intertwined that similar 
types of work are discussed in more than one sec- 
tion of the book; the interconnectedness of the work 
means that some stories are shared by more than 
one organization. While each book section is loose- 
ly chronological, there are places where presenting 
information chronologically is not practical. 

Part Four examines cryptologic challenges and 
successes during the war to include achievements 
of radio intelligence, communications security, and 
radio deception. Readers will find specific details of 
what worked and did not work—gathered first by 
discipline and then chronologically—with areas of 
cross-organizational success noted. 

Part Five contains standalone articles on top- 
ics related to this period in cryptologic history: the 
question of the use of radio intelligence in AEF 
Siberia, changes in the practices of secrecy as a result 
of the war, the use of Native American codetalking, 
and women in cryptology. 

Short profiles of important cryptologic person- 
nel can be found throughout the book. 

The Appendices contain a wealth of informa- 
tion on the people, codes, equipment, and other top- 
ics discussed in this book. Even cryptologic histo- 
rians are hard-pressed to name the many men and 
women who did this work in the First World War; 
I attempt to correct this deficiency by supplying 
names and detailing their stories. 

The selected Bibliography discusses the types 
and quality of sources available for future research. 


Reference Tools 


To assist the reader in following the story, which 
jumps across continents and organizations, in this 
introduction there is a quick-reference chart of the 
major cryptologic organizations and their leaders as 
well as a list of significant people who play a role 
throughout the narrative. Chapter 10 has a guide to 
the various wartime sectors of France used in the 
text. There is a general map of the area in which the 
cryptologists operated in France (introduction to 
part three) and detailed maps of the St. Mihiel area 
(chapter 11) and the Meuse-Argonne (chapter 11). 


Terminology 


Ciphers are systems where individual characters 
in a word are replaced by other characters through 
various methods. During World War I, the output 
of codes was often then enciphered, using a cipher 
developed in conjunction with the code, before 
transmission. Code denotes a system, usually using 
a book, where a word or group of words is replaced 
by a group of letters or numbers. 

Cryptology encompasses a collection of activi- 
ties: making codes and ciphers (cryptography); 
breaking codes and ciphers (cryptanalysis); collec- 
tion or intercept of material to be analyzed; direc- 
tion finding; traffic analysis; analysis of the intelli- 
gence contained in intercepted messages. The term 
cryptology was coined by William Friedman after 
World War I. While all of these activities were pres- 
ent in World War I, not all of them were accom- 
plished by the same organization. The practitioners 
of code work (cryptanalysis) understood that there 
were connections among direction finding, collec- 
tion, and traffic analysis with their work but did not 
understand it as one system as we do today. 

Designators for the General Staff organiza- 
tion in the AEF will be presented as follows: G2, 
G2A, G2A6, etc., despite the fact that in contem- 
porary sources these are often given as G2-A6 or 
even G-2-A-6. Similarly, British Army designators 
appear as commonly used today rather than the for- 
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mat used during the war, therefore MI1(b) rather 
than M.I. 1(b). 

Goniometry was the term used during this 
era for radio direction finding. This book uses the 
terms radio goniometry, gonio, and direction finding 
interchangeably. 

The Military Intelligence Division (MID) 
began as a section (MIS) in 1917 and then was 
called a branch (MIB) before being designated a 
division in 1918. For simplicity’s sake, the organiza- 
tion will be called the Military Intelligence Division 
or MID throughout. 

Military rank. The war was a period of rapid 
promotion. Additionally (and _problematically), 
career army officers entered the war with one rank 
from the regular army and were promoted to higher 
rank in the newly created national army (and then 
reverted to their original rank at the end of the war). 
In the radio intelligence field, many men were rap- 
idly promoted through the enlisted ranks and then 
commissioned. It would be difficult to accurately 
track the dates of rank for each of the individuals in 
this narrative and make correct references through- 
out, particularly when the narrative shifts in time. 
This book provides the ranks for these individu- 
als the first time they are mentioned and at those 
points when ranks are needed for clarification. At 
other times first and last names or just last names 
will be used as appropriate. The only time that an 
individual will not be given a rank on first reference 
will be when that person was not yet part of the 
military at the time they join the story. Where the 
first reference involves a quote from a later period, a 
parenthetical comment about rank is included. 

Radio intelligence is the term used for what 
is later called communications intelligence and, 
still later, signals intelligence. Radio intelligence 
describes the range of cryptologic functions per- 
formed during World War I. 

Time. When time is not spelled out, it is refer- 
enced using the 24-hour clock; therefore, 9:00 a.m. 
will be represented as 0900. World War I was the first 
time the American military used the 24-hour clock. 
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War of position is used when forces are on a 
fixed front, with or without combat operations, 
where there are no significant territorial changes to 
the front line. War of movement describes periods 
where the front is changing rapidly due to combat 
operations. American radio intelligence efforts had 
to adapt from holding a position to rapid movement 
in September 1918. 


Wavelength. It was typical during this period 
to identify radio communications by wavelength— 
shortwave, intermediate wave, longwave—rather 
than frequency. 

World War I, the First World War, and the 
Great War are used interchangeably to name the 
conflict. The war was not known as the “first” world 
war until the beginning of the second war in 1939; 
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Country Organization Service Date formed Leadership 
Code Compilation Section of 
United States the AEF Signal Corps Army January 1918 Howard R. Barnes 
First Army G2A6 (Radio Intel- 
United States ligence Section) Army June 1918 Charles H. Matz 
G2A6 (Radio Intelligence Sec- 
United States tion of the AEF General Staff) | Army September 1917 Frank Moorman 
MI-8 (Code and Cipher Sec- 
tion of the Military Intelligence Herbert O. Yardley; 
United States Division) Army Summer 1917 John M. Manly 
MI-10E (Radio Intelligence 
Section of the Military Intel- 
United States ligence Division) Army March 1918 Carl Kinsley 
OP-58 (Code and Signal Sec- October 1917 
United States tion) Navy (refocused) Russell Willson 
Otter Cliffs Radio Station, 
United States Maine Navy August 1917 Alessandro Fabbri 
Radio Section of the AEF September and 
United States Signal Corps Army October 1917 Robert Loghry 
United States Riverbank Laboratories Civilian Before the war — George Fabyan 
Second Army G2A9 (Radio 
United States Intelligence Section) Army September 1918 Philip B. Whitehead 
William Reginald 
United Kingdom British Admiralty Room 40 Navy 1914 “Blinker” Hall 
British Expeditionary Forces 
United Kingdom = MII (e) Army 1914 Oswald Hitchings 
United Kingdom _ British War Office MI1(b) Army 1914 Malcolm Hay 
Deuxiéme Bureau Code and 
France Cipher Section Army Before the war _ Francois Cartier 
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Name 
Black, Hanson B. 
Churchill, Marlborough 


Conger, Arthur L. 


Daniels, Josephus 
Foch, Ferdinand 


Harrison, Leland 
Hitt, Parker 


Nolan, Dennis 


Russel, Edgar 
Todd, Captain David W. 
Van Deman, Ralph 


contemporaries would have used “the World War” 
or “the Great War” until that time. 


Position 


Chief Signal Officer, Second Army AEF 


Chief, Military Intelligence Division (Van Deman’s 


successor, June 1918) 


Nolan’s Deputy Chief, G2, and Chief of the G2A, 
AEF General Staff 


Secretary of the Navy 


Commander in Chief of the Western Front, later 
Commander in Chief of Allied Forces 


Chief, Bureau of Secret Intelligence 
Chief Signal Officer, First Army AEF 


Chief, G2 Intelligence Section of the AEF General 
Staite 


Chief Signal Officer, AEF 
Director of Naval Communications 


Chief, Military Intelligence Division 


INTRODUCTION 


Organization 
US Army 
US Army 


US Army, AEF 


US Navy 
French Army 


US State Department 
US Army 
US Army, AEF 


US Army 
US Navy 
US Army 


ment of intelligence.” David Kahn, The Code- 
breakers (New York: Scribner, 1996), 348, 350. 


2. Also the birth of the modern American intel- 


Notes 
1. David Kahn says for the core disciplines of cryp- 


tology, that is, cryptography and cryptanalysis, 
World War I “marked not a beginning but an 
end, had reaped no fulfillment but barrenness.” 
He goes on to say that “so viable had the sci- 
ence become, however, that this very vacuum, 
this want, held promise.” Still, Kahn agrees that 
war was a “great turning point” in the history of 
cryptology, and attributes this fact to the increase 
of radio communications, and the point at which 
the discipline becomes a “permanent major ele- 


ligence system. Michael Warner, The Rise and 
Fall of Intelligence: An International Security His- 
tory (Washington, DC: Georgetown University 
Press, 2014), 74-75. 


3. John Keegan, Intelligence in War (New York: 


Vintage Books, 2004), 143. 


4. A list of all known Americans employed or trained 


in a cryptologic capacity during the war (current 
as of June 2021) is not included in this volume 
but will be published as a companion working aid 
on www.nsa.gov. 
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Distant Signals in the Ether 


INTRODUCTION TO PART ONE 


Distant Signals in the Ether 


n August 1914, the French had an advantage 

that the other Allied powers lacked: decades 

of cryptologic expertise and an organization 

poised to put their abilities to use on the West- 
ern Front. The French military’s existing Deuxiéme 
Bureau in Paris included a Bureau du Chiffre, and 
each French Army had a subordinate cipher orga- 
nization. Additionally, the French were able to field 
military radio collection and direction-finding sys- 
tems in the early years of the war. By contrast, having 
abandoned cryptologic work for decades, the British 
began again, establishing cryptologic organizations 
in the War Office, the Admiralty, and the British 
Expeditionary Forces. The two nations were actively 
cooperating on cryptologic matters by late 1914.1 
Cryptology was revolutionized by World War I, as 
were all other aspects of intelligence work.” For more 
than two-and-a-half years, this intelligence revolu- 
tion had very little impact on the US government 
or military forces, but the concomitant technologi- 
cal advances in radio communication were closely 
monitored by the US military (particularly the navy), 
engineers, physicists, and private industry. 

The effects of changing cryptologic practices 
began to reach the United States in early 1917, with 
the revelations of the Zimmermann Telegram. A 
cautious dialogue was opened with the British, and 
while the telegram itself did not prompt immediate 


action to establish an American cryptologic service, 
it may have opened minds to the possibility. Shortly 
after the United States declared war on Germany on 
April 6, 1917, the missions headed by British For- 
eign Secretary Alfred Balfour and French Marshal 
Joseph Joffre? initiated more formal cooperation 
between the nations.* At the same time, the US mili- 
tary began to pursue the means to monitor commu- 
nications between Germany and Mexico. 

Part one examines the early cryptologic relation- 
ship with Britain (chapter 1) and the dilemma of 
German high-power radio transmissions (chapter 2). 


Notes 


1. James Bruce, “‘A shadowy entity’: M.I.1(b) and 
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Minister René Viviani. 

4. For discussion of US Navy efforts, see Phyllis L. 
Soybel, A Necessary Relationship: The Development 
of Anglo-American Cooperation in Naval Intel- 
ligence (Westport, CT: Praeger, 2005). For War 
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eo back hereof, which are hereby agreed to 


Sead the following telegram, subject to the terms 


/ 


VG Dahta fv) 
via Galveston 7 <*@L0249 


|. GERMAN LEGATION ch “gan £0 187 Bo: 
| MEXICO CITY Pe 
| 430 13042 413401 «8501 «115 °«-3528)S 41617214 «6491-11310 Xs 

18147 18222 21580 10247 11518 23677 13805 3494 14936 BS) 

ogcoe 5905 11311 «10392 «10371 ««0302:«« 21290 5161 39695 a 

23571 17504 «11289 «18278 «18101. «0317 «zee «17894 4473 iS 

eg2e4 22200 19452 21589 67893 5569 13918 8958 12137 

1333 4725 4458 5905 17166 13851 4458 17149 14471 6706 

Isgsc 12224 «6929 «14901 «7382 «18857 «7893. «14218 «= 36477 

orc 1nSSsATAOZ SBTC «45454-18102 «15217 «= 2801S: 17138 

1001 «tree «744e)-23RSAB | 1B2L2 719 «—«14331 «18021 «= - 23845 

Bisé 23552 22096 21604 4797 9497 22402 20855 4377 

P3010 18140 2e2eC 5905 13347 20420 39689 13732 20667 

e922 5 185 S22h2 1340 22049 13339 11265 29995 

10439 14814 «4178 . e992 «8784. = 7A32 «7357 «69268. SsdS2BZ «11.267 

211C0 21272 934e 9559 ee4e4 15874° 18502 18500 15857 

2188 S376 7381 98092 JelZy 13486 9350 9220 76036 14219 

6144 2831 17920 11347 17142 11264 7667 7762 15099 9110 

10462 9755@ 3569 3670 

BEPNSTOPFF . 
Cherge Geran Emba: 


The Zimmermann Telegram. National Archives and Records Administration, College Park, Record 
Group 59, Records of the Department of State, Central Decimal Files, 1910-1963, Box 9643A 


Department actions, see Bruce Bidwell, History 
of the Military Intelligence Division, Department 
of the Army General Staff? 1775-1941 (Frederick, 
MD: University Publications of America, 1986). 
For Van Deman’s visit to the secretary of war, see 
James L. Gilbert, World War I and the Origin of 
U.S. Military Intelligence (Lanham, MD: The 
Scarecrow Press, 2012), 28. See, as well, David R. 
Woodward, Trial by Friendship (Lexington: The 
University Press of Kentucky, 1993) for a treat- 
ment of the subject of the British relationship and 
discussion of the Balfour and Joffre missions. 
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CHAPTER 1 


The Influence of Britain 


wo cryptologic relationships began 

in the early part of 1917, and both 

involved the British Admiralty’s code 

and cipher effort known as Room 40— 
or, more specifically, the man who ran Room 40, 
Admiral Reginald “Blinker” Hall, director of the 
Admiralty’s Intelligence Division. The first was 
a cryptologic exchange between the US State 
Department and Room 40 that started in Febru- 
ary 1917 with the disclosure of the contents of 
the British-intercepted Zimmermann Telegram; 
this built on an existing intelligence relation- 
ship forged between Hall and a staffer at the US 
embassy in London. The second was established 
when Admiral William S. Sims of the US Navy 
arrived in Britain in April 1917; the relationship 
he developed with Hall focused on receiving both 
intelligence (derived from cryptology and other- 
wise) and appropriate cryptographic support in 
the form of codes, ciphers, and signals to be used 
by a combined naval effort. While these relation- 
ships were not formal cryptologic organizations, 
they are included here to better understand the 
full scope of American wartime cryptology. 


US State Department and the 
Work of Edward Bell in London 


The Zimmermann Telegram is the one cryp- 
tologic event that many readers can identify from 
World War I. But it is not an American cryptologic 
story, except in that the poor cryptography used in 
US diplomatic cables (and the lack of security of 
American submarine cables at the endpoint in the 
United Kingdom) enabled the British to obtain 
access to this coded German message. Although the 
story of the telegram and its dramatic role in the 
entry of the United States into the First World War 
has been told extensively in many other books and 
articles, this book starts here to examine how this 
event may have influenced American cryptologic 
efforts." 

German foreign minister Arthur Zimmermannr’s 
January 16, 1917, diplomatic message to the German 
ambassador in Mexico City directed the ambassa- 
dor to make a bold proposition to the president of 
Mexico. If Mexico were to align itself with Germany 
and attack the southern US border, Germany would 
provide financing and support Mexico’s claims to 
regain territory they had lost in the Mexican-Amer- 
ican War of 1846-1848—namely, Texas, New Mex- 
ico, and Arizona. Zimmermann also requested that 
Mexico be encouraged to bring Japan into the plan. 
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The British intercepted this telegram on Janu- 
ary 17, 1917. The United States had been allowing 
Germany to transmit their dispatches from Berlin 
as part of US embassy telegraphic communications, 
which were routinely routed through London before 
transiting to Washington via transatlantic subma- 
rine cable. These coded telegraphic messages were 
routed to the codebreakers of the British Admiralty, 
in Room 40 of the Old Admiralty Building.’ 

Once in Washington, the message was held 
for a day, where Secretary of State Robert Lansing, 
who did not like the fact that American diplomatic 
channels were carrying German diplomatic traffic, 
“baulked” at what he thought to be “an unusually 
long message.” He did not pass the message on to 
the German ambassador in Washington, Count 
Joachim Heinrich von Bernstorff, until Lansing’s 
assistant secretary William Phillips received assur- 
ances from President Woodrow Wilson’s special 
advisor Colonel Edward M. House that he was in 
talks with the Germans, and that the message had 
to be sent through. Thus, the message did not go to 
Bernstorff until January 19. It was immediately re- 
encoded and arrived in Mexico City that same day.’ 

For the Berlin-Washington link, the Germans 
used a code designated 0075; the British called it 
7500. It was a new code, and Room 40 codebreak- 
ers were still trying to recover the words. Once the 
telegram reached Washington, the German embassy 
decoded the message and then re-encoded it into 
code 13040 (the German designator) for transmis- 
sion from Washington to Mexico City. The British 
had been working on 13040, an older code, for sev- 
eral years, and Room 40 had reconstructed much of 
the codebook. The British later obtained a copy of 
the message in this older code through the efforts 
of their chargé d'affaires in Mexico City, Edward 
Thurstan.* The telegram transited the American 
telegraphic system from Washington to Mexico 
City and, had the United States already been at war, 
very likely would have been spotted by the tele- 
graphic censorship process that was instituted after 
April 1917. 
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Meanwhile, in early February 1917, the Ger- 
mans reinstated unrestricted submarine warfare 
against neutral vessels in the Atlantic. This triggered 
the US decision to break diplomatic relations with 
the Germans on February 3; however, the United 
States did not declare war. This frustrated Admiral 
Hall, who requested that British Foreign Secretary 
Arthur Balfour be consulted about the telegram.° 

The British decided that the best way to inform 
the US government of the message’s inflammatory 
contents would be to share the decrypt of the 13040 
version of the telegram. Using this version protected 
the fact that the British had obtained the Berlin- 
Washington 0075 version by intercepting US dip- 
lomatic messages. Edward Bell, the second secretary 
at the US embassy in London, was the liaison with 
British intelligence and, thus, was a logical point of 
contact. He was also an agent of the State Depart- 
ment’s Bureau of Secret Intelligence (BSI). Special 
Agent Leland Harrison ran the day-to-day opera- 
tions of the BSI.° 

Bell, who had served as the second secretary 
since September 1913, had developed a close rela- 
tionship with Admiral Hall since at least mid-1915.’ 
In August of that year, Hall passed to Bell some 
papers British intelligence had seized relating to 
German plans for disruption and sabotage in Amer- 
ican factories.* 

On February 19, 1917, Hall showed Bell a 
copy of the decrypted Zimmermann message sent 
between Washington and Mexico City that the 
British had obtained through human intelligence.’ 
Although Bell thought it must be a hoax, Hall con- 
vinced him that the message was real, but that noth- 
ing could be done with it until the British Foreign 
Office decided how to proceed. Hall did urge Bell 
to tell US ambassador to Britain Walter H. Page 
and convince Page not to act just yet.'° Four days 
later, on February 23, Balfour gave Page a copy of 
the decrypted message, which Page forwarded to 
Washington the next day. Page also sent the data 
needed to obtain the text of the Bernstorff message 
from the telegraph company in Washington. Frank 
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eo Edward Bell 


Edward “Ned” Bell was born in New York City on August 9, 1882. He graduated from Harvard Uni- 
versity in 1904 and was a close friend and classmate of Franklin Roosevelt; the pair toured Great Britain in 
their junior year. 

After working in a brokerage firm for a few years, Bell was hired by the Department of State and went to 
Cairo in July 1909, serving first as deputy consul general. After joining the Foreign Service in January 1911, 
he spent a year in Tehran, Iran, as secretary of the legation. Bell advanced quickly and became second secretary 
of the legation in Havana in 1912. By 1913, he was the second secretary of the embassy in London, where he 
served until early 1919. Emily Bax, a British woman who worked at the embassy, noted “apart from boiling 
up like a bottle of soda water whenever he was crossed, he was one of the most charming as well as amusing 
men who was ever at the Embassy, so dynamic, so unexpected, so thrillingly interesting!” 

Bell’s next stop was Tokyo for two years; he then was part of the American delegation to the Conference 
on the Limitation of Armaments in Washington in November 1921. After a short tour in Washington as 
chief of the Division of Current Information, he became counselor of the embassy in Peking (now Beijing) in 
November 1922. On the morning of October 28, 1924, he fell on the embassy steps, suffered a heart attack, 
and died. Bell is buried in Green-Wood Cemetery in Brooklyn, New York. 


Sources 

Ancestry.com. Vital records. Accessed August 22, 2018. 

Bax, Emily. Miss Bax of the Embassy (Boston: Houghton-Mifflin, 1939), 248-249. Quoted in Kahn, David. 
“Edward Bell and His Zimmermann Telegram Memoranda.” Intelligence and National Security 14, no. 3 


(1999): 143-159. 


Polk, a prominent lawyer who was in charge of the 
BSI, showed the message to President Wilson on 
February 25." 

The Zimmermann Telegram appeared in 
American newspapers on March 1. But that was 
not the end of the story. On the same day, the State 
Department asked the British to send them a copy 
of the German codebook, as they had now acquired 
additional German coded messages from Western 
Union. While the British were happy to decode the 
messages for the Americans, they were unwilling to 
hand over a copy of the codebook. Lansing want- 
ed to have someone in the US embassy “personally 
decode” the message so that the State Department 
could claim it came from US sources rather than 
from the British.’? On March 2, Bell, with the assis- 


tance of Room 40’s Nigel de Grey,'’ decoded a copy 
of the telegram that Polk had obtained from West- 
ern Union in Washington. 

At the time the United States learned of the 
Zimmermann Telegram there was no organized 
military cryptologic effort, but there were a small 
number of known experts in codes and ciphers. 
Among the untapped American expertise was Wil- 
liam Friedman at Riverbank Laboratories, who 
would study the events surrounding the Zimmer- 
mann Telegram decades later.’ In the War Depart- 
ment, Captains Joseph O. Mauborgne, Frank 
Moorman, and Parker Hitt had previously solved 
messages related to Germany and Mexico.” The 
State Department made no attempt to use this cadre 
of American experts to verify the accuracy of Brit- 
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ish codebreaking and were likely unaware of their 
existence; they trusted Bell and his relationship with 
Admiral Hall and had no reason to look elsewhere 
for assistance. 

Did the Zimmermann Telegram change the 
course of US cryptologic work as the country moved 
toward war in 1917? Probably not, though one 
might speculate that the example of a coded message 
influencing the course of events might have inspired 
the new American cryptologic workforces of 1917 
and 1918 and reminded them of the importance of 
their work. But there is no evidence that the tele- 
gram affected either the pace of Major Ralph Van 
Deman’s effort to establish a formal military intelli- 
gence code and cipher section or his resolve to do so. 

Bell’s role in cryptology did not end with the 
Zimmermann Telegram. Though not a code or 
cipher expert, he functioned throughout the war 
as what could be considered the first US crypto- 
logic liaison officer. He continued to be the conduit 
between Harrison’s BSI and Room 40. Hall used 
Bell to pass intelligence to the State Department, 
particularly on matters that furthered Britain's inter- 
ests, with the hope that the Americans would expose 
the intelligence to the press." 

In turn, throughout the duration of the war, Bell 
supplied Room 40 with coded and ciphered messag- 
es obtained from various State Department sources, 
and Room 40 provided decrypts back to Bell. On at 
least one occasion, in October 1917, Bell received 
from Washington a decoded “cipher wireless” mes- 
sage between the Foreign Office in Berlin and the 
German embassy in Madrid.'’? This message was 
probably intercepted by the US Navy’s radio sta- 
tion at Otter Cliffs, Maine. During much of 1917, 
Harrison also used Riverbank Laboratories to break 
messages obtained through the censorship process 
or from liaison agents, with some messages routed 
through Van Deman, the chief of the Military Intel- 
ligence Division (MID). By the end of November 
1917, the MID’s Code and Cipher Section (MI-8), 
not Riverbank, was providing this service for the 
State Department." 
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Among the material Britain provided to Bell 
were a number of cases of interest. One of the best- 
known cases concerns the Luxburg Telegram, one of 
a series of messages intercepted by the British that 
enumerated the activities of the German ambas- 
sador to Argentina Count Karl von Luxburg. In 
August 1917, Hall explained to Bell how the Brit- 
ish intercepted messages that the Germans passed 
in Swedish diplomatic channels (an arrangement 
similar to what the Germans had with the Amer- 
icans until early 1917 and known as the Swedish 
Roundabout). Hall also shared messages showing 
how Luxburg was attempting to keep Argentina as 
a friendly, if neutral, nation by reducing or elimi- 
nating U-boat attacks on Argentine ships. Britain’s 
three-part objective was to have Argentina either 
come into the war on the side of the Allies or at 
least break diplomatic relations with Germany, dis- 
credit the pro-German party in Sweden by revealing 
their complicity in allowing German messages to be 
sent via Swedish channels, and reveal the “clumsi- 
ness” of German methods to their supporters and 
neutral nations. America leaked the intelligence to 
the press in the autumn of 1917. Argentina broke 
off diplomatic relations with Germany and expelled 
Luxburg. As a side effect, the Germans realized that 
their 13040 code had been compromised, and they 
stopped using it.!” 

In May 1918, Bell alerted the State Department 
that there was intelligence that German authorities 
in Spain had obtained a copy of a cipher message, 
enciphered in the department’s Red Cipher and sent 
from Washington to the consul at Valencia, and that 
this message had been deciphered in Berlin. Bell 
noted the fact that the Germans could read it was 
“neither surprising nor alarming” and that he would 
monitor to see if the Germans showed the ability to 
decipher other codes. He suggested the department 
use “the greatest care” so that critical information 
was not put in the Red Cipher for messages to Spain 
and other neutral nations. Bell also warned Harrison 
not to do anything to compromise the source of the 
information.” Though the United States was inter- 


cepting the high-power radio link between Nauen, 
Germany, and Madrid, Spain, Bell was probably try- 
ing to protect the fact that the British were doing so 
as well.”? 

Hall exploited his relationship with the State 
Department, using the United States to reveal 
information Room 40 had discovered while work- 
ing through older, previously unbroken messages. 
Some of these messages concerned defeatist French 
citizens anxious to bring the war to a quick conclu- 
sion. A former French prime minister, Joseph Cail- 
laux, was linked to a “shady individual of Egyptian 
extraction,” Bolo Pasha, who was being paid by the 
Germans and had been associated with left-wing 
French newspapers. Caillaux, Pasha, and others were 
arrested by French authorities based on this mate- 
rial, which the US ambassador in France shared 
with French Prime Minister Georges Clémenceau 
at Hall’s request. The French prosecution used the 
telegrams shared by the Americans. Pasha was exe- 
cuted in February 1918. Caillaux, who was not tried 
until 1920, lost his civil rights for 10 years following 
a short prison sentence. This was all done without 
the French government learning that the source of 
these decoded messages was actually the British 
government.” 

Harrison did not always react as Admiral Hall 
desired. In mid-April 1918, Hall tried to get the 
State Department to publish cryptologic intelli- 
gence on the Irish situation, but the United States 
did not take the bait. Bell received 32 decoded 
communications between Bernstorff, Germany’s 
ambassador to America, and the German govern- 
ment; Hall believed these messages showed that the 
Germans were involved in both the Easter Rising of 
1916 and an insurrection planned for February 1917 
(which was later cancelled). Bell seems to have been 
under some pressure from Hall, for he repeatedly 
asked Harrison for a reply. On May 20, Harrison let 
Bell know that President Wilson was “not prepared 
to publish these documents at this time and is not 
willing publicly to sanction their publication.” The 
British government released the files to the press, 
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and they appeared in the papers in Britain on May 
20° 


Admiral Sims’s US Navy 
Offices in London 


Bell was not the only American working with 
Room 40. Admiral William S. Sims sailed to Eng- 
land in early April 1917 disguised as passenger V. J. 
Richardson, along with an aide, to represent the US 
Navy and develop a policy of cooperation with the 
Allies. He arrived in Liverpool on April 9, three days 
after the US declaration of war.** Sims set up his 
headquarters in several renovated houses in Gros- 
venor Gardens, London, and dubbed the enterprise 
the “London Flagship.”* By early August 1917, he 
had received his own Navy Cipher Box and related 
ciphers and thus had secure communications with 
Washington.” 

Sims built a relationship with Admiral Hall 
and had some degree of access to cryptologic intel- 
ligence from Room 40, passing the same to Wash- 
ington. Room 40 had great success against German 
(and other) naval systems as well as diplomatic 
communications. Hall briefed Sims each day and, 
as he did with Bell, used him to pass information 
on Room 40 decodes concerning German activities 
affecting the US Eastern Seaboard.”” Sims, how- 
ever, never knew the source of this information and 
seems not to have known the extent of Room 40’s 
work. 

Details are scarce, but two examples of intelli- 
gence sharing from late 1917 can be found in navy 
records. On September 10, 1917, the director of the 
British Naval Staff’s Intelligence Division notified 
Sims that Gibraltar knew of an Italian ship’s inter- 
cept of an undecipherable message on September 2, 
and that two Danish steamers were using the same 
station the next day. The British suggested Sims look 
into these ships, which were bound for the United 
States.”8 Later, in December 1917, the director of 
US Naval Intelligence sent information on a prob- 
able enemy code to the naval attaché in London; the 
code was thought to be used by the Germans to tell 
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their services in Barcelona information about troop 
transports.” 

While Sims received naval intelligence from 
Room 40, he was not aware of the work the orga- 
nization was doing on diplomatic traffic. His igno- 
rance of this intercept caused a problem for Bell and 
could have caused the loss of a key intercept source. 
Sims had convinced all the US naval attachés in 
Europe to send their reports to him before sending 
them to Washington, with the idea that he could 
check the information against British intelligence. 
In December 1917, the attaché in Madrid reported 
to Sims that the Germans “were sending wireless 
messages from every important town in Spain.”*° 
Sims took that information, informed the US 
embassy in Madrid about the ciphered radio mes- 
sages from Berlin to Madrid, and requested that the 
ambassador have the Spanish government halt com- 
munication with Germany. Of course, the Nauen- 
Madrid radio link that carried the Berlin messages 
was a critical source of intelligence for the British 
at the time. When Bell learned of Sims’s request to 
the ambassador in Madrid on February 16, 1918, he 
wrote to Harrison, urging him to tell the ambassa- 
dor not to act, which Harrison did. While there was 
some confusion on the part of the State Department 
as to the extent of Sims’s involvement, Bell was glad 
that they had averted the potentially catastrophic 
loss of the communications link.*! 

The American Expeditionary Forces (AEF) 
intelligence staff (G2), at Frank Moorman’s insti- 
gation, forwarded coded German naval messages 
to Lieutenant Commander John R. Roys in Sims’s 
office, noting that “our force is not sufficient to 
permit us to do any work with this code, but it is 
thought possibly the messages may be of service to 
you.” The Radio Intelligence Section of the AEF 
General Staff, G2A6, formalized this process in 
April 1918, adding Sims’s office to its Distribution 
C so he could receive copies of diplomatic code and 
cipher messages (see chapter 8). In mid-July, Sims 
asked that the US Navy Code and Signal Section 
in Washington be included in this distribution.* 
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Moorman continued to forward items of special 
interest, including a message in cipher from the 
German Admiralty staff in May.** By June 1918, the 
G2A6 was sending 10 to 30 reports a day regarding 
German naval codes to Sims’s office.* 

Sims also facilitated evaluation of Lieutenant 
Commander Russell Willson’s Navy Cipher Box by 
experts under his command (see chapter 6). 

In March 1932, Sims was unable to attend a 
dinner given in Hall’s honor in New York but wrote 
“Please ... express to him my profound admira- 
tion for him as a man and as a naval officer, and the 
gratitude of all the Yankee sailors whose efforts in 
co-operating with John Bull’s Navy were so great- 
ly aided by his vision and advice, and by his secret 
knowledge of enemy intentions.”*° 

Sims and the London Flagship were only a 
high-level consumer of communications intelli- 
gence, as no evidence seems to exist of his organiza- 
tion breaking codes and ciphers or tasking collection. 


Conclusion 


The British Admiralty’s relationships with the 
US State Department and the US Navy focused 
on the supply of information derived from crypto- 
logic intelligence produced by Room 40. There was 
no exchange of techniques between Room 40 and 
cryptologic elements in Washington; the relation- 
ship did not focus on improving American cryp- 
tologic capabilities or sharing techniques. Admiral 
Hall provided decrypted intelligence to the State 
Department based on his interests and priorities 
and used the coded and ciphered messages supplied 
by the United States to increase British intelligence 
capabilities. But Hall, despite repeated requests from 
the US Navy and the State Department, would not 
assist the Americans in developing their own capa- 
bilities.*” Still, the State Department received some 
very interesting material to guide its actions dur- 
ing the war. While the material sometimes directly 
affected US interests, such as the German abil- 
ity to decipher the Red Cipher, the lack of a fully 
functional cryptologic organization in the United 


States led to Hall using Bell and Harrison to take 
political actions of benefit to the United Kingdom 
while protecting Britain’s source of communications 
intelligence. 

The information that Sims received was directly 
proportional to the need of the Admiralty to ensure 
that the US Navy could operate in conjunction with 
the British fleet. The failure of Room 40 to inform 
Sims of their diplomatic codebreaking effort, while 
perhaps a good security initiative, inadvertently 
endangered that effort when Sims, using the naval 
attaché system, tried to manipulate the German 
communications in Spain. This instance of the two 
allied nations inadvertently working at cross pur- 
poses is an early example of the dangers of a lack of 
transparency between cryptologic partners. 

But the British Admiralty and the Americans 
did not have a full cryptologic partnership. While 
Leland Harrison desired complete cooperation 
among the American, British, and French cipher 
bureaus, Admiral Hall’s concerns about compromis- 
ing his sources of signals intelligence, in addition to 
the fact that the Americans had nothing valuable to 
offer in exchange, hampered the level of exchange.** 
The relationship between the British Admiralty 
and US cryptologic efforts in Washington differed 
greatly from the level of cooperation that developed 
between the British War Office and the AEF in 
France (see chapter 8). 
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CHAPTER 2 


The Problem of 
German Long-Distance Radio 


he existence of German high-power, 

long-distance radio communications to 

the Western Hemisphere was a signifi- 

cant concern driving American crypto- 
logic efforts. Germany had aggressively developed 
long-distance radio communications prior to the war 
to provide redundancy for its undersea cables and to 
maintain contact with its colonies in Africa and the 
South Pacific, as well as its embassies and consulates 
worldwide. The Germans were correct in thinking 
that the coming war would involve information war- 
fare on a scale not yet observed in the electronic age; 
one of the first actions taken by Britain upon enter- 
ing the war in August 1914 was systematic destruc- 
tion of German-owned submarine cables and radio 
nodes.* 

The German radio company Telefunken was a 
world leader in radio technology and worked with 
many smaller nations to implement their long- 
distance and internal radio systems. Telefunken, 
through an American subsidiary, operated a station 
in Sayville, New York, from 1912 that communicat- 
ed with the German station at Nauen, just outside 
Berlin. Another German company built a station at 
Tuckerton, New Jersey, which opened in 1914 but 
was never turned over to its intended French owner. 
Tuckerton communicated with the German station 
at Eilvese, outside of Hanover.’ 


Well before the start of the Great War, then 
Lieutenant Stanford C. Hooper, the naval radio pio- 
neer, expressed concern about Telefunken’s Sayville 
station and the potential for such stations to be used 
by spies to disrupt critical naval radio traffic. In 1913, 
Hooper, a man ahead of his time, suggested that the 
United States set up a station in Germany to moni- 
tor and intercept German radio traffic.° 

The US Navy clearly had the lead in under- 
standing, using, and controlling radio, for it had 
broad de facto control of radio operations in the 
United States. The US Army had been permitted 
to control radio needed for its purposes. As early as 
1904, the navy’s interests in radio were recognized as 
paramount to all others, but the army retained the 
right to use radio as needed for operations. The navy 
led the way on thinking about the strategic value of 
radio, radio intercept, and improved radio technol- 
ogy; they used their ability to charge lower rates 
for some commercial traffic to incentivize shipping 
companies to shift from older Spark systems to the 
navy’s preferred continuous wave radio technology.* 

Long-distance radio communication became 
particularly critical to Germany on August 4, 1914, 
when the British cut German undersea cable com- 
munications. President Woodrow Wilson, con- 
cerned with preserving US neutrality, immediately 
ordered the navy to prohibit transmission of “unneu- 
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tral messages” from radio stations on American soil. 
By executive order, on September 10 the navy took 
over the station at Tuckerton to prevent Germany 
from using it to send coded or ciphered messages. 
The Sayville station, though technically American- 
owned, was refused an operating license because of 
a recent transmitter upgrade and sat idle until July 
1915, when the navy put it into commercial service 
with Nauen.° 

In the wake of the revelations of the 1917 
Zimmermann Telegram, the United States became 
more aware of the criticality of German radio links 
to Mexico; both the army and navy wished to 
intercept these communications. The entire Amer- 
ican cryptologic system of 1917—from Washing- 
ton to London to American Expeditionary Forces 
(AEF) headquarters in Chaumont, France—real- 
ized that the high-power German radio transmit- 
ter at Nauen was an important source of informa- 
tion, and all parties collected, or tried to collect, 
communications from this transmitter. The station 
at Nauen was the jewel of Telefunken stations and 
the heart of German long-distance communica- 
tions and propaganda. Built in 1906 as a research 
station, it achieved the first radio communications 
with the German colony of Togoland (a combina- 
tion of today’s nation of Togo and part of today’s 
Volta Region of Ghana) in 1911. The station 
was upgraded in February 1914. At that time, its 
antenna measured 1,037 meters, supported by one 
260-meter mast and two 120-meter masts. The 
antenna size was increased and additional long 
wave transmitters were installed in 1916. 

Mexico, like many other nations, had an exist- 
ing relationship with Germany, under the auspices 
of Telefunken, for radio technology. With the US 
Navy in control of high-power radio stations on 
the US East Coast in 1916, the German resident 
minister in Mexico, Heinrich von Eckardt, believed 
that building a high-power station in Mexico City 
would make it possible to bypass those stations, 
reestablish communications links to North Amer- 
ica, and use Mexico as a base for spying and pro- 
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paganda operations against the United States and 
Latin America.° 

A French-built transmitter, for the use of the 
Mexican armed forces, had existed at Chapulte- 
pec Castle in Mexico City since 1911. Chapulte- 
pec was chosen for a new high-power transmitter, 
built by a German engineer who had been forced 
out of the Sayville station. By late April 1917, the 
receiving station (at Iztapalapa) was getting mes- 
sages from Nauen. By the fall of 1918, the 540-foot 
transmitter tower was able to send communications 
to Nauen. These German—Mexican radio transmis- 
sions were of immediate interest to the US crypto- 
logic community.’ 

Even before the army’s Military Intelligence 
Division (MID) had formed a radio intelligence 
service, the MID and the Signal Corps were inves- 
tigating the stations at Nauen and Chapultepec and 
contemplating coordination with the navy. 

Colonel Nugent H. Slaughter, the head of the 
Radio Development Section for the Signal Corps, 
recommended in the spring of 1917 that a force 
of radio operators be created to detect radio com- 
munications across the border between Mexico and 
the United States. Slaughter contracted with the 
Western Electric company for six sets of receiving 
equipment.® Ready in the fall of 1917, “special radio 
apparatus” and teams of four operators’ were sent 
to Fort Brown (Brownsville, Texas), Fort McIntosh 
(Laredo, Texas), Fort Sam Houston (San Anto- 
nio, Texas), Fort Bliss (El Paso, Texas), and Fort 
McArthur (Los Angeles, California).!° At first, the 
special intercept teams were kept separate from 
the posts’ Signal Corps radio stations and opera- 
tors. But the teams had not been properly trained 
on the equipment and were unable to intercept the 
relevant transmissions.'! To combat the deficiency, 
the special teams were combined with the existing 
post radio stations and the new equipment used for 
regular station business rather than intercept. As a 
result, the army made little progress in intercepting 
cross-border communications, though the quality of 
communications between posts improved.” 


The work was not completely futile, for during 
this investigation the US radio station at Fort McIn- 
tosh received one piece of traffic from Chapultepec 
on September 23, 1917. This material arrived at the 
MID’s Code and Cipher Section (MI-8) in Wash- 
ington on September 28, 1917, and was deciphered by 
Herbert O. Yardley on September 29; a copy of the 
message—official Mexican government traffic involv- 
ing President Venustiano Carranza—was given to the 
Naval Communications Office on October 26, 1917." 
But Slaughter’s planned investigation of cross-border 
radio traffic was, on the whole, unsuccessful and was 
abandoned after only a few months. The failure and 
“fragmentary” intercept results were blamed on a lack 
of supervision and the colocation of interceptors with 
those doing the official business of the post.'* 

As this initial Signal Corps investigation was 
winding down, Major Robert M. Campbell, the mil- 
itary attaché at Mexico City, wrote to Major Ralph 
Van Deman, chief of the MID, on November 16, 
1917, about the possibility of intercepting Nauen’s 
signal using radio equipment already at the embassy. 
Campbell suggested that perhaps the navy radio sta- 
tion at Arlington, Virginia, could devote 24 hours 
to monitoring the airwaves for Nauen’s broadcast." 

Van Deman got in touch with Captain David 
Reeves, who had recently returned from work in the 
attaché office in Mexico City and was now stationed 
at Camp Alfred Vail in Little Silver, New Jersey. 
Reeves agreed that Arlington was the best option 
but noted that Arlington was so busy with regular 
radio work that some other means of interception 
would have to be devised.’° 

By mid-December, Reeves had a plan. He sug- 
gested to Van Deman that Signal Corps stations at 
San Diego, Galveston, Laredo, and Key West pro- 
vide the needed frequency coverage by assigning 
two or more expert operators to listen each night 
for specific, tasked wavelengths. If Signal Corps 
stations were not available, Reeves thought that 
amateur radio operators should be asked to assist. 
Meanwhile, Reeves suggested replacing the antenna 
at the embassy in Mexico City with a loop antenna 
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“excellent for long distance work” that could “be put 
in a room and kept out of sight.””” 

Near the end of December, Van Deman con- 
firmed to Campbell that Arlington could not be 
used exclusively for 24 hours for radio detective 
work. Van Deman shared Campbell’s and Reeves’s 
ideas with Commander Edward McCauley, Jr., 
acting director of the Office of Naval Intelligence 
(ONI), and Slaughter, both of whom were still inter- 
ested in finding German propaganda sent by wire- 
less to Mexico.'® On December 29, 1917, Slaughter 
directed Captain Carl Kinsley (see sidebar) in the 
Office of the Chief Signal Officer (CSO) in Wash- 
ington to take on the work.” Kinsley went to inspect 
the Signal Corps stations along the Mexican border 
and, upon his return, discussed the matter with Van 
Deman.”° 

Van Deman did not let the matter rest and sent 
a memo to Campbell telling him what the Signal 
Corps was doing and reporting that Ambassador 
Henry Fletcher in Mexico City was anxious to get 
a “first class wireless operator” for the embassy to 
take Reeves’s place, as well as an assistant for Major 
Campbell.’ He also advised the State Department 
about the situation.” 

McCauley had been busy as well, and he pro- 
vided Van Deman with a message from the ONI, 
signed by Lieutenant Reed M. Fawell, assistant 
director of Naval Communications. Fawell believed 
that Reeves’s recommendation was not practical “as 
the radio signals from Nauen will not reach Mex- 
ico on wavelength lower than 4000 meters, except 
under the most extraordinary conditions. The radio 
station at Nauen now transmits on wavelengths 
of 6300, 11000 and 12600 meters.” The navy had 
already tasked the listening station at City Col- 
lege, New York, with collecting signals from Nauen, 
according to Fawell, and this information was for- 
warded to the ONI. Fawell suggested that some- 
one, perhaps the MID, should compare propaganda 
published in Mexican papers with the material that 
ONI was receiving from the City College collection 
(see chapter 6). Though the navy shared informa- 
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@ Carl Kinsley 


Carl Kinsley was an electrical engineer and physi- 
cist who was a pioneer in the field of radio. Born on 
November 25, 1870, in Lansing, Michigan, he grew 
up in Falls Church, Virginia. Like his parents, Kinsley 
attended Oberlin College, graduating with a bachelor 
of arts in 1893 and a master of arts in 1896. He then 
obtained a master of engineering degree at Cornell 
University. 

While teaching physics at Washington University 
in St. Louis (1894-1899), Kinsley began experiment- 
ing with radio transmission. He installed the first radio 
station in the United States at Fire Island, New York, 
and took part in the nation’s first commercial broad- 
cast. Kinsley also studied at Johns Hopkins University 
(1898-1899) and at the Cavendish Laboratory in Cam- 
bridge, England (1905). 

Kinsley first worked with the War Department 
from 1899 to 1901 and then taught physics as an asso- 
ciate professor at the University of Chicago. He was 
commissioned as a major in the Signal Corps in 1917 
and assigned to the Military Intelligence Division in 
February 1918, where he led MI-10E, the Radio Intel- 
ligence Section, until his discharge in July 1919. 

After the war Kinsley was a private consulting 
engineer and developed a printing telegraph. He joined 
US Steel in 1931 and retired in 1937. A fellow of the 
American Physical Society and a member of the Amer- 
ican Association for the Advancement of Science, Kin- 
sley held more than 30 patents concerning radio and 
high-speed telegraph printing and published more than 
30 papers. 

Kinsley died on January 30, 1959, and is buried in 
Oakwood Cemetery in Falls Church. 


Sources 
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the University of Chicago. University of Chicago 
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tions Research Center, University of Chicago Library. 
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tion about their work at City College, they appear 
not to have told the army about intercept efforts 
against Nauen then underway at the navy’s radio 
station at Otter Cliffs, Maine.% Van Deman asked 
McCauley to pick a week in the future for which all 
intercepts from City College would be sent to the 
MID; he would ask the attaché in Mexico City to 
keep a complete file of all the pro-German news- 
papers for that same week so that an opinion could 
be formed as to whether the propaganda originated 
with Nauen.”4 

Meanwhile, Van Deman continued to work 
with Kinsley from the Office of the CSO and likely 
met with Kinsley in late January 1918 about his visit 
to the border. Kinsley’s report of January 17 called 
for a “complete reorganization of the service and 
its separation from the intercommunicating radio 
organization of the Army,” complete with its own 
special equipment.” On January 23, Kinsley ordered 
First Lieutenant Frank Lankford,?° who had been 
a civilian radio engineer employed by the Signal 
Corps at Laredo prior to the war, to go to Fort Sam 
Houston, to establish a listening-in (that is, a radio 
intercept) station there. The station would have an 
80-foot antenna, ground antenna, direction finders, 
and multiple receiving sets. Lankford was directed 
to set up a station a mile or so from the Signal Corps 
station on the post, preferably directly east or west of 
the station, and he was to have his own equipment 
and personnel, including a testing laboratory, repair 
shop, and stock room.’’ Kinsley’s letter of January 
23 is the earliest evidence that the army—either the 
Signal Corps or the MID—was contemplating a 
network of stations specifically for the purpose of 
radio intelligence despite the failed intercept experi- 
ment of late 1917. 

Kinsley instructed Lankford to take everything 
he had at Laredo to Fort Sam Houston; the rest of 
the equipment would be sent to him. Lankford ini- 
tially was to report to the US Army CSO General 
George O. Squier, three times a week, with addi- 
tional requirements to be determined once the sta- 
tion was operational. “The opportunity for inde- 
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pendent work is a very unusual one,” said Kinsley, 
adding “if you make the best use of it you will spare 
no personal effort to produce the desired results and 
to keep this office fully informed.””* 

‘Transmissions from Nauen continued to inter- 
est and frustrate all parties. In the spring of 1918, 
there was discussion about the inability to decipher 
enciphered messages coming from Nauen. In early 
June, US Navy Lieutenant John C. Cooper, Jr., and 
Lieutenant Maurice Paternot of the French Army 
visited Van Deman at the MID office in Washing- 
ton to recommend that a “serious effort” be made 
to break the four-letter code (sometimes referred to 
as the Umlaut Code because three of the four let- 
ters had umlauts) used by Nauen to send messages 
in the middle of their press broadcasts. Van Deman 
ordered MI-8 to work closely with ONI in this mat- 
ter, and MI-8 began gathering traffic and searching 
for staff (see chapter 5).”? 

The possibility of intentionally interfering with 
the Nauen transmissions in order to stop the mes- 
sages from getting to their intended recipients was 
discussed at a May 31, 1918, conference attended by 
Colonel John J. Carty from the Office of the CSO 
in Washington, Director of Naval Communications 
Captain David W. Todd, navy Lieutenants Tunis 
Augustus Mcdonough Craven*’ and Cooper, Major 
Clarence C. Culver of the Signal Corps, and Pater- 
not. The group decided that the question needed to 
be put to the Interallied Radio Commission “in view 
of the grave situation which might be created if action 
were taken which might precipitate intentional radio 
interference on the part of the enemy.”*' In the end, 
Carty concluded that even if interference seemed 
warranted it would just cause the Germans to retali- 
ate against both transatlantic radio and AEF radio 
operations in France. Carty urged British, French, 
and American cipher bureaus to share information 
that would help everyone figure out the contents of 
the messages because “if these messages could be 
deciphered it would probably be more advantageous 
to intercept them than to interrupt them.” Collecting 
the radio traffic and understanding it won out over 
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the urge to destroy the adversary’s ability to main- 
tain secret communications.” By September 3, 1918, 
the AEF was working to set up bilateral exchanges of 
diplomatic and commercial messages to and from the 
Western Hemisphere with the British, French, and 
Italian cipher bureaus.** 


Conclusion 


Germany’s high-power, long-distance radio 
transmissions influenced the direction that US cryp- 
tologic organizations would take on the home front. 
The desire to obtain communications traveling from 
Mexico to Germany (and potentially to agents in 
the United States) led both the army and the navy 
to adapt existing organizations to accommodate the 
need for signals intelligence. 

In the army, the MID established intercept 
facilities along the US-Mexican border (see chapter 
5). Kinsley, who had been commissioned in the fall 
of 1917, eventually would be assigned from the Sig- 
nal Corps to the MID on February 16, 1918, where, 
joined by Lankford, he took charge of the MID’s 
Radio Intelligence Section, MI-10E, and the border 
collection sites.** The assignment of signal inter- 
cept duties to the MID rather than Signal Corps 
appears to have been by mutual agreement and was 
both expedient and made logistical sense at the time. 
Though the Signal Corps’ technological expertise 
exceeded that of the MID, the transfer of Kinsley 
and Lankford bridged that gap; at the same time 
the Corps was scrambling to send qualified radio 
operators to France to fill combat support positions. 
The assignment of signals intelligence duties to the 
MID in early 1918 would result in an intraservice 
conflict regarding the proper place for that work for 
a decade after the war ended (see conclusion to part 
one). 

The navy had the ability but not the capacity to 
intercept radio signals from Germany at its exist- 
ing radio facilities. The service increased capacity by 
adding a station at Otter Cliffs and co-opting civil- 
ian resources at City College, New York. Intercept 
from navy collection facilities was, by mid-1918, 
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forwarded to MI-8 for decryption when the service 
realized they could not duplicate army efforts (see 
chapter 6). This spirit of cryptologic cooperation 
would fade near the end of the war when the navy 
believed the army was treading on its toes (see chap- 
ter 7), but in the early months of the war both ser- 
vices made an effort to get along on the home front. 
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CONCLUSION TO PART ONE 


adio technology and the German (and 

Mexican) threat to the United States 

were factors drawing the nation into war. 

When the British Admiralty revealed the 
contents of the Zimmermann Telegram to Edward 
Bell, a policy decision based on the codebreaking 
success of Room 40, the British and Americans 
began a cryptologic entanglement that would wax 
and wane for several decades before cementing into 
the closest of alliances.'’ The Anglo-American cryp- 
tologic relationship between the Admiralty and the 
State Department (and then MID) diminished as 
the United States began its own work on the home 
front but grew considerably stronger on the Western 
Front with the War Office working with the AEF 
Radio Intelligence Section (G2A6). 

The contents of the Zimmermann Telegram 
heightened US government concerns about the 
relationship between Germany and Mexico and 
Germany’s long-distance radio broadcast capability. 
The Mexican angle drove the US Navy and the US 
Army to investigate how to intercept and decrypt 
these high-power radio transmissions and led to the 
establishment of radio intercept facilities within the 
United States. Whether anyone in the US govern- 


ment realized it at the time, the work of the German 
foreign minister and a radio station outside of Berlin 
provided the impetus for the beginning of the US 
cryptologic system. 


Note 


1. It should be understood that there was no central- 
ized cryptologic organization in the UK before 
1919; the Admiralty’s Room 40 and the War 
Office’s MI1(b) did not work together in most 
circumstances and conducted their own relation- 
ships with US cryptologic organizations. When 
the US-UK cryptologic relationship began again 
in 1941, the United States did not have a unified 
organization, and the British found it awkward to 
have to maintain a bilateral relationship with both 
the US Army and US Navy cryptologic agencies. 
Further explanation of the liaison efforts may be 
found in Robert Louis Benson, 4 History of U.S. 
Communications Intelligence during World War II: 
Policy and Administration (Ft. Meade, MD: Cen- 
ter for Cryptologic History, 1997). 
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PART TWO 


American Cryptologic Organizations 
and Operations on the Home Front 


INTRODUCTION TO PART TWO 


American Cryptologic Organizations 
and Operations on the Home Front 


Radio Tractor Unit 46, Las Cruces, NM. New Mexico State University Library. Archives and Special Collections. 
Hobson-Huntsinger University Archives: 07090003. 


t is clear from the way things were first orga- 
nized in the US Army and the US Navy that 
cryptologic functions were viewed as very sepa- 
rate things in different organizations—and not 


as a consolidated US cryptologic effort. Although 
not consolidated, these efforts were not isolated. The 
stories of these organizations, at home and abroad, 
are intertwined and interlocking. There was collabo- 
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ration and competition, exchange and withholding 
of information, and organizational and personal 
jealousies. Collaboration usually won out, with the 
war effort holding the trump card. There was no 
time to confer, no time to form a central organiza- 
tion, and no time to carefully consider the long-term 
strategy behind each organization. Each service or 
agency did what it believed was the best thing to do. 
And sometimes common sense prevailed. 

The early American cryptologic organizations 
can be divided into two groups: those that oper- 
ated on the home front, within the United States 
(addressed here in part two), and those that operat- 
ed in France as part of the American Expeditionary 
Forces (AEF), which are covered in part three. Work 
performed on either side of the Atlantic Ocean gen- 
erally functioned independently, although there was 
some communication, discussion, and exchange 
of views. For the most part, entities in the United 
States had more time to consider problems and 
issues regarding the AEF; the AEF was focused 
on the immediacy of the front lines and only rarely 
solved a problem for those at home. 

In one sense, the AEF cryptologic work was 
focused on tactical intelligence supporting the war 
fighter, and the War Department’s Military Intel- 
ligence Division (MID) had a somewhat more 
strategic view, looking at German influence within 
the United States. But these lines were wobbly; the 
AEF collected, analyzed, and reported information 
related to the bigger picture of the war when they 
had it, and the day-to-day work of MI-8—the MID 
Code and Cipher Section—had tactical application 
in identifying spies and saboteurs. Each organiza- 
tion’s role was restricted more by the practical reali- 
ties of access to coded and ciphered material; geog- 
raphy and the laws of physics defined their turf far 
more than an intellectual construct about the type of 
intelligence on which they should focus. 

There was one glaring organizational difference 
between the way the War Department’s MID han- 
dled collection of signals intelligence (radio intel- 
ligence) and the way it was handled within the AEF 
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in France. MID, an element of the Army General 
Staff, eventually formed an in-house Radio Intelli- 
gence Section, MI-10E, to collect communications. 
It largely did not rely on Army Signal Corps com- 
municators located at the border forts to practice 
intercept as a secondary task, as the army had done 
through the Mexican border disturbances in 1915- 
1917. MID was the first organization to integrate a 
cryptanalytic workforce with a source of informa- 
tion under its own control; it also had its own code- 
making effort. Collection tasking was minimal but 
did occur. 

In France, the job of analyzing intercepted com- 
munications fell to the G2A6, a General Staff organi- 
zation, and the job of intercept belonged to the AEF 
Signal Corps’ Radio Section; codemaking belonged 
to the AEF Signal Corps’ Code Compilation Sec- 
tion. While the two AEF organizations worked well 
together and functioned in a matrix-managed way 
with the establishment of the First Army, they were 
not the same organization. The conflict in these dif- 
fering operational concepts or doctrines governing the 
conduct of cryptology as a whole would influence the 
army’s postwar discussion of how a modern crypto- 
logic system should work. In 1920, the MID’s Radio 
Intelligence Section was dissolved and subordinated 
to the Signal Corps (following the AEF model); by 
1929, the army consolidated all cryptologic functions 
in one organization again, but under the control of 
the Signal Corps (see “Closing Thoughts”). 

There was also a process difference. Traffic analy- 
sis was practiced on the Western Front where the 
enemy’s radios were often on the move on the ground 
or in the sky and where call signs and codes changed 
regularly. This cryptologic art was not needed in the 
United States where collectors were intercepting 
broadcast stations from fixed facilities. Direction- 
finding techniques were used on both sides of the 
Atlantic, but they differed in scope and technique. On 
the Mexican border, it was important to locate new 
fixed stations to better understand the signals environ- 
ment and determine what was worthwhile to monitor. 
In France, direction finding was needed to maintain 


continuity of stations, which changed call signs dai- 
ly and whose movement might indicate an upcom- 
ing offensive or withdrawal. Direction finding in the 
navy generally was not a cryptologic function but an 
operational one; the technology was used to locate the 
enemy and to provide navigational guidance. 

The navy system differed from that of the 
army; by 1918, the navy used the MID’s Code and 
Cipher Section (MI-8) to decrypt messages from 
its limited radio intelligence collection effort. The 
navy focused on strong cryptography and had a 
good exchange with the British Admiralty on com- 
munications security issues; this was in the British 
interest, as American ships were part of the British 
Grand Fleet and had to communicate within that 
structure.! The US Navy, however, did not have 
an open exchange of cryptologic intelligence with 
the British; neither did the MID. The AEF, while 
relying on its British and French counterparts for 
training, guidance, and equipment, did establish 
close cooperation in cryptanalytic and traffic ana- 
lytic work. Additionally, both the army and the 
navy relied on civilian institutions and recruitment 
of civilians into the military for some part of their 
home front cryptologic work. 

On the home front, two organizations with 
cryptologic functions ended up working together to 
some degree: the War Department (army) and the 
navy. But other government agencies had an inter- 
est in code- and cipher-breaking and would come 
to rely on other efforts to help them out. The State 
Department, the Department of Justice, and the 
various censorship activities all needed some sort 
of cryptologic support at some time during the war. 
While the State Department and the navy received 
codebreaking support from the British Admiralty 
(as described earlier in this book), those in charge 
recognized the need for an American organization. 
A civilian institution, Riverbank Laboratories in 
Illinois, had expertise that many government enti- 
ties used to bridge the gap between the declaration 
of war in April 1917 and the point in November 
1917 when MI-8 had the personnel to take on cryp- 
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tologic work. Riverbank’s work led many to consider 
the goal of a combined cipher bureau. 

While the State Department did not have the 
internal capacity to break codes and ciphers of oth- 
er nations, they did maintain a codemaking effort. 
While some sources date this effort to Benjamin 
Franklin's numerical code, the first State Depart- 
ment codebook was issued in 1876, followed by 
codebooks in 1894, 1910, 1918, 1920, 1927-28, and 
1938. This cryptographic work was transferred from 
the Bureau of Accounts to the Division of Indexes 
and Archives in 1909.” (This book does not discuss 
State Department codemaking.) 

Part two first looks at the proposals to consoli- 
date code- and cipher-breaking work on the home 
front (chapter 3). Then follows a more in-depth 
examination of Riverbank’s work prior to the con- 
solidation of cryptologic work and afterward (chap- 
ter 4). It then examines the cryptologic elements of 
the Military Intelligence Division, including both 
MI-8 and MI-10E (chapter 5). Much has been 
written about MI-8 and Herbert O. Yardley; this 
chapter attempts to reconcile the material found in 
personal recollections with archival records and put 
the work of this organization in a new context. The 
largely cryptographic (rather than cryptanalytic) 
work of the navy follows in chapter 6. Chapter 7 
will address the conflict and competition between 
the army and the navy. 


Notes 


1. Captain Linwood S. Howeth, History of Com- 
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Naval History, 1963), 293-94. 
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CHAPTER 3 


The Quest for a 
Central Cipher Bureau 


t is not known exactly where or how the idea of 

a central US government cipher bureau origi- 

nated. Possibly Colonel Ralph Van Deman 

realized a central bureau was a commonsense 
approach to the difficulties of finding codebreaking 
and cipher-breaking talent and thought the Mili- 
tary Intelligence Division’s (MID) Code and Cipher 
Section (MI-8) might fill that role. By summer 
1917, driven by the fact that George Fabyan’s Cipher 
Department at Riverbank Laboratories in Geneva, 
Illinois (see chapter 4), was doing cryptanalytic work 
for multiple government departments, a push began 
to consolidate American cryptologic efforts. Leland 
Harrison, who ran the day-to-day operations of the 
State Department’s Bureau of Secret Intelligence 
(BSI), which had been Riverbank’s primary custom- 
er, made a case in August to move the Riverbank 
staff to Washington.’ In November, the work to cre- 
ate a de facto centralized bureau was underway in 
earnest. 

John A. Powell (see sidebar), part of the River- 
bank staff and soon to be commissioned as a captain 
in the reserves, learned of Harrison’s idea during a 
visit to Washington. Upon his return to Riverbank, 
Powell told Fabyan what the BSI had in mind. Faby- 
an was not happy; he felt Riverbank’s Cipher Depart- 
ment was an “integral portion of a smoothly operat- 
ing machine” and he was unwilling to lose control of 


his people and their work.* Van Deman sympathized 
with Fabyan, admitting to Harrison that it would 
simplify things quite a bit “if the plan we have in 
mind could be carried out”; he did not want to press 
the issue if Fabyan was unwilling. Van Deman, who 
was still struggling to get MI-8 organized to take on 
all its code and cipher work, was willing to put off the 
consolidation of Riverbank cipher staff in Washing- 
ton for a little while. Meanwhile, he apprised Har- 
rison that a laboratory at Harvard University was 
working on sympathetic inks (also known as secret 
inks and invisible inks), and that the MID would use 
them for work of that kind while the “more difficult 
cipher work” would continue to go to Riverbank. But 
Van Deman had also asked to have Powell made a 
captain in the Officer’s Reserve Corps with the idea 
of having him assigned to Riverbank, which “will 
give us an official hold on the place, which at present 
we do not possess.”* 

By October 1917, sensing that he was not get- 
ting all of the cipher messages the State Department 
might have, Fabyan sent a gentle reminder to Har- 
rison that Riverbank would be happy to have more 
work, even “unsolved old messages.”* It is hard to 
determine if Harrison was trying to cut Riverbank 
out of the work, was satisfied with the results he was 
getting from MI-8 and from Room 40 (via Edward 
Bell), or whether there just were fewer pieces of traf- 
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eo John Arthur Powell 


Very little is known about John Powell, although 
he was given a great deal of responsibility by the Mili- 
tary Intelligence Division (MID). Powell was born 
in Lille, France, on March 9, 1866; his father was 
an American from Virginia named Hanmer Powell. 
What the family was doing in Lille is unknown. It also 
is not known what formal education John received. 

By 1907, Powell was in Chicago working as a 
writer and editor. In 1913, he teamed with the chair 
of the Department of English at the University of 
Chicago, John Matthews Manly, to write 4 Manual 
for Writers. When, in 1916 or 1917, Manly, assist- 
ing George Fabyan’s Riverbank Laboratories, needed 
someone with expertise in typography, he called on 
Powell, and Powell came to work for Riverbank. 

In July 1917, Fabyan agreed, somewhat reluctant- 
ly, to allow Powell to go to Washington, DC, to meet 
with Ralph Van Deman. Powell received a reserve 
commission as a captain and made several trips to 


Washington to assist MID efforts, including coor- 
dinating with the State Department. He traveled to 
Europe on a diplomatic passport in early 1918, acting 
as a liaison among the MID, the British War Depart- 
ment, the British Admiralty, the French Cipher 
Bureau, and the G2A6. 

In September 1918, Powell was transferred to 
Vladivostok, Russia, to serve as chief censor of mails. 
Nothing is known of his time there. He returned to 


the United States in early 1919. After the war Powell 
wrote two books on business writing, one with Manly 
for F. J. Drake Press in 1921, and another by himself 


Powell in 1917. National Archives and Records 
Administration, College Park, Record Group 165, 
Records of the War Department General and Special 


Staff, Entry 65, Box 2241 


for the University of Chicago Press in 1925. 

Powell died on March 24, 1928, from pneumonia. 
He was survived by his wife Charlotte and one son, Murray Arthur Bacon Powell, who was possibly named in 
tribute to the Baconian cipher work at Riverbank. He is buried in Mount Greenwood Cemetery in Chicago. 


Sources 
Ancestry.com. Vital records. Accessed August 15, 2018. 
Suburbanite Economist (Chicago, IL). “John A. Powell is buried with Full Military Honors.” April 10, 1928, 4. 
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fic to be had. Perhaps Harrison was using the flow of 
messages to subtly get the Riverbank staff to Wash- 
ington, or perhaps there were just administrative or 
technical difficulties. 

The matter lingered until early November 
1917. Reed M. Fawell, the assistant director of 
Naval Communications, approached Fabyan and 
asked him to provide someone to assist the US 
Navy. Fabyan claimed it was “impossible” for him 
to provide someone because of the work that he was 
already doing for the government and recommend- 
ed a young officer working in communications, 
Lieutenant William Ward Smith. Of Smith, Faby- 
an said, “the government has sufficient number of 
people with ability in this direction now employed 
in Washington in the different departments to sup- 
ply the demand for almost any emergency, also any 
number of codes which are better than any outsider 
can build.” He suggested that the navy might want 
to recommend the government establish a central- 
ized interdepartmental cipher bureau based at the 
War Department, where work was already underway. 
Fabyan noted Riverbank would be happy to assist 
such an organization with “[p]aper or ciphers, keys, 
codes or anything else possessed by Riverbank.”° 

That same day, Fabyan wrote to Van Deman, 
praising Lieutenant Smith’s work and commenting 
that “if Lieutenant Herbert O. Yardley [of MI-8] 
knows what Lieutenant Smith knows he should 
be an excellent man.” Fabyan mused that it might 
be better to increase the MID facilities to do the 
work in Washington rather than sending civilians 
or officers to Riverbank. He offered Van Deman 
the services of Clara Jensen, “who knows the cleri- 
cal part of deciphering,” a competent teacher whom 
he could send to train officers in Washington for up 
to a month. But Fabyan stressed that if Van Deman 
wanted to send Yardley or anyone else to Riverbank 
for four or five days he would be glad to do some 
training, and he would pick up their transportation 
costs.° This marked the beginning of the plan to 
have the MID send men to Riverbank for training, 
which would begin later that month (see chapter 5). 


CHAPTER 3 


During that busy first week of November 1917, 
Victor Weiskopf was loaned from the Department 
of Justice’s Bureau of Investigation (BOI), the pre- 
decessor to the Federal Bureau of Investigation, for 
a visit to Riverbank for an exchange of code- and 
cipher-breaking techniques. Fabyan thanked Weis- 
kopf’s boss, Alexander Bruce Bielaski, the chief of 
the BOI, for allowing the exchange and urged him 
to push for a centralized cipher bureau that could 
do cipher work for the entire government.’ Bielaski 
did not take much convincing, for two days later he 
sent Fabyan’s letter to Van Deman, along with his 
thoughts on the subject. Bielaski believed the idea 
of a cipher bureau in Washington was a good one, 
given the amount of work to date and thinking of 
the future; he felt that “at least in war times” Van 
Deman’s office was the right place for such an office 
and asked for Van Deman’s view. Bielaski offered the 
BOI’s cooperation “without any desire for control” 
in such an effort.* 

The concept that began with Harrison’s idea in 
August to move Riverbank personnel to Washing- 
ton quickly gained momentum. On November 9, 
the same day Bielaski wrote to Van Deman, Fabyan 
also sent a missive to Van Deman, concluding that 
there could be two or three more years of war and 
that a “Central Bureau at Washington is a necessity.” 
Fabyan believed that this effort should be concen- 
trated in the MID and was willing to begin lobbying 
Congress on the matter; he wanted Van Deman to 
send him all the important details and requirements 
for such an organization so that he would have the 
facts straight.’ 

Monday, November 12, was a full day for Van 
Deman. He first called Assistant Director of Naval 
Intelligence Edward McCauley to discuss handling 
the “cipher messages of all Government departments 
by a central organization located in Washington” 
and received McCauley’s approval and agreement to 
cooperate with the MID by sending MI-8 messages 
for decipherment and by providing any necessary 
information in connection with decipherment."° 

Van Deman then followed up with Bielaski on 


43 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


the same subject, noting that the plan suggested 
by Fabyan “seems not only desirable but absolutely 
necessary.” He was adamant that the centralized 
bureau should be in Washington to make commu- 
nications easy and to take advantage of all accessible 
information. MI-8 was now prepared to handle all 
cipher messages from all the departments of the 
government, but Van Deman added that messages 
obtained on the Mexican border would still go to 
the headquarters of the Southern Division and that 
there might be other cases where immediate deci- 
pherment in a location could be needed. This plan 
did not include Riverbank Laboratories; no more 
government messages would be sent there. And Van 
Deman hoped that the best workers from Riverbank 
would be transferred to work in the MID. MI-8 
would be a “clearing house, for the gathering of all 
information relating to cipher messages and for the 
transmission to detached workers of all discoveries 
that may aid in their work.” Van Deman told Bielaski 
he thought he would need a staff consisting of Lieu- 
tenant Yardley and his deputy Captain John Manly, 
Captain Powell, two civilians from Riverbank, and 
two clerks as well as “such skilled decipherers as 
can be furnished by any of the government depart- 
ments.” This staff, thought Van Deman, “will be 
able to handle promptly all the cipher messages of 
all government departments, and with the coopera- 
tion of all departments in sending messages to it for 
decipherment, its efficiency can soon be brought to 
the highest degree.”"' He also wrote to Harrison on 
the same subject.” 

Finally, Van Deman wrote to Fabyan, thank- 
ing him for the valuable services Riverbank had 
given the government and the “patriotic spirit” that 
inspired Fabyan to offer to incorporate some of 
his workers into a centralized government cipher 
bureau. Van Deman did not believe he would need 
Fabyan’s cipher clerks but wanted Captain Powell 
to come with a few others.’ Van Deman had not 
received Fabyan’s November 9 letter at this point; 
he followed up on that correspondence days later, 
telling Fabyan that he did not believe political influ- 
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ence would be needed. The MID had enough mon- 
ey to run until the end of June and had asked for 
twice the funding for the following fiscal year. Van 
Deman thanked Fabyan again for being willing to 
transfer the work, which he had “so thoroughly and 
patriotically done from the very beginning.” He also 
noted that with Fabyan’s support, MI-8 would be on 
the way to being organized so that soon they would 
“be in as fully good shape as our brothers across the 
waters.” 

At the State Department, Harrison was delight- 
ed by the news and congratulated Van Deman on 
obtaining Fabyan’s consent to send some members 
of the Riverbank staff to Washington. He empha- 
sized that his department would cooperate in every 
possible way and assist in obtaining “any financial 
support that you may require.” Harrison was ready 
to start sending material whenever “the staff of the 
[Riverbank] Laboratories has arrived in Wash- 
ington.” He suggested that Powell bring with him 
all the messages received from the State Depart- 
ment, which were now at Riverbank. Harrison was 
a forward-thinking man; he told Van Deman that 
the staff should be selected “with a view to keep- 
ing them on after the war is over” and asked if the 
MID was planning such an arrangement and able to 
ensure permanent employment for the staff? Van 
Deman agreed with Harrison that MI-8 should be 
a permanent section to be maintained in peacetime. 
Personnel numbers and financial questions, howev- 
er, could be decided upon after the war when there 
was a better sense of available work. Van Deman 
believed that MI-8’s existence would depend on the 
demand for its services.'® 

On the question of staff, Fabyan was convinced 
that Van Deman’s numbers, while they might be 
adequate in times of peace, were extremely low. He 
thought MI-8 should have between 50 and 100 
operators (cipher experts and clerks), not count- 
ing any experts that remained in other govern- 
ment departments. Fabyan felt strongly that the 
Cipher Section should detail personnel to govern- 
ment departments to work their missions for three 


to six months on rotation, with work in the bureau 
in between assignments to receive training and to 
avoid “becoming ‘sour’.” He encouraged Van Deman 
to use the Riverbank staff in this way, moving them 
to Washington for a few months of work and then 
back to Illinois for “reloading.” There were only 20 
people employed in this work at Riverbank, and 
Fabyan believed he could have used 20 more, but 
the “cipher sense” was scarce in this country. His 
understanding was that the British had 270 cipher 
personnel and the French even more, and that the 
United States should have at least 100 staff.!’ 

On November 26, 1917, Van Deman advised 
Harrison that Captain Powell was in Washington 
and that MI-8 was “now in condition to handle 
promptly any messages you may send to it” and 
urged Harrison to begin as soon as he found it con- 
venient.!® He also informed the director of Naval 
Communications that MI-8 was prepared to take 
any messages sent to it from the navy and that he 
promised the bureau “will give you prompt and sat- 
isfactory service.” Van Deman reminded the navy of 
its desire to obtain personnel from Riverbank; he 
noted that Captain Powell was now part of MI-8 
and would be going abroad for a conference with 
the British and French and that his reports would 
be available upon his return.” 


Conclusion 


The vision of Van Deman, Harrison, Bielaski, 
and Fabyan came to fruition; by December 1917, 
the MI-8 Code and Cipher Section was prepared 
to receive information from the State Department, 
the Bureau of Investigation, the navy, and the War 
Department, and to provide their services on an 
equal basis to all. Cipher material from the Post 
Office’s Censorship Board and other official and 
semiofficial organizations would soon follow.” 

In retrospect, George Fabyan might have just as 
easily pushed for a centralized cipher bureau to be 
established at Riverbank, but even he acknowledged 
it was an unrealistic plan. He had a cordial relation- 
ship with Van Deman and used every opportunity 
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to encourage other government agencies to look 
upon the War Department’s MI-8 as the central- 
ized cipher bureau for the United States govern- 
ment, feeling that it was the best use of resources to 
consolidate these special skills in one place. While 
MI-8 would in large part serve as the government’s 
main code- and cipher-breaking organization dur- 
ing World War I, it would not be until the establish- 
ment of the National Security Agency in 1952 that 
the grand idea of late 1917 was realized. 

But what work had Riverbank been doing, and 
what would they continue to do? And why had 
MI-8, established in June 1917, taken so long to 
become operational? 
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Riverbank Laboratories 


eorge Fabyan had a thriving cryptana- 

lytic enterprise in Geneva, Illinois, at 

the time the United States entered the 

war. Riverbank Laboratories employed 
two people who would, after the war, become stars of 
the nation’s cryptologic community—William Fred- 
erick Friedman (see sidebar) and Elizebeth Smith. 
They married just weeks after the United States 
entered the war in 1917. 

Although the work of Riverbank’s cipher depart- 
ment concentrated on Elizabethan ciphers, particu- 
larly Francis Bacon's biliteral cipher, Fabyan, a patri- 
otic man, was quick to volunteer the minds of his 
unique workforce to the government. On March 15, 
1917, two weeks after the publication of the Zim- 
mermann Telegram in American newspapers, Faby- 
an sent a two-page letter addressed to “The Intelli- 
gence Office” of the War Department. He explained 
his interest in ciphers and his collection of books 
on the subject and wondered whether the material 
might be of use to the government, musing that the 
Germans could be using some old ciphers." 

Admitting that it might be “egotistical” to think 
he had information that the Intelligence Office did 
not have, or that he might be “considered a crank,” 
Fabyan wished to offer “anything I have to the gov- 
ernment.” To establish his bona fides, he noted that 
his late business partner, Cornelius N. Bliss, was a 


former secretary of the interior, Fabyan also pro- 
claimed that he had nothing to sell and no cipher 
patents to exploit.’ 

For all practical purposes, there was no “Intel- 
ligence Office” to answer Fabyan’s letter. The US 
Army had appropriated only $11,000 for intelli- 
gence in fiscal year 1917, and the concept of military 
intelligence in those prewar days later would be con- 
sidered something of a joke.* Ralph Van Deman, the 
officer in charge of military intelligence and one of 
only two officers working in the Army War College 
Division on intelligence matters, replied to Fabyan 
on March 24 in what would be the start of a regular 
exchange between Fabyan and Van Deman. (This 
exchange would be continued by Van Deman’s suc- 
cessor as chief of the Military Intelligence Division 
[MID], Brigadier General Marlborough Churchill.) 

Van Deman thanked Fabyan and let him know 
that his letter would be passed to the Army Ser- 
vice Schools at Fort Leavenworth, Kansas, where 
they had been conducting a course in cipher work 
for some time. He explained to Fabyan that the 
[school’s] intelligence section had “very limited per- 
sonnel” and could not take up the study of or work 
on ciphers. Lest Fabyan think there would be a quick 
reply, Van Deman told him that the school at Leav- 
enworth was not currently in session, as the officers 
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o William Frederick Friedman 


Wolf Frederick Friedman was born on September 24, 
1891, in Kishinev, Russia. A few years later he, his older 
sister, and his mother Rosa came to the United States 
to join his father, Frederick, in Pittsburgh, Pennsylvania. 
Wolf’s name was anglicized to William, and during his life 
he was variously known as Willie, Billie, and Bill. 

He received a bachelor’s degree from Cornell Uni- 
versity in genetics in 1914 and stayed on as a gradu- 
ate student in the College of Agriculture, first with the 
intent of obtaining a PhD and then switching to a mas- 
ter’s course. When in May 1915, his academic supervi- 
sor shared with him a letter about a position running 
the Department of Genetics at Riverbank Laboratories 
under George Fabyan, Friedman accepted. Although 
his work first involved genetics, he was co-opted to use 
his amateur photography skills to assist another project 
on the estate. While taking photographs of documents, 
he met and later married Elizebeth Smith who was 
working in Riverbank’s Cipher Department. William 
was intrigued by her work on Elizabethan-era ciphers, 
and soon he was working alongside her. 

Despite the fact that Riverbank began doing war- 
related code and cipher work for the government, Wil- 
liam was not content to remain on the home front and 
struggled to get an army commission. Fabyan did not 
want to lose his star cryptologist and blocked his efforts, 
but Friedman prevailed and finally arrived in France as 
a second lieutenant in July 1918. He was stationed at 
the headquarters of the American Expeditionary Forces 
(AEF) in Chaumont, working for the Radio Intelligence 
Section, the G2A6. Friedman said that when given the 


; ' (‘hey { Ta WY Mae ‘ \ 
William Friedman, 1918. Courtesy of the George 
C. Marshall Foundation, Lexington, VA. Item 
F-306A, William F. Friedman Papers, George C. 
Marshall Foundation Research Library 


choice between working codes or ciphers, he chose codes because he felt it was an area he needed to learn; the 
historical record shows that he was not given that choice, but he made the most of the situation. Friedman was 
not the most senior, or expert, of those working on German codes, but perhaps he was the most observant. He 
remained in France until February 1919 and used the many months post-Armistice to help document the work 
of the section. The reports he wrote are still used by scholars of WWI cryptology today. The letters he sent home 
from France shed light on the pace of the work and the personalities of his colleagues. 

After the war and a short stay at Riverbank Laboratories, Elizebeth and William settled in Washington, 
DC, where they both worked as contractors for the Army Signal Corps. William was hired on as a cryptana- 
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lyst with the Signal Corps and stayed within 
the army cryptologic system until it became 
part of a national organization. In 1930, he 
was chosen to lead the army’s Signal Intel- 
ligence Service and ran that service until the 
early days of World War II. 

The Friedmans were on the leading edge 
of the development of modern cryptology. 
William was not just a codebreaker and cipher 
breaker; his work contributed to the creation 
of cipher machines that protected US commu- 
nications—including the SIGABA machine, 
used during WWII and well into the next 
decade and never solved by an adversary. In 
1944, he received the War Department’s high- 
est civilian decoration, the Exceptional Civil- 
ian Service Award. In 1946, he was awarded 
a Presidential Medal for Merit for his work 
from 1939 through 1945. William Friedman 
worked at NSA from its founding in 1952 
until his retirement in 1955. He continued to 
serve the profession as a consultant to the NSA 
Scientific Advisory Board and to write about 
and engage with the field he did so much to 
advance. He died on November 2, 1969, and is 
buried in Arlington National Cemetery. 
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were on Mexican border duty, but that he was sure 
Fabyan would hear from the commandant.’ The 
commandant received a copy of Fabyan’s letter the 
same day Van Deman wrote to Fabyan.° 

Lieutenant Colonel James W. McAndrew,‘ 
the acting commandant of the service schools, sent 
a letter to Fabyan on April 2, enclosing Joseph O. 
Mauborgne’s pamphlet on the Playfair cipher and 
Parker Hitt’s Manual for the Solution of Military 
Ciphers. Stating that “our knowledge of the various 
forms of ciphers cannot be too complete,” he noti- 
fied Fabyan that Mauborgne, then the acting direc- 
tor of the Army Signal School, had “made a hobby 
of ciphers,” and would be contacting Fabyan on the 
subject.’ Mauborgne was soon in touch with Fabyan. 

Late on the evening of Friday, April 6, 1917, 
the day that Congress declared war on Germany, 
Fabyan telegraphed the Army War College that he 
would pay all expenses for Mauborgne to visit Riv- 
erbank the next Sunday, April 8, to see the material 
and meet the staff, as it was impossible to send the 
material to Fort Leavenworth. Fabyan expressed his 
willingness to enlarge his cipher department in the 
service of the army and suggested that an officer be 
detailed to direct the operation.® 

Mauborgne traveled to Riverbank and provid- 
ed a full report on its “remarkable facilities” to the 
Army Service Schools and the War College Divi- 
sion on April 11. Fabyan, he wrote, is “a gentleman 
of means who has made a hobby of collecting all 
available works on ciphers.” Fabyan’s workforce of 
eight or ten experts “spend their time delving into 
the works of antiquity, discovering historical facts 
hidden away in the classics and other works, which 
result in many discoveries valuable to literature and 
sciences.” 

As Fabyan was willing to turn over equipment 
and workforce “without compensation,” Mauborgne 
recommended that the government “make use of 
his offer at once” and suggested the ways Riverbank 
could be used. The Justice Department, he thought, 
“should be urged” to use Riverbank to the fullest 
extent “for the solution of difficult ciphers princi- 
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pally those which are hidden in letters sent through 
the mail.” The War Department should seriously 
consider sending suitable officers to the facility for 
training “without delay.” And, most importantly, 
Mauborgne believed that the General Staff’s MID 
should take advantage of Fabyan’s offer to decipher 
messages. He assessed the facility as secure, felt the 
Riverbank staff could be trusted with confidential 
communications, and believed that Fabyan would 
react favorably if the government requested the 
detail of Riverbank staff to government offices given 
the national emergency." 

Van Deman did not waste time acting on 
Mauborgne’s recommendations. While he was still 
struggling to establish an intelligence organization 
in Washington and was not yet in a position to use 
Riverbank’s facilities, Van Deman was prepared to 
send an officer there once his organization became a 
reality. He urged the Army Service Schools to coop- 
erate with Riverbank.' On April 18, he forwarded 
Mauborgne’s report to Leland Harrison at the State 
Department’s Bureau of Secret Intelligence. Van 
Deman asked Harrison to forward the report and 
a letter to the Department of Justice and urged that 
the Department of Justice should take advantage of 
Fabyan’s offer as “neither the State Department nor 
the War Department has any real experts on cipher 
work.” 

Writing to Fabyan that day, Van Deman 
expressed his surprise and delight in finding “such 
an extensive and efficient plant for cipher work” at 
Riverbank. Van Deman informed Fabyan that there 
was not yet an official organization for intelligence 
matters, but he hoped such an office would soon be 
authorized. Once that happened, he might be able to 
detail an officer to oversee Riverbank and send other 
officers for training. In the meantime, Van Deman 
desired to cooperate with Riverbank on cipher solu- 
tions and planned to send Fabyan material, although 
he shared with him that there had been little cipher 
work to do apart from simple transposition ciphers 
in communications from Mexico. Van Deman also 
discussed the potential for establishing a radio link 
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between Washington and Riverbank to exchange 
data, possibly under the auspices of the Signal 
Corps.” 

By June, Fabyan had proposed to Van Deman 
the possibility of having someone at Riverbank Lab- 
oratories “sworn in and commissioned” as a “custo- 
dian” of the work the organization was doing for 
the MID."* Whether Fabyan believed that having a 
person with a foot in both camps might bring him 
some advantage or might mitigate any risk to the 
laboratories if something went wrong, he most likely 
had a candidate or two in mind for the job. 


Manly and Powell 


Two men associated with Riverbank quickly fell 
into the orbit of Van Deman and his nascent military 
intelligence organization. In 1916, Fabyan consulted 
with Professor John Matthews Manly (see sidebar), 
chairman of the English Department at the Univer- 
sity of Chicago, to resolve a question of typefaces in 
early editions of the works of Shakespeare. Manly 
had an interest in ciphers in conjunction with his 
study of early English manuscripts and maintained 
a loose relationship with Fabyan. In this instance, 
Manly believed that Fabyan needed to consult a 
typographer; as a result, Fabyan hired John Arthur 
Powell to work in Riverbank’s Cipher Department. 
Powell and Manly were the co-authors of 4 Manual 
for Writers, published by the University of Chicago 
Press i 1913,” 

According to Mauborgne, Manly already 
had been in contact with Van Deman regarding 
work in military intelligence and had obtained a 
leave of absence from the university. Mauborgne 
explained that Manly was “a product of the River- 
bank laboratory so far as his knowledge of ciphers is 
concerned.””” In October 1917, Manly was commis- 
sioned as a captain in the reserves and journeyed to 
Washington where he became the deputy chief of 
the MID’s Code and Cipher Section, MI-8, work- 
ing for Herbert O. Yardley (see chapter 5)."* 

Powell, a “very charming old-school type 
gentleman, with the highest ideas of integrity and 
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@ John Matthews Manly 


John Matthews Manly was born on September 2, 
1865, in Sumner County, Alabama. He studied at the 
Staunton Military Academy in Virginia and the Green- 
ville Military Institute in South Carolina before receiv- 
ing a master of arts degree in mathematics in 1883 from 
Furman University in South Carolina at the age of 18. 
He embarked on an academic career, teaching math at 
William Jewel College in Missouri for five years before | 
attending Harvard and earning a PhD in philology in 
1890. He taught English at Brown University in Rhode 
Island until 1898 when he joined the University of Chica- 
go as the head of the English Department. He remained 
in that position until his retirement in 1933. 

In 1916, George Fabyan, the proprietor of Riverbank 
Laboratories, consulted with Manly on typefaces and 
various aspects of Shakespearean text, as part of Fabyan’s 
quest to find a hidden cipher that would prove Francis 
Bacon's authorship of Shakespeare’s work. Manly spent 
six weeks on the topic and developed a system for deci- 
pherment that did not validate the Bacon theory. 

Manly volunteered his services to Major Ralph Van 
Deman of the Military Intelligence Division in March 


1917, just before the United States entered the war, but Center for Cryptologic History collection 
Van Deman did not contact him until the fall. In October, 
Manly temporarily left his position at the university and moved to Washington, DC. He was commissioned 
as a captain on November 5, 1917, and assigned to active duty on November 8 in MI-8, where he served as 
Herbert O. Yardley’s deputy. While working in MI-8, he brought in many other academics affiliated with the 
University of Chicago, including Dr. Edith Rickert, Dr. Charles Beeson, Mr. James R. Hulbert, Dr. Thomas 
A. Knott, Dr. B. Q. Morgan, Dr. David H. Stevens, and Dr. Edgar H. Sturtevant. 

In 1919, Manly returned to his successful academic career; he was a world authority on the writing of 
Chaucer. He died April 2, 1940, and is buried in Springwood Cemetery in Greenville, South Carolina. 
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honor,””’ in his early fifties, came to Washington for 
a visit in August 1917 and apparently made a good 
impression on Van Deman. He received a reserve 
commission as a captain in the Signal Corps and 
filled the job as the MID’s representative at Riv- 
erbank. While Yardley said, in his 1919 history of 
MI-8, that Powell had been trained by Mauborgne 
at Fort Leavenworth, William Friedman's annota- 
tions to the report manuscript claimed Powell had 
only studied from Hitt’s manual.”° In November 
1917, Powell, working with the Friedmans, had 
charge of the instruction of the first four officers 
to be trained at Riverbank. In early 1918, he was 
entrusted with representing MI-8 on a visit to the 
British and French military cipher organizations as 
well as the American Expeditionary Forces (AEF) 
headquarters in Chaumont, France (see chapter 
8) 21 


Work Begins 


In May 1917, Riverbank Laboratories began 
its work as an unpaid private contractor not just for 
the MID but also for the Department of Justice and 
the State Department. One of their earliest tasks 
was deciphering a message sent by Department of 
Justice Special Agent Bryan on May 7. Fabyan for- 
warded a batch of papers to Van Deman on May 26; 
he was surprised a few days later that his package 
had not yet been acknowledged by Washington. The 
two organizations had not yet worked out a regu- 
lar work routine. Fabyan advised Van Deman that if 
the Riverbank staff deciphered a message “of suffi- 
cient importance” he would not send it by telegraph; 
rather, he would put “Mr. Powell on the train with it 
to deliver it to you in person,” for he did not believe 
that any of the deciphered messages should be sent 
“over the wire” or even delivered to army officers in 
Chicago for transmission to Washington.” By the 
middle of June, Fabyan began mailing Van Deman 
a receipt for messages received.*? Van Deman also 
forwarded Riverbank samples of letters written in 
“sympathetic [secret] ink” for their investigation.” 

Van Deman, in mid-May, was still hoping to 
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have Captain Parker Hitt placed in charge of his 
cipher organization and had asked him to visit Riv- 
erbank on his way to Washington. Hitt was unable 
to do so, but in June his wife Genevieve Young 
Hitt came to Riverbank to demonstrate his cipher 
devices.” 

By early July, Fabyan was engaged in a regular 
exchange with Leland Harrison. Fabyan was eager 
for feedback from the State Department, noting 
that “Government work is a serious matter with 
us, and the nervous tension is high. Results are the 
only things that count. Messages which mean life 
or death are checked and rechecked in every con- 
ceivable way. We take every precaution but we dread 
the possibility of a leak. Had this particular mes- 
sage proved to be important, I should have followed 
instructions and telephoned it, but we do not trust 
either the telephone or commercial wires.””° 

Although Riverbank was doing cipher work for 
three government organizations, Fabyan wanted 
more. On July 20, 1917, he sent Harrison two letters 
he had written, one for the Office of Naval Intel- 
ligence and one for the US Secret Service. Fabyan 
asked Harrison to endorse the letters and send them 
to the respective agencies for their consideration. 
In Fabyan’s words, “‘Practice makes perfect’ and 
the larger range we could have, the more work we 
could accomplish. It does not seem dignified nor 
professional, for me to solicit work of this character, 
and I am prohibited from using names of people, 
or Departments, for whom we have done work, 
and yet I know of no more important service that I 
could render at this time.””” Harrison did as Fabyan 
asked.’* 

Riverbank continued to do deciphering work 
for the MID and the State Department until late in 
1917. There does not appear to be a comprehensive 
file documenting the text of the messages sent to 
Riverbank by either organization or the decipher- 
ments provided by Riverbank. From correspondence 
found in the National Archives it appears that Faby- 
an employed separate numbering schemes for each 
organization he served. Fabyan was a compulsive 


correspondent with both Van Deman and Harrison 
and made regular demands for attention from each 
man. In August 1917, apparently in want of anoth- 
er scholar for Elizabethan efforts at Riverbank, he 
mused to Harrison that he should have Secretary 
of State Robert Lansing talk to President Wood- 
row Wilson about his need for someone from an 
Ivy League school; Fabyan, of course, would pay all 
expenses. Lansing politely responded that he would 
attempt to find a professor but feared it would not 
be easy to do so.”? 

During the early autumn of 1917, Riverbank 
was also doing work on the India, or “Hindu,” Con- 
spiracy Case, using enciphered material supplied 
by a “Mr. Marr of the British War Office,” who 
was introduced to Fabyan by an unnamed division 
superintendent from the Department of Justice. 
Fabyan kept Van Deman updated on the work that 
was being done, and William Friedman testified at 
the October 1917 trial of the conspirators in San 
Francisco. Van Deman noted that the material was 
first in the possession of the French General Staff, 
who turned it over to the British General Staff, who 
then turned it over to the US State Department 
before it came to Riverbank, where William Fried- 
man did the work.*° 


Training 

As MI-8 began to take on more of the crypt- 
analytic tasks, leaving less for Fabyan’s workforce 
to do, Van Deman worked with Fabyan to estab- 
lish a training program in ciphers at Riverbank. 
Four officers had arrived at the War College in 
Washington for training in codes and ciphers in 
the early fall of 1917. These men, John A. Gra- 
ham, Lee West Sellers, J. Rives Childs, and Rob- 
ert Gilmore, attended lectures given by Yardley 
and Manly. Graham, who was “duly impressed to 
find myself one of the pioneers in my new field,” 
remembered Manly as one of the more interest- 
ing people at the War College. Childs later noted 
that no one, “not even Yardley or (Manly), the 
master-minds on the subject, knew anything of 
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German codes and ciphers, but we were put to 
work studying Hitt’s Manual [for the Solution of 
Military Ciphers] and learning the a, b, c’s of the 
science and we were informed that, with a little 
industry, we might be sent abroad as American 
experts after a few weeks of training.”*! 

Meanwhile, at AEF headquarters, Major Frank 
Moorman, chief of the AEF General Staff Radio 
Intelligence Section (G2A6), needed officers. He 
had consulted with both British and French author- 
ities who suggested that a “considerable force of 
good code and cipher men is indispensable in the 
solution of German messages.” Moorman, whose 
organization consisted of himself, one other officer, 
and one clerk, wanted to begin operations and need- 
ed four officers and six clerks to make a start. He 
needed them quickly and, on October 15, 1917, rec- 
ommended that the AEF ask Van Deman, who was 
“believed to be well acquainted with code and cipher 
men in the US,” to provide names.” The request 
reached MI-8, and, on November 14, 1917, Gra- 
ham, Sellers, Childs, and Gilmore received orders to 
report to Riverbank for a two-week course in code 
and cipher work.* 

Graham had sharp memories of the train- 
ing even 25 years after the experience (including a 
derogatory term considered offensive today): 

In November at the invitation of a certain 

Col. Fabyan at Geneva, Ill. I was sent by 

the War College with three other 2nd Lt. 

to study the methods used at what he called 

his cipher laboratory. The fabulous Fabyan 

(our nickname for him) was a millionaire 

cotton-broker who had on his living-room 

table a large book entitled What [know about 

the cotton market. When one opened the 

book it proved to contain 100 blank pages. 

He was that kind of man. Among his many 

enthusiasms which I wish I could stop to 

describe was cryptography. He maintained 

a corps of experts who, for his amusement 

and for the benefit frequently of the Secret 

Service and the State department, broke 
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into criminal and diplomatic codes and 
ciphers. For instance, while I was there, as a 
sort of setting-up exercise each morning, we 
deciphered and wired to the State dept. all 
of the Mexican diplomatic correspondence 
of the preceding 24 hours. Among the tall 
tales told by the colonel was one to the effect 
that he had heard two weeks before that the 
Japanese Embassy had managed secretly to 
procure a copy of the German diplomatic 
code. He armed himself with a pistol and 
called upon the Japanese Ambassador, who 
was a friend of his. He was going to ask as 
an especial favor that he be permitted to 
have a look at the code and then he pro- 
posed to steal it at the point of the gun. But 
the Jap swore they didn’t have the code.** 
Childs observed that “nothing could have been 
more indicative of the elementary knowledge pos- 
sessed by our armed forces of cryptography than the 
fact that our government had to resort to private 
enterprise for the instruction of its cryptographers.”** 
The quartet reported to Fabyan on Sunday after- 
noon, November 25, 1917; by Wednesday, Fabyan 
confided to Van Deman that they were doing excel- 
lent work and that he was “favorably impressed with 
all of them.”*° The four departed Illinois on Satur- 
day, December 8, on the 1730 train from Chicago 
to New York, and two days later Fabyan sent Van 
Deman an account of their stay: 
I want to take the occasion to compliment 
Lieutenants Graham, Sellers, Gilmore, and 
Childs (the order in which their names 
are given express their markings at River- 
bank) on the conscientious work they did 
at Riverbank. Hours, eight-thirty AM to 
five-thirty PM with forty-five minutes for 
lunch. I arranged to have them have their 
meals by themselves, prohibited any form 
of entertainment as I wished them to spend 
their evenings reading and outside of having 
their first and last meals and Thanksgiving 
dinner at my residence, I know of no break 
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in the routine. I felt sorry for them but they 

were there for a purpose and I was more 

interested in that purpose than they were. 

I have yet to meet four young men that I 

think more highly of and they gained the 

respect and esteem of all with whom they 
came in contact by their application and 
earnestness of purpose.*” 

Elizebeth Friedman sent a humorous letter to 
the quartet in mid-December, as they were awaiting 
transport, enclosing a bibliography she had prom- 
ised and an anonymous sheet of “datter” (data in the 
accent of “our presiding genius from Boston”). She 
noted that the owner of the material could be iden- 
tified by his fingerprints and handwriting. Hop- 
ing that her missive reached the four “before The 
Silence settles down upon you,” Elizebeth Fried- 
man assured them of “our interest in your welfare, 
and of our willingness to aid you in whatsoever way 
we may. And now Good Luck, and Bon voyage.”** 
Sellers later told William Friedman that Elizebeth 
Friedman was the “bulwark of the place.”* 

Fabyan had not lost interest in the group, but on 
December 3, before they had completed their class, 
Fabyan was already pushing Van Deman to send 
more officers for training. He suggested that one 
man from each division going to France be sent to 
Riverbank.” Van Deman began sending memos to 
the chiefs of staff of all active army divisions, offer- 
ing training places at Riverbank for any officers that 
the divisions wished to have trained in cryptogra- 
phy, noting that the MID would take care of the 
details.*’ Fabyan was to pay all costs. 

Divisions began responding in the middle of 
December, and responses trickled in well into Janu- 
ary 1918. Officers began arriving at Riverbank in 
late January and continued to arrive until late Feb- 
ruary for the class that began early in the month. A 
very large percentage of these men had some fluency 
in one or more languages other than English. Most 
of the men remained until March, although some 
were called away in February, before the class ended. 
Seventy-eight men finished the course, some of the 


latecomers completing training after the bulk of the 
attendees were gone.” 

Classes took place, and officers lodged, at the 
Aurora Hotel, not far from Riverbank. The primary 
instructors were William and Elizebeth Friedman, 
and they used both Captain Hitt’s Manual for the 
Solution of Military Ciphers and materials that they 
had developed to introduce the men to the unfamil- 
iar subject of codes and ciphers. 

By late February, several students established 
The American Cryptographic Society, a group orga- 
nized to develop “a large corps of skilled operatives 
to be at the disposal of the government” who would 
freely share information and problems with each 
other, whether or not members were actively work- 
ing in code and cipher organizations. Then Cap- 
tain (soon Major) William H. Clendenin may have 
been the man in charge, for it was he who wrote 
to Colonel Van Deman about the society and the 
fact that the group had elected Van Deman as presi- 
dent. William Friedman was made secretary of the 
organization and dues had already been collected by 
Fabyan, who was going to facilitate the operations 
of the group.* 

Van Deman sent a gently worded letter to 
Clendenin, noting it would be impossible for him 
to accept the position and outlining the difficul- 
ties that such a society posed given restrictions 
on sharing sensitive information on codes and 
ciphers. After sending his letter to Clendenin, 
he followed up with a carefully worded message 
to Fabyan warning about the dangers of such a 
group. Van Deman suggested that either the orga- 
nization was planned “without your knowledge 
and consent” or that if Fabyan had known about 
it that perhaps he had been too preoccupied to 
give the idea “due consideration to the objection- 
able features.”** Fabyan asked for Van Deman’s 
forgiveness in the matter, regretting that he “did 
not have the sense to kill the movement when it 
was brought to my attention.”* Fabyan notified 
the officers that the organization would not fur- 
ther the interests of the service, returned the dues, 
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and suspended any formal organization until the 
occasion of a post-war reunion.” 

But in the midst of the apologies, a short item 
appeared in the Chicago Tribune's regularly fea- 
tured humor column “A Line O’ Type, Or Two.” 
On March 8, 1918, one of the items, submitted by 
a reader J.R.M.,*’ noted: “Sir: The American Cryp- 
tographic society has been formed for the study of 
ciphers. Would you call this the absolute zero in 
societies?”* 

Van Deman was fed up with the breach of 
secrecy and Fabyan’s continual correspondence on 
cipher matters with other government officials that 
bypassed Van Deman’s office. On March 23, he 
wrote, and abandoned, two drafts of a letter to Faby- 
an; Van Deman’s frustration with Fabyan’s actions is 
evident in his tone. Three days later the exasperated 
Van Deman finally replied to Fabyan and told him 
the newspaper article as well as “advertisements for 
cipher experts which appeared in a large number of 
papers” contradicted Fabyan’s belief that his work 
had escaped public notice. It seems that the Depart- 
ment of Justice had been making many inquiries 
about the ads, and Van Deman had needed to vouch 
for Fabyan to avoid him being “subject to no little 
annoyance by agents of that Department.”” 

It was not entirely Fabyan’s fault that River- 
bank’s work was not kept secret. There are at least 
three, and probably more, instances where the fact 
of an officer’s detail to Riverbank for a class in codes 
and ciphers appeared in hometown papers. It was 
the military’s practice to release orders for officers, 
and papers often published the list of locals who 
were moving to new positions.*° Fabyan was prob- 
ably largely to blame, however, for the publicity 
around his May 24 speech to Spanish War veter- 
ans in Chicago where he was described as an army 
instructor in codes and ciphers.*! 

There was some misunderstanding about the 
purpose of the large training class, but whether the 
confusion was between Fabyan and Van Deman or 
between Van Deman and the larger War Depart- 
ment bureaucracy is not clear. Fabyan took it upon 
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Riverbank class, March 1918, posed to form a cipher that reads “Knowledge is power” (left half of panorama). See 
text for details. Courtesy of the George C. Marshall Foundation, Lexington, Virginia. Item F-560 Friedman Pan- 
orama, William F. Friedman Papers, George C. Marshall Foundation Research Library 


himself to inform the officers’ divisions that River- 
bank was ready to train groups of officers within the 
division; he was sending each graduate off with a 
supply of exercises and tools to do this.** Van Deman 
was not pleased and thought it was inadvisable to 
send the men out as instructors, pointing out that he 
had trained 80 men and “there would seem to be no 
need of sixteen hundred additional men ... especial- 
ly as cipher work is rapidly passing into discard, as I 
have indicated in other letters to you.”** Van Deman 
was also annoyed that Fabyan might have led the 
men to believe that they were being trained for work 
as intelligence officers, which was not the case.™ 
On April 29, Van Deman issued a memo to clarify 
that the Riverbank training was meant to prepare 
men who would be handling American communi- 
cations for divisions, not to train the men to attack 
enemy codes and ciphers. He expressed concern that 
a great deal of confidential information may have 
been shared with those who had no need to know.°° 

Approximately 80 men were trained, but only 
eight of these men would eventually report to France 
for duty in the G2A6 Radio Intelligence Section; 
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the others were assigned elsewhere. Van Deman 
had originally planned to select only six of the most 
promising officers.* Of the eight, only four, includ- 
ing Lieutenant Edwin Woellner (who became a 
close friend of William Friedman) remained with 
the G2A6 long enough to accomplish significant 
cryptologic work, which likely contributed to the 
view that Riverbank training was not needed to do 
the work in France.*” MI-8 noted in mid-June that 
the AEF declared the eight officers were “unsuitable” 
because they had only slight knowledge of German 
but recalled that the original request for men had not 
stated that language requirement. No officers were 
available at MI-8 when the request arrived, so MI-8 
chose the eight “on Mr. Fabyan’s recommendation as 
the best out of a class of 80, both for cipher work and 
language qualifications.”** For a brief period of time 
in May 1918, Colonel Dennis Nolan's statement to 
Fabyan that “graduates of Riverbank are now doing 
the greater part of the work in our code office” was 
true, if only the officers were counted.* 

However, in early May 1918, Moorman 
explained the work of his section and stated that 
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Right half of “Knowledge is Power” photograph, 1918 Riverbank class 


German codes and ciphers were very complex and 
that the “instruction given at Riverbank and the 
War College to men for this duty has been quite 
useless. Intelligent men with a knowledge of Ger- 
man can be quickly trained in our section. No other 
qualifications are necessary. Preliminary training is 
not desired.” 

This large February class at Riverbank is cap- 
tured for all time in the photo above, taken in front 
of the Aurora Hotel in March 1918 and known 
as the “Knowledge is Power” photograph. Newly 
trained officers and the civilian staff, 76 in all, form 
a cryptogram using the biliteral Bacon cipher. Each 
letter is represented by a pattern formed by five peo- 
ple facing either the camera or another direction— 
the two phases of the cipher. While the intended 
message is “Knowledge is Power,” the group was 
four people short, and the cryptogram actually spells 
“Knowledge is Powe.”®! 

Many sources imply that Riverbank ran three 
training classes, and this is true if one counts the 
November class of four officers as the first, the 
large class in February as the second, and the 
small group of stragglers leftover from February 
that were trained well into March as the third. 


But there was only one large class of officers—the 
February class. 

The class results went “far beyond” Fabyan’s 
expectations, and he was anxious to repeat the expe- 
rience, telling Van Deman “I do not want to loaf.” 
He pledged to train more officers and noted “we will 
try to be discreet and not permit any more societ- 
ies to be formed.” Fabyan also had a plan, which he 
hoped the War Department would support: to take 
the training course to the United States Military 
Academy at West Point. Van Deman was appre- 
ciative but noncommittal in his response.® 

Meanwhile, Fabyan took it upon himself to 
train a family friend, Clarence P. Bird, a “remark- 
able pianist and looks the part.” The 35-year-old 
Bird was not looking for a job, but Fabyan urged 
Van Deman to take him on because of his skills in 
French, German, and Italian. Bird would eventually 
be commissioned as a first lieutenant and joined the 
G2A6 in France in mid-August. William Fried- 
man later wrote that First Lieutenant Bird was not 
cut out for the work and reflected badly on both 
Riverbank and Fabyan.® And even later, after the 
war, when Bird broached the idea of returning to the 
MID, Colonel Alexander B. Coxe warned Brigadier 
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General Churchill away from Bird, noting that he 
had always believed Bird to be a Fabyan “plant” in 
the G2A6.” 

The miscommunications and problems associ- 
ated with the training done at Riverbank mark the 
beginning of the end of the MID’s official relation- 
ship with Riverbank. 


The Navy and Riverbank 


Fabyan did not overlook opportunities to court 
the US Navy and bring them into the Riverbank 
family. In December 1917, Lieutenant Commander 
Russell Willson, chief of the navy’s Code and Cipher 
Section, and Lieutenant William W. Smith, a senior 
assistant communications officer, came to Geneva, 
Illinois, to see the Riverbank facilities and effort.” 
This visit was likely to demonstrate Willson’s Navy 
Cipher Box Mark I, which Riverbank evaluated in 
January 1918 (almost certainly the work was done 
by William Friedman) (see chapter 6). Fabyan regu- 
larly sent copies of the Riverbank publications to 
the navy, including copies for the navy to share with 
their British and French counterparts.™ 

In the summer of 1918, Fabyan offered to 
host naval officers for the Riverbank cryptanalysis 
course; Willson had suggested sending Ensigns 
Alverson and Williams. When Commander Milo 
F. Draemel relieved Willson in October 1918, he 
began a correspondence with Fabyan. By Novem- 
ber 2, plans were underway for the two ensigns to 
journey to Riverbank for a course lasting from 90 
days to four months. However, once the Armi- 
stice was signed, Williams and Alverson were 
to be released from duty, so the class never took 
place.” 


Work Ends 


Once it became clear that the army would not 
send more men to train at Riverbank, and with the 
large part of cryptologic work being done at MI-8 in 
Washington, Riverbank gradually became irrelevant 
to the war effort. 

A slow struggle over Fabyan’s desire to share 
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and publicize the work of his organization, partic- 
ularly the groundbreaking theoretical work being 
done by William Friedman, and the MID’s desire 
to keep cryptologic work secret wore away at the 
relationship.” Fabyan’s forwardness had begun to 
fray the calm temperament of Van Deman at the 
conclusion of the training class in March 1918. 
When Van Deman was assigned to Europe in June 
and was replaced by Churchill, it became clear that 
Churchill, and his deputy Coxe, did not have the 
patience for Fabyan’s steady stream of correspon- 
dence and publicity seeking. In November 1918, just 
after the Armistice, Churchill decided that Fabyan 
had gone too far by wanting to send copies of the 
Riverbank publications to Japan and that it would 
be a good idea for MID to break off the relationship 
with Riverbank (see chapter 15).” 

Another factor in the decline of work taking 
place at Riverbank was the commissioning of Sec- 
ond Lieutenant William Friedman in May 1918 
and his subsequent departure for France. Fried- 
man, who was eligible for the draft, had long 
struggled to go to France while Fabyan worked 
hard to keep him at Riverbank. Once it became 
clear that Friedman would be going to France, 
Van Deman sent a memo to the head of the AEF 
Intelligence Section (G2), Colonel Nolan, sug- 
gesting that Friedman’s letters should be censored 
as he might try to relay sensitive information 
to Fabyan because both men “apparently do not 
appreciate the importance of keeping informa- 
tion concerning ciphers and codes strictly within 
the organization of cipher and code workers.” 
Van Deman noted that Fabyan had sent Wil- 
liam Friedman to New York to meet Powell’s ship 
when he returned from his fact-finding trip to 
Europe, in an attempt to gather information for 
Fabyan before it reached Van Deman.” William 
Friedman’s departure was a blow to the Riverbank 
Cipher Department and negatively affected Eli- 
zebeth Smith Friedman’s relationship with Faby- 
an. Without William there to protect her from 
Fabyan’s moods (and predatory advances), Elize- 


beth grew increasingly uncomfortable and even- 
tually left the organization.” 


Conclusion 


Riverbank Laboratories provided a great service 
to the US government in the early months of the 
war by supplying a concentration of cryptologic tal- 
ent when the military could not. Frequent and frank 
communication between this private organization's 
proprietor, George Fabyan, and the head of the mili- 
tary intelligence effort in Washington, Ralph Van 
Deman, facilitated the effort to the mutual benefit of 
both organizations. Fabyan was not completely self- 
less in bearing the costs of turning over the crypto- 
logic facets of his larger enterprise to the work of the 
government; he appears to have reveled in the atten- 
tion it brought him from senior leaders of govern- 
ment organizations such as Van Deman and Leland 
Harrison at the State Department. The government 
did not always get its way with Fabyan, who resisted 
most attempts to have his people work in Washing- 
ton under the direct control of military intelligence. 
In turn, Fabyan did not achieve his ideal of having 
all the cryptologic work of the government accom- 
plished at Riverbank. 

Once the US Army was able to properly staff 
MI-8, they reduced the flow of decipherment work 
that went to Riverbank. It is important to under- 
stand that Riverbank, and later MI-8, was analyzing 
and deciphering material that was primarily diplo- 
matic and civilian in nature. This material tended to 
be in cipher rather than code. Riverbank’s expertise 
was in cipher, albeit from a distant historical period, 
and the training the organization provided to the 
army focused on solving ciphers. Only a small num- 
ber of the men trained at Riverbank would work 
in the AEF’s cryptologic organization. When they 
arrived in France, they learned that the greater part 
of their work would be against German military 
codes; this contributed to a perception in the AEF 
that Riverbank’s training was not needed. But even 
after Yardley was in place and MI-8 was a function- 
ing organization, Van Deman kept control of the 
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Riverbank relationship and did not let Yardley man- 
age the staff there as an adjunct of MI-8. 

Riverbank Laboratories was an important bridge 
that took US cryptologic efforts from the hobby 
level to a more professional operation. Fabyan’s gen- 
erosity is not in doubt, and his thinking about how 
a consolidated cryptologic bureau might work was 
influential in moving government efforts along. The 
training conducted at Riverbank produced a handful 
of officers (Graham, Gilmore, Sellers, Childs, and 
Woellner) who were useful to the effort in France, 
but it is possible that the success of these men had 
more to do with their personal characteristics than 
what they learned at Riverbank. Riverbank’s great- 
est legacy is William F. Friedman, but had Fried- 
man remained at Riverbank throughout the war and 
not gone to France, his cryptologic career would not 
have advanced in the direction that it did. 
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CHAPTER 5 


The Military Intelligence Division 


hat small efforts at military intel- 

ligence existed in the War Depart- 

ment had been located in the US 

Army War College Division of the 
General Staff since 1908 and were inadequate to 
face the challenges of a war in Europe. British and 
French government missions were sent to the Unit- 
ed States after the April 6, 1917, declaration of war. 
The [foreign] intelligence officers were referred to 
the War College Division, “since there was no orga- 
nization in existence to handle such matters,” where 
they engaged in conversations with Major Ralph 
Van Deman and others. Van Deman, who had been 
advocating for a military intelligence organization 
since 1915, had recently been rebuffed by the army 
chief of staff, who suggested that the United States 
should just ask the British and French for their 
[intelligence] information." 

Van Deman persisted. On April 30, he was 
called into the office of the secretary of war to give 
an account of British and French military intel- 
ligence systems and explain what system existed in 
the US military. After the conversation, the secre- 
tary announced to Van Deman that within 48 hours 
the War College Division would be ordered to 
form a military intelligence organization. On May 
3, 1917, orders were issued for the formation of an 
intelligence branch of the Army War College.’ Van 


Deman’s successor, Brigadier General Marlborough 
Churchill, would later say that it was Van Deman's 
long fight that laid the foundation for the success of 
military intelligence.’ 

The new organization was set up along the 
same lines as the British intelligence system. At first 
there were eight sections; four more would follow. 
The eighth section, MI-8, was originally designated 
Cable and Telegraph but would later be known as 
Code and Cipher. MI-10, officially established on 
July 29, 1918, but operating in some matters earlier, 
was the Censorship Section and would eventually 
include a subsidiary Radio Section, MI-10E, which 
conducted radio intelligence operations on the Mex- 
ican border.* 


MI-8 


The Beginning 

Van Deman had long been aware of the need 
for codebreaking and cipher breaking. In the month 
following the declaration of war but before the for- 
mation of what would first be the Military Intel- 
ligence Branch and later the Military Intelligence 
Division (MID),* he had been relying upon army 
cipher experts Captain Parker Hitt and Lieutenants 
Frank Moorman and Joseph O. Mauborgne as well 
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as Riverbank Laboratories personnel to break mes- 
sages connected to a neutrality trial.° 

In fact, Hitt was Van Deman’s first choice to run 

a code and cipher office; in late April, Van Deman 
notified Hitt that he hoped it would be possible to 
have Hitt ordered to Washington “for work of this 
character,” but stressed that it was “only a hope, so 
please say nothing about it and do not count on it.” 
By May 19,1917, Van Deman mentioned to George 
Fabyan that Hitt had been ordered to Washington 
and would visit Riverbank on the way east. “When 
[Hitt] reaches Washington, he will be placed in 
charge of the cipher and sympathetic ink section 
and given all the latitude and help that we can give 
him.”” 
Hitt was the logical choice: the right rank, 
experienced in the work, and the author of the sole 
American book on military ciphers. In mid-May 
1917, Van Deman advised Hitt that he would soon 
be detailed to the Office of the Chief of Staff and 
assigned to the MID for cipher work.* Hitt was 
ordered to Washington on May 17.’ 

Unfortunately for Van Deman, Colonel Edgar 
Russel, Hitt’s mentor from the Army Signal School, 
was selected to be the chief signal officer (CSO) 
for the American Expeditionary Forces (AEF), and 
Russel wanted Hitt as his executive officer. Russel 
hurried to get an order issued for Hitt before Van 
Deman could. After a confrontation with a “furious” 
Van Deman on May 22, Hitt and Russel quickly 
went to see General John J. Pershing who replied 
“G-d the General Staff” and then ordered Hitt to 
France.'° Van Deman told Fabyan of his “vigorous 
protest” against Hitt being “commandeered” by AEF 
and noted, “I do not know at this time whether or 
not Captain Hitt will remain here or go to France. 
Certainly, his greatest usefulness will be here, and 
should he eventually be directed to remain here, I 
shall have him sent out to Chicago to spend a few 
days with you at your plant.”"! If Van Deman had 
gotten his way, it would have been Parker Hitt, not 
Herbert O. Yardley, in charge of MI-8, the Code 
and Cipher Section of the MID. 
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Not only was Hitt unavailable, but Mauborgne 
and Moorman had also been snapped up for other 
jobs. The MID’s code and cipher work began flow- 
ing to Riverbank Laboratories in early May. Herbert 
O. Yardley (see sidebar) later wrote about how he 
maneuvered to get the job as head of MI-8 and how 
he would “spring my plan for a Cipher Bureau upon 
the unsuspecting War Department,” perhaps not 
realizing that the War Department, in the form of 
Van Deman, had already planned for such an orga- 
nization. Yardley finally approached Van Deman in 
late May or early June, and, by June 29, 1917, Yard- 
ley had been commissioned and his move from the 
State Department to the MID was in the works.” 
He began on July 11, 1917." At the time, MI-8 con- 
sisted of just Yardley and two civilians.'* Early on 
Van Deman had thought to divide the work into 
two parts—one for code and one for cipher—but it 
became clear that one organization should handle 


“secret communications of all sorts.” 


Life in the MID 


MI-8’s humble beginnings were on a “narrow 
balcony” perched above the library stacks at the 
top of the War College Building at Washington 
Barracks (now Fort McNair). Yardley and his two 
clerks, James E. McKenna, who joined MI-8 from 
the State Department in September 1917 (see side- 
bar), and John C. Meeth, had just enough room for 
their desks.!° When the MID was resubordinated 
from the War College to the Executive Division of 
the General Staff on February 7, 1918, new offices 
were needed. Brigadier General Churchill recalled 
that the organization fought a “daily struggle against 
prejudice, inadequate and badly situated office space, 
and half-hostile tradition.”’” Meeth would leave 
MI-8 to work in the G2A6, arriving in France in 
January 1918.18 

On March 15, the 280 employees of MID took 
over a seven-story apartment house called Monroe 
Courts at 1156 15th Street, NW, on the southwest 
corner of 15th and M Streets. MI-8 was on the sev- 
enth floor, along with MI-2, the large Collection, 
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sf Herbert Osborn Yardley 


Herbert Yardley was a prominent and controversial figure 
in American cryptology during World War I and the decades 
that followed. Born April 13, 1889, in Worthington, Indiana, 
he was the son of a railroad station agent/telegrapher and 
learned to operate the telegraph during his teens. In 1907, 
after graduating from a high school in Eaton Rapids, Michi- 
gan (he had been suspended from school in Worthington for 
a senior prank), Yardley worked as a railroad telegrapher. 

In 1912, he took a civil service examination for a telegra- 
pher job, came to Washington, DC, and embarked on a career 


in the State Department code room on December 23 that year. 
Yardley was fascinated by codes and ciphers and concerned 
about the insecurity of the department’s cryptography. He 
studied the small amount of subject material available in Eng- 
lish. Shortly after the United States entered World War I, he 
focused on being assigned to the newly revived military intel- 
ligence effort in the War Department. He began active duty on 
July 5, 1917, and was soon put in charge of MI-8. 


Just over a year later, as MI-8 was beginning to make its ot 
mark, Yardley was close to having what he calleda breakdown. _ National Archives and Records Adminis- 
He was sent to Europe to assist the G2A6 by learning more _ tration (NARA), Record Group (RG) 111, 
about how the British and French cryptologic efforts selected | Photographs of American Military Activities, 
personnel. After the Armistice was signed on November 11, Berle 
1918, he found a place for himself providing cryptologic sup- 
port to the 1919 Paris Peace Conference. 

When Yardley returned to Washington in April 1919, MI-8 efforts were winding down, but a decision was 
made to establish a new organization, based on the 1917 discussion about creating a central cipher bureau for 
the government. The so-called “Black Chamber” was born in July 1919 in New York City with Yardley in charge. 

The rest of Yardley’s story is well known and well documented. His book, The American Black Chamber, 
published in 1931 (and excerpted that same year in the widely read Saturday Evening Post), caused great 
consternation in the small American cryptologic community. William Friedman spent many years gathering 
material to refute the inaccuracies in Yardley’s work. After providing cryptologic services in China and Cana- 
da (very briefly) and doing some work for the US Army cryptologic system during World War II, Yardley ran 
a variety of businesses. He died on August 7, 1958, and is buried in Arlington National Cemetery. 


Sources 

Ancestry.com. Vital records. Accessed August 27, 2018. 

Kahn, David. The Reader of Gentlemen’ Mail. New Haven, CT: Yale University Press, 2004. 
Yardley, Herbert O. The American Black Chamber. New York: Ballantine Books, 1931. 
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® James Edward McKenna (MI-8) and John Aloysius McKenna (G2A6) 


James Edward McKenna was born in Boston on November 20, 1887, and educated in Boston public 
schools, graduating from the English High School. He attended Boston College and Georgetown Univer- 
sity Law school, but left law school during his third year after passing a civil service examination. McKenna 
also worked at the Boston Public Library and in a law office before becoming a clerk and stenographer in 
the State Department’s Index Bureau on October 8, 1910. 

From December 17, 1913, to May 4, 1914, McKenna was sent on a special detail to the US embassy in 
Mexico City. A short item in the Boston Globe calling him “Uncle Sam’s cipher man” implies that he worked 
in codes and ciphers at some point, but no details of his work have been located. After returning to Wash- 
ington, he was made chief clerk and disbursing officer for a special mission to Russia from May to July 1917. 
Almost immediately after his return, he received a commission in the US Army and was assigned to MI-8, 
where he served as a clerk to Herbert O. Yardley. The two may have known each other from their time in 
the State Department. 

McKenna eventually became a Foreign Service officer. He married an Englishwoman while stationed 
in Zagreb, Croatia, in 1936. McKenna died on December 15, 1970, and is buried in Gettysburg National 
Cemetery. 

James’s younger brother, John Aloysius McKenna, was born January 13, 1890. Nothing is known about 
his education, but in 1917 he was working as a bookkeeper for the New England Telephone and Telegraph 
Company. 

John attended the June 1916 officer training camp at Plattsburgh, New York, and married his long- 
time sweetheart Anna L. Lynch just before he traveled to France in 1917. He arrived in Chaumont in late 
January 1918, worked in the G2A6, and served on the Radio Intelligence Section staff for both the First 
and Second Armies. After the Armistice, he supported the American Commission to Negotiate Peace (the 
American delegation to the 1919 Paris Peace Conference), possibly in Yardley’s office, and returned to the 
United States in April 1919. 

On his return, John worked as a bookkeeper and then an accountant for the New England Telephone 
and Telegraph Company. He died on January 29, 1973. His burial location is unknown. 


Sources 

Ancestry.com. Vital records. Accessed September 18, 2018. 

Kelly, Fred C. “Capitol Tales.” The Boston Globe, December 28, 1914, 6. 

“Start Tonight for Plattsburgh Camp. Rookies Will Get a Taste of Soldier Life.” The Boston Globe, June 4, 


19163: 
Collation and Dissemination of Foreign Intelli- had been a restaurant. The restaurant was moved to 
gence Section, which was responsible for intel- the basement.” 
ligence analysis. MI-2 quickly needed more space Monroe Courts was not big enough, and in 
and was moved to the second floor in rooms that July MI-8 moved to 1330 F Street, NW (the site of 
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the present National Press Club). At some point in 
1919, the organization moved to a building on the 
corner of 7th and B Streets, NW.” MI-8 employee 
David H. Stevens described the conditions for the 
200 people who worked there as “rooted at over- 
heated desks under glass skylights on F Street day 
and night”; after five oclock “their collared coats 
and puttees might be removed.” Smoking was 
permitted.”? 

MID employees were periodically advised as 
to proper protocols and procedures, and for those 
commissioned from civilian life, guides about the 
proper behavior of officers. While junior officers 
were advised to “rise with a snap” when a superior 
officer came into their room, this was not needed for 
“officers with whom you are in hourly contact.” The 
first consideration was “getting the work done,” and 
rank within the office was of secondary importance. 
MID officers were permitted to approach other offi- 
cers without formality on any subject and instructed 
to “ask all the questions you desire. It is better to risk 
seeming stupid than to miss a point.” However, offi- 
cers were cautioned to be “very careful about salut- 
ing and returning salutes in the prescribed manner” 
when outside the building.” 

Many security procedures were not dissimilar 
to those a century later. The staff was reminded not 
to talk about their work and, if asked by friends, 
say they were on duty in the Office of the Chief of 
Staff. Guidance was provided on handling classi- 
fied material (Secret, Confidential, and For Offi- 
cial Use Only), and staff were reminded that if 
something was marked Secret, even if it contained 
material marked at other classifications, it was to 
be considered Secret. They were cautioned that 
reports from the Department of Justice were “high- 
ly confidential” and that the source of any informa- 
tion from those reports must be disguised when 
discussing the material with anyone other than 
intelligence officers. All contact with the Depart- 
ment of Justice was handled by a liaison officer in 
MI-4, the Counter-Espionage Section. At the end 
of each day, all files were locked in a steel cupboard 
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or filing case, desks were locked, windows closed, 
lights turned out, and desks left neat, with no con- 
fidential papers on them. Confidential paper was 
torn before putting it in the wastebasket. Visitors 
were not allowed unless they were on official busi- 
ness. All visitors filled out a form with their name, 
purpose of their visit, and whom they wanted to 
see. They were escorted to a reception room, where 
they would be met by the employee, who could 
have a discussion in the reception room or in their 
office. All departing visitors were escorted out of 
the building and their passes turned over to the 
duty sergeant.” 

The employees of the MID were not subject 
to the discomforts of those in France, but wartime 
Washington was not an easy life. Major Rupert 
Hughes,” a colorful character who was the chief 
of MI-10, later recalled the “genuine sacrifices” of 
MID personnel, “living huddled in small rooms 
and spending life savings to do their bit.” When the 
influenza epidemic reached the city, he remembered, 
“we were all turned out into the icy streets for an 
hour every morning while the offices were aired out. 
People with colds were compelled to wear gauze 
masks.””* Navy cryptologists working in Washing- 
ton likely had the same experience. 


Staffing 


MI-8 was slow to get organized and slow to be 
staffed. One of its largest responsibilities was encod- 
ing and decoding all official communications for the 
MID, and this work grew quickly. McKenna, newly 
commissioned as a first lieutenant, soon was put 
in charge of this work, which had “practically con- 
sumed” the staff and prevented Yardley from focus- 
ing on code and cipher attack.” 

Van Deman was still disconsolate about the loss 
of Hitt’s expertise to Pershing when he approached 
Professor John M. Manly in September 1917 about 
becoming the “cipher expert” for the MID. With- 
out Hitt, he confessed to Manly, MI-8 lacked a 
cipher expert, “in which condition we have been 
ever since.””’ It is apparent that Van Deman viewed 
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Yardley as a code expert rather than someone with 
experience in cipher. 

Van Deman offered Manly, who had initially 
volunteered his services in March, a commission as a 
captain in the reserves. Manly was shortly in place at 
MI-8. While Van Deman had originally planned to 
put Manly in charge of cipher and Yardley in charge 
of code, by mutual agreement the men decided to 
merge analysis of codes and ciphers in one section 
and make Manly the deputy of MI-8. When Yard- 
ley left MI-8 in July 1918 on what was supposed 
to be a short trip to Europe (see chapter 8), Manly 
was put in charge of the section.** David Stevens's 
later memories reveal that Manly was “preeminent 
in teaching,” and that teaching was a constant duty 
for both Manly and Edith Rickert (see sidebar), but 
that Manly “inspired all to effort by his own skill 
in solution” and his “impersonal attitude toward any 
problem; it was simply something to be dealt with 
quietly and unceasingly until solved.” Manly focused 
on “ideas and concepts” and never “criticized others 
adversely by direct means.””” 

No complete list of MI-8 staff seems to exist; 
even the authors of the World War I volume of His- 
torical Background of the Signal Security Agency, 
writing in 1945, could not locate a complete ros- 
ter in the files available to them. When those writ- 
ers consulted Aloysius McGrail, who had worked 
in MI-8’s Secret Ink subsection, he recalled that 
the number was fewer than 200.*° Stevens agrees 
with that number, recalling “some two hundred at 
peak load in 1918.”*! A 1919 memo states that in 
November 1918 there were 18 officers, 24 civilian 
cryptologists, and 119 typists and stenographers in 
the organization; whether this total includes the 
Shorthand subsection staff based in New York is 
unknown.” People came and went in the organi- 
zation, and it is not known if the men who were 
trained to go to France and then departed the orga- 
nization are included in these totals. But I was able 
to construct a partial list from documents, routing 
slips, and other material; and 96 names (including 
officers who passed through for cipher training en 
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route to the AEF) recovered in this manner can be 
found in appendix A.*° 

The MI-8 office might have seemed like a cross 
between an officer training school and a university 
campus as it added personnel in 1918. In March 
1918, Colonel C. French of the British War Depart- 
ment’s MI1(b) advised Van Deman about how to 
select the “right kind of brain” for the job. French 
recommended the following: 

For research of this kind requires an active, 
well trained and scholarly mind; not math- 
ematical but classical. As an illustration of 
the right kind of man, one of my experts 
has suggested to me the name of a well 
known American scholar, Louis Herbert 
Gray of 25 Brimmer Street, Boston, MA. 
It is of course undeniable that there may be 
a few men who, without having had univer- 
sity training or without having acquired a 
great reputation of paleographical work, 
nevertheless are well suited for this work. 
But there is no method of discovering such 
people. Therefore the only test applicable 
is that of scholarship. When once you have 
got together two or three men of the right 
class they will soon map out the work of 
themselves. It is for this reason among oth- 
ers that detailed instructions of how to deal 
with the solution of codes would really be of 
little use, for whole volumes on this subject 
would be useless to the wrong kind of man, 
and the right man must and will prefer to 
work out his own line: and in so working 
would become an expert.** 

Van Deman replied on April 18, noting that 
“while we do not think that men of University edu- 
cation possess any monopoly of logical thinking 
and power of analysis, we have not discriminated 
against them in organizing our cipher section.” At 
that time there were five PhDs on staff, and three 
other members had been through college.* By late 
May 1918, there were at least 39 people across all 
the subsections. A June 1918 cross-government 
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@ Edith Rickert 


Martha Edith Rickert was born in 
Canal Dover, Ohio, on July 11, 1871. At 
an early age, Edith (she never used her 
first name) moved with her family to La 
Grange, Illinois, and attended North 
Division High School in Chicago. Rick- 
ert entered Vassar College in 1887 at 
age 16 and received her degree in 1891. 
She returned to Chicago to care for her 
three younger sisters, and taught in Cook 
County and Chicago. In 1895, she began 
graduate studies at the University of Chi- 
cago. She returned to Vassar for three years 
(1897-1900) as an English instructor. She 
received her PhD (magna cum laude) in 
English letters and philology from the 
University of Chicago in 1899. 

From 1900 until 1909, Rickert studied, 
traveled, and wrote while living in Europe. 
She published five novels and more than 
80 short stories, edited several medieval 
texts, and prepared translations of medi- 


eval literature. When she returned to the iia - - ° 
United States in 1909, she settled in Bos- University of Chicago Photographic Archive (apf1-07147), 
Special Collections Research Center, used with permission 


ton and became an editor with publisher 
D.C. Heath as well as for the Ladies’ Home 
Journal. Beginning in 1914, she taught during the summer at the University of Chicago as an assistant in the 
English Department. It is not certain when she joined MI-8, but it probably was shortly after her mentor at 
the University of Chicago, John Matthews Manly, joined the organization in October 1917. 

In 1924, Rickert joined the faculty of the University of Chicago as associate professor of English; she was 
appointed professor of English in 1930 and remained on the faculty until her retirement in 1935. She collabo- 
rated with Manly on several projects, including compiling a definitive critical edition of The Canterbury Tales. 
The two of them spent part of each year together in England doing research. Neither of them ever married. 
Rickert died in 1938 and is buried in Oak Woods Cemetery in Chicago. 

A memoir written by a former student in 1944 said of Rickert, “Miss Rickert’s beauty and intelligence 
would have been less compelling if it had not been for incredible vitality and energy. For years, her energies 
seemed inexhaustible. I have never known anyone who was capable of such sustained and high-power exer- 
tion. Her normal working day was twice the length of that of most of her colleagues. She was the embodiment 
of a passion for constant intellectual activity.” 
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Edith’s youngest sister Margaret, a distin- 
guished art historian who also received a PhD 
and taught at the University of Chicago, worked 
as a codebreaker for the US Army Signal Corps 
at Arlington Hall Station in Virginia during 
World War IT. 
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(and later cross-ally) agreement to increase efforts to 
solve coded messages intercepted from the German 
transmitter at Nauen sent the organization scram- 
bling to hire staff who were familiar with German 
(see chapter 2).°¢ 

John Manly appears to have attracted a good 
number of the University of Chicago faculty to 
Washington, including Rickert, Thomas A. Knott 
(later chief editor of the second edition of the Web- 
ster’s New International Dictionary),*” David H. Ste- 
vens, and James Root Hulburt.** Edgar H. Sturte- 
vant held a PhD from Chicago; Charles H. Beeson 
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was a Latin professor there, and his research in 
medieval Latin literature “made him apt in similar 
work with cipher in modern languages.”*” Carl Kin- 
sley, a professor of physics at the same institution, 
was the head of MI-10E.* 

From Yale there was Frederick Bliss Luquiens, 
who taught Spanish and “thought as readily in 
Spanish as in his native English.”*' The poet Ste- 
phen Vincent Benét, then a student at Yale, worked 
in the Code and Cipher Solution subsection for no 
more than a few weeks, and perhaps as little as sev- 
en days in November, before leaving due to health 
problems. 

Elias Avery Loew later taught paleography at 
Oxford; Aloysius J. McGrail had graduated Harvard 
and had a PhD from Catholic University. Charles 
Jastrow Mendelsohn®” had a PhD in classics from 
the University of Pennsylvania and taught at City 
College of New York. Bayard Quincy Morgan 
taught German at the University of Wisconsin and 
later was a department chairman at Stanford Uni- 
versity.’ Victor Weiskopf, an agent for the Depart- 
ment of Justice, had worked for that agency in Texas 
for years; he came to MI-8 as an integree and then 
moved to New York to work for MI-8 until it closed 
in 1929. 

Another man in this group, Thomas M. Childs, 
joined the MID in November 1917.¥ This Childs, 
who appears to have spent some time in business 
and was familiar with commercial codes, could 
possibly be the man whose reputation as an expert 
was mistakenly applied to J. Rives Childs when he 
arrived in France (see chapter 8). 

One of Yardley’s first clerks, John Meeth, was 
the first to depart for the AEF’s G2A6 in France 
in late 1917; it is not clear whether he was drafted 
or volunteered. Frank J. Kennedy, who had been 
hired as a cryptographer late in 1917, was sent to 
the G2A6 as a field clerk in July when he found that 
his draft status was 1-A.*° 

Eight men qualifying for commission were 
trained by the office starting on July 1, 1918. This 
group included Lieutenants Hugo Campagnoli 


(who did not arrive at MI-8 until later in July but 
trained with this class), Robert Keener, Frederick 
Livesey, John Norris, Herbert Skinner, and Austin 
W. Works, all of whom arrived in Chaumont in 
late September 1918. The names of the other two 
men are unknown. The class also included the six 
civilian men and six civilian women hired for posi- 
tions in the Code and Cipher Section; the class was 
described as “of high grade and full of promise.”*” 

One of the staff, according to Stevens’s account, 
was an imposter—a German prisoner of war from a 
southern concentration camp who claimed a knowl- 
edge of cryptography. He apparently was brought to 
Washington, lodged in a police station, and received 
rides to and from MI-8 where he sat at a solitary desk 
in a locked room. Stevens claimed that “his ignorance 
was soon proved,” and the man was sent back to 
prison. While Stevens is a credible narrator, no other 
documentation can be found to back up this story.* 

Ongoing recruitment efforts, assisted by Frank- 
lin W. Allen in the Shorthand subsection (one of 
the five MI-8 subsections), continued at least until 
October 1918 and perhaps into November. Count- 
less letters, written by Manly for the signature of 
Brigadier General Churchill, the head of the MID, 
went to professors at Harvard, Simmons, Smith, and 
Vassar, requesting young women with knowledge of 
Spanish or German to work as cryptographers for 
$1,400 per year for the duration of the war or until 
discharged. Training time was paid and expected to 
take two months.” 

In addition to Rickert, 14 women can be identi- 
fied as having worked in MI-8, with nine of these 15 
definitively assigned as cryptographers rather than 
clerical personnel. Among them was Ruth Willson 
(no relation to Russell Willson), who is well-known 
for having worked with Yardley in New York in the 
1920s but who got her start in Washington during 
the war. 

None of the women, or the men who did not 
take a commission, appear in a photograph of the 
MI-8 code- and cipher-breaking staff, taken in the 
late summer or early autumn of 1918 (see photo). 


CHAPTER 5 


Mission 


Organization 


It was not until late spring of 1918 that the 
MID required any formal reporting from its Code 
and Cipher Section. It is possible that Van Deman 
instituted a formal reporting system to ease the 
leadership transition, for he was departing for 
France and was replaced by Brigadier General 
Churchill. By early June, a weekly report started 
appearing; MI-8 gave full reports to begin with, 
then, by mid-July, its weekly contributions were 
absent or negligible. Whether this was because 
Yardley and his staff were too busy to write them 
or because they had begun to be more careful about 
disseminating information about codes and ciphers 
is unknown. Other sections seem to have contin- 
ued reporting until at least early October.*° 

The first of these reports outlines the duties of 
the section. Some duties are strictly cryptographic 
and related to communications security: prepar- 
ing ciphers and codebooks, handling encoding and 
decoding for American military communications, 
and examining cipher and code systems proposed 
(by outsiders) for army use. The other broad catego- 
ries involve breaking codes and ciphers, including 
“secret writing” (secret inks) and analyzing messages 
from all branches of the MID (including MI-10E, 
the Radio Intelligence Section), the Signal Corps, 
military censors, postal censors, intercepted radio 
from the Office of Naval Communications, material 
from the Department of Justice and Department 
of State, and assistance with “occasional messages 
which cannot be deciphered by the Canadian office 
of military intelligence.”*! 

More specifically, there were five subsections 
in MI-8, although sometimes the training function 
was separated out from the code and cipher attack. 
Additionally, there was an Administrative subsec- 
tion with one officer, two filing clerks, and two 
messengers.” 
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Some of the staff of MI-8. Emmet Carver worked in secret ink, the others in the code and cipher section. Photo 
was taken after Herbert O. Yardley had left on his European trip and excludes the women of the office. Front row, 
left to right: David H. Stevens, John M. Manly, Thomas A. Knott, Charles H. Beeson, Charles J. Mendelsohn. Back 
row, left to right: Robert H. Marvin, Paul B. Woodfin, Frederick B. Luquiens, William M. Barlow, George W. Bick- 
nell, Emmet K. Carver, J. A. Hathaway; last two individuals unknown. Courtesy of the George C. Marshall Founda- 
tion, Lexington, Virginia. Item 604.4, William F. Friedman Papers, George C. Marshall Foundation Research Library 


Communications Subsection 


The Communications subsection was the first 
function established. This responsibility—handling 
communications for the MID, including encod- 
ing and decoding messages—should have been, by 
rights, carried out by the War Department Adju- 
tant General, but it was thought it could be handled 
more securely by the MID.* The subsection, headed 
by Captain Thomas Childs,** maintained cable and 
telegraphic communications with 40 attachés and 
intelligence officers stationed abroad and with hun- 
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dreds of intelligence officers in military camps and 
cities in the United States. The office was open 24 
hours a day, seven days a week. A special cable con- 
nection with Paris meant the end-to-end transmis- 
sion time was only 30 minutes. Nearly half of these 
communications were coded and had to be decoded. 
Seven telegraph operators (with four more autho- 
rized) and four code clerks were split across day and 
night shifts. By the end of the war, the transmission 
time from Paris to Washington, to include sending 
and decoding, was 20 minutes; communication with 


Vladivostok and Archangel (Arkhangelsk) in Russia 
was down to less than 24 hours.*® 


Code Compilation Subsection 


MI-8’s Code Compilation subsection (not to be 
confused with the AEF Code Compilation Section 
in France) was organized in 1917 while the office 
was still housed at the War College. Although, 
strictly speaking, this function belonged in the Sig- 
nal Corps,*’ the MID had an interest in making sure 
its communications were secure. The impetus for 
this concern may have been a message from an assis- 
tant secretary of state to Van Deman in July 1917 
alerting Van Deman that the British considered the 
War Department’s coding methods “unsafe and a 
menace to secrecy.”** Captain Altus E. Prince, com- 
missioned from the State Department code room by 
Yardley, was put in charge of the subsection and soon 
had 10 clerks working for him. This pleased Yardley, 
for it meant he did not have to spend more than an 
hour a day thinking about code compilation.’ See 
chapter 12 for details about the codes produced by 
this subsection. 

Everyone connected with cryptology in 1917 
knew that the existing War Department Telegraph 
Code of 1915 was not secure; it was a one-part code 
that was designed to save money, not protect infor- 
mation, although it was designed with an encipher- 
ment table. The Code Compilation subsections first 
task was to produce new substitution tables (10-AA 
and 10-BB) for the code, and they did this every 
two weeks to mitigate the security problems of the 
underlying codebook.® On January 15, 1918, these 
tables replaced other difficult-to-use tables (2-A 
and 2-B), which were issued in August 1917. These 
tables were used by all military attachés (except for 
those in Jassy, Romania), the intelligence officers in 
the Canal Zone and Philippines, and the War Col- 
lege Division.* 

A one-part code named Military Intelligence 
Code 5 was completed on July 1, 1918. Unfortunate- 
ly, it was almost immediately misused by unnamed 
army organizations, and its security was considered 
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destroyed. Despite this, it was used until 1934 when 
it was downgraded to Confidential and reissued in 
September of that year as War Department Confi- 
dential Code No. 1 SIGCOT.” 

The replacement code, Military Intelligence 
Code 9, was ready for use on December 2, 1918. This 
was a two-part code, and all copies were recalled in 
1923. It was reissued in 1933 as War Department 
Staff Code No. 2, SIGSYS/SIGPIK.® 

A French Geographical Code was requested 
in July 1918 by General Tasker H. Bliss and was 
finished on October 1, 1918. It contained 9,750 
place names. But by the time it was ready, it was 
thought it should also include Belgium and parts 
of Holland and Germany, so on October 15 the 
staff started working on a new code (French Geo- 
graphical Code 2). This code was completed on 
November 15. 

Work on the MID Casualty Code started on 
September 16, 1918, and was almost finished at the 
time of the Armistice. This was not intended to be 
a secret code but one to provide greater efficiency 
in transmitting casualty reports. It was independent 
of the casualty codes developed by the AEF Code 
Compilation Section. Because the code was not 
complete when the war ended, work on it stopped so 
that emphasis could be given to completing Military 
Intelligence Code 9. 

On December 2, the organization was asked to 
make a “pocket code” for attachés on duty away from 
their posts. This was produced under the guise of 
the “Ideal Correspondence Code” to distance it from 
the MID organization, and it was printed in a for- 
mat and on a paper different from standard govern- 
ment publications. Fifty copies were sent to attachés 
in Europe within two weeks.” 


Shorthand Subsection 


In October 1917, the Post Office’s Censorship 
Board began to send MI-8 letters they believed to 
be in cipher, which turned out to be in a variety of 
shorthand systems. It was probably Van Deman 
who located and consulted with Franklin W. Allen, 
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of the firm Hulse and Allen, for at the time Van 
Deman handled all liaison with other organizations. 
Allen provided assistance by employing and paying 
a number of experts for their services. However, this 
effort was not formally a subsection of MI-8 until 
May 1918 when Allen was asked to organize the 
subsection and was appointed chief (as a civilian 
volunteer); the subsection was quartered at his office 
in New York.°’ The subsection was closed on July 
11, 1919; no full-time expert had been dedicated to 
MI-8 since February 8, 1919, and Allen’s office had 
been handling special problems for the organization 
on an hourly basis.°* 

At first the Shorthand subsection was in Allen's 
office at 165 Broadway, but in May 1918 it was moved 
to the second floor of the building at 244 Madison 
Avenue. Six people were employed full time. Armand 
B. Coigne, “so young that the prospect of his induc- 
tion into the army created considerable concern,” was 
an examiner and classifier who acted as Allen’s admin- 
istrative assistant and functioned to some degree as an 
investigator for Major Nicholas Biddle, the chief of 
the New York City Military Intelligence unit (May 
24, 1918-February 8, 1919). 

Other staff included Maria Norman, a Ger- 
man citizen who handled Stolze-Schrey shorthand 
transcription from May 24, 1918, until January 11, 
1919. Franz B. May and Egon Eisenhauer handled 
Gabelsberger shorthand (Eisenhauer replaced May). 
Vincente N. Noriega and José R. Alvarez handled 
Spanish shorthand. Employees of the subsection 
were paid by Major Biddle; other expenses were 
paid by Allen, who was later reimbursed by Biddle. 
Allen did not take a salary.” 

The subsection handled 46 problems for MI-8 
as well as performed work for the Post Office’s 
Censorship Board, the Bureau of Investigation, and 
Major Biddle.” They handled 300 shorthand sys- 
tems in seven languages.” 

Early in June, Yardley had asked Allen to help 
him recruit personnel.” And in July, feeling pres- 
sured by the AEF’s call for officers who knew Ger- 
man for the G2A6, Yardley asked Allen to find, 
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investigate, and recommend six cryptographers and 
12 candidates for commissions. Several of the offi- 
cers recommended additional candidates, including 
women.” 

Yardley’s first request was for three experts who 
“could think in German,” were willing to work for 
$1,400 a year, and were “above draft age”; a week 
later he asked for three people familiar with Span- 
ish. Allen had the help of Professor Laurence A. 
Wilkins, the head of the Department of Modern 
Languages in the New York City public schools, 
who was also the president of the American Asso- 
ciation of Teachers of Spanish. Approximately 50 
people were interviewed, and six women chosen— 
three for German and three for Spanish. Of these 
six, the names of only four are documented: Anita 
Thomas, Dorothea B. Jachens, Ruth Willson, and 
Anne F. Carter.” The women joined a training class 
that started on July 1, 1918.” 

Allen’s inquiries resulted in 12 candidates for 
commissioning.” Luquiens, Robert H. Marvin, and 
Herbert S. Spencer came to Washington as captains. 
Eight lieutenants—Hugo G. Campagnoli, Frederick 
Livesey, Eugene Jackson, Robert Keener, Charles G. 
Montross, John S. Norris, Herbert C. Skinner, and 
Austin W. Works—were trained and sent to France 
late in 1918. The name of the twelfth candidate is 
unknown. 

On August 15, a call was made for army field 
clerks “with an intimate knowledge of the Russian 
people and language” to go with the G2 (intelligence 
section) of the AEF to Siberia; on three days’ notice, 
Allen provided two qualified candidates.” One of 
them was Henry H. Werblow; the name of the other 
candidate is not known.” 

Three important results were credited to Allen’s 
team. They compiled a bibliography of works on 
rare and foreign shorthand systems and built a 
library; 54 systems were studied and analyzed; and 
their experts were soon able to “determine the sys- 
tem used in practically every document submitted 
and transcribe the stenographic notes into the lan- 
guage used.”*° 


Allen’s recruiting work included identifying 15 
expert stenographers who could take down verbatim 
reports of German prisoner of war interrogations. 
He organized the search and recommended quali- 
fied stenographic personnel for the AEF.*! And, as 
a result of locating those 15 experts, the subsection 
conducted a census of shorthand writers using for- 
eign language systems. Each was investigated and 
documented.” Names of nearly 400 stenographers 
using German systems were compiled.* 


Secret Ink Subsection 


Early in its history, the MID was advised by the 
British that German agents would attempt to evade 
postal censorship by using secret ink.** Van Deman 
asked the National Research Council for assistance; 
the council assigned Professor Theodore W. Rich- 
ards of Harvard to study the subject. Dr. Emmet 
K. Carver joined Richards’s study in the summer of 
1917.8 When, in November 1917, the MID set up 
a secret ink laboratory in the Post Office’s Censor- 
ship Board office at 641 Washington Street in New 
York, Carver was put in charge. He later was com- 
missioned a captain in April 1918. 

Captain John A. Powell, formerly of Riverbank 
Laboratories, consulted with a British expert, Stan- 
ley W. Collins, the chief chemist of the British cen- 
sorship department, during his visit to Europe in 
early 1918.*%° Collins spent two months in the Unit- 
ed States consulting with Carver, and Carver also 
traveled to the United Kingdom and France to study 
the subject. In late spring 1918, a second lab was 
set up in the MID facility at 1330 F Street, NW, in 
Washington; Dr. Aloysius J. McGrail, newly com- 
missioned as a first lieutenant, was put in charge.*” 
In September 1918, this laboratory absorbed the 
equipment and supplies (but not the personnel) 
of a similar laboratory run by the Office of Naval 
Intelligence.* 

The New York laboratory investigated letters 
obtained through the censorship office in New York, 
the Washington lab handled suspicious material sent 
in from the censorship offices at Key West, New 
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Orleans, San Antonio, San Francisco, and Seattle, as 
well as suspect letters found by the MID and other 
agencies.*” The Washington laboratory also sup- 
plied chemists to the AEF’s Base Censor’s office in 
Paris: First Lieutenants G. C. Chandlee and D. FJ. 
Lynch. Both men trained in Washington and for a 
week in the British laboratory; they arrived in Paris 
on November 4, 1918. Two others, Second Lieuten- 
ants P.S. Danner and Edward F. Snyder, reported on 
November 13.” 

On average, more than 2,000 letters per 
week were examined from July 1, 1918, to Febru- 
ary 1, 1919."! Examinations of 50 letters resulted 
in arrests.” The most famous case was that of 
the German agent Maria de Victorica,” born in 
Posen in 1878 as Marie Else von Kretschmann. 
Her third husband was Manuel Gustave Victor- 
ica, an Argentine who deserted her just months 
after their marriage in 1913.°* Madame Victorica, 
as she was known, was in the employ of the Ger- 
man secret service and trained in secret inks when 
she arrived in New York in January 1917. She 
claimed her mission was to encourage pacifism 
and Irish unrest, but after her arrest in April 1918 
and the analysis of her correspondence by MI-8 
in July 1918, it became clear that she was working 
to import explosive material to be used on ships 
and gathering information on submarines, bases, 
and the Panama Canal.” It is important to stress 
that her correspondence was not discovered and 
read before her arrest but afterward; the material 
uncovered by the Secret Ink subsection was used 
in her prosecution. 

Postal censorship was discontinued after the 
Armistice, and in February 1919 the two MI-8 labs 
were merged into one unit in New York, which was 
closed in June 1919.” 


Code and Cipher Solution Subsection 


The Cipher Solution subsection was the part of 
the MI-8 organization that handled cryptanalysis, 
conducting attacks on both codes and ciphers; it was 
sometimes referred to as the subsection for “criticism 
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and attack,” since part of their job was to assess and 
evaluate code and cipher systems offered by outside 
parties for government use. This subsection addi- 
tionally contained the “Code Instruction bureau” 
where military attachés, assistants, and clerks were 
trained, as were officers and army field clerks who 
were destined for the AEF’s G2A6 Radio Intel- 
ligence Section in France. The Code and Cipher 
Solution subsection was the largest subsection, and 
the work it did breaking codes and ciphers support- 
ed not just the War Department but also the navy, 
State Department, Department of Justice, and the 
cable and postal censorship organizations.” Staffing 
and organizing the subsection took time. Not until 
the fall of 1917 did MI-8 begin to take over work 
that the State Department and the MID had been 
sending to Riverbank Laboratories.” 

In October 1917, Manly and Captain Charles 
J. Mendelsohn were placed in charge of the work 
on German codes and also conducted much of 
the training.” The first trainees who would go to 
France—John A. Graham, Lee West Sellers, J. Rives 
Childs, and Robert Gilmore—spent a few weeks at 
MI-8 in the fall of 1917 and then went to River- 
bank for more training. Childs remembered how 
this came about: 

Yardley came out; so he was about to give 

a lecture, and he asked for volunteers. And 

I was very anxious to get back to France. 

And I was serving as ADC (aide-de-camp) 

to General Farnsworth, Brigadier General 

Farnsworth in whom I didn't have great 

confidence. I didn’t think he would ever get 

to France. I never regretted the fact that I 

went to the Army War College, and there 

Yardley came out and asked for volunteers 

and I volunteered. And then we were sent 

to Geneva, IIlinois.1 

In the early spring, a handful of graduates of the 
large Riverbank course would visit MI-8 for addi- 
tional instruction before proceeding to France. In 
theory, MI-8 was teaching six-week courses, but in 
reality many men spent much less than six weeks 
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in training.'®' Gilmore, Graham, Childs, and Sellers 
appear to have spent two months at MI-8 before 
going to Riverbank.” MI-8 was charged with locat- 
ing and supplying officers to the G2A6 but could 
not keep up with the demand, and the G2A6 found 
that their preparation had been insufficient, particu- 
larly their lack of knowledge of German.” 

During the first year, the organization’s growth 
was slow, partly because the office was so busy that 
they did not have time to find new staff. Plans for 
research into new techniques and attacks on larg- 
er problems were regularly postponed because of 
the daily workload.'** Much more time was spent 
training officers and gathering materials than 
doing actual cryptanalytic work. By June 1918, 
14 people were on staff in this subsection: three 
officers, Victor Weiskopf from the Department of 
Justice, eight civilian cryptographers, and two ste- 
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nographer/clerks.° The group was finally mak- 
ing progress on German material, including the 
Wilhelm cipher found in messages from Nauen 
and a transposition cipher used by the German 
minister in Mexico, Heinrich Von Eckardt.’ By 
the beginning of August, there were sufficient 
staff to begin work on the accumulated material 
in the files” 

These issues are likely why there was such a 
delay in processing the cipher message found in the 
February 1918 capture of German agent Lothar 
Witzke, alias Pablo Waberski. Breaking this mes- 
sage was one of the organization’s great successes, 
but the message arrived in February and was not 
looked at until May as it apparently arrived without 
any indication of its source or importance and was 
put into a pile (see chapter 11). 

It was not until August of 1918 that the staff 
was of sufficient size to handle the workload.1% 
It may be purely coincidental that the improved 
staffing and workflow occurred when Yardley was 
leaving for Europe, but Manly’s management style 
might have helped improve efficiency. 

Sources of Cipher Material. Because of the 
nature of MI-8 as a centralized bureau for multi- 


ple government departments, the great majority of 
its coded and ciphered material came from sourc- 
es other than radio intercept. Letters in secret ink, 
other suspicious messages and packages, clandestine 
notes—this was the bread and butter of the organi- 
zation. Nearly all of the organization's cryptanalytic 
success came from solving materials related to spies 
and saboteurs. Radio intercept came from MI-10E, 
the Signal Corps, the navy (from City College, New 
York; Otter Cliffs, Maine; and incidental copy from 
ships),'° the British (via the State Department), and 
sometimes the AEF. 

No system of prioritization is apparent in the 
organization's records. Each staff member seems to 
have had an area of expertise, based on the languages 
they handled, and presumably material was distrib- 
uted as it came into the office. There was no control 
over the flow of material; MI-8 took what it was sent. 
After the Armistice, with the opening of the intercept 
station at Houlton, Maine, MI-8 did ask that specific 
radio links be copied and sent to Washington. 

Beginning in September 1918, the G2A6 pro- 
vided the MID copies of intercepted high-power 
press and diplomatic radio station transmissions 
copied by French, British, and Italian intercept ser- 
vices. This was part of the agreement made at the 
Interallied Radio Commission meetings''? (see 
chapter 2). 

Examination of Proposed Cipher Systems. 
MI-8 worked on a variety of other problems 
when not breaking collected messages. There was 
a constant supply of proposed codes, ciphers, and 
machines designed by American individuals who 
wished to contribute to the war effort. Many of 
these were evaluated by MI-8 personnel; none was 
adopted by the government." Yardley and his team 
tested the early versions of Joseph O. Mauborgne’s 
cylinder device (which would become the M-94) 
and found it wanting—Yardley was sure it was “not 
safe” and could be broken.'” The group also tested 
the British Pletts machine (see chapter 12). 

Yardley and perhaps others at MI-8 had some 
peripheral involvement in testing some aspects of 
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a printing telegraph cipher under development by 
Gilbert Vernam at AT&T.% But the bulk of this 
work was done by Mauborgne in the Signal Corps 
Research and Engineering Division and by William 
Friedman at Riverbank just before he departed for 
France!” 


After the Armistice 


The Waberski message was probably the most 
significant solution accomplished during the war. 
There were two German messages intercepted by 
the navy station at Otter Cliffs, Maine, that were 
also deemed significant in January and February 
1918 (see chapter 11), but nothing conclusive came 
from those solutions.‘ 

In April 1919, the Code and Cipher Solution 
subsection was able to decipher “a very long and 
elaborate quadruple transposition cipher” that was 
sent by radio from Dr. Arthur Von Magnus, the Ger- 
man chargé d’affaires in Mexico City, to German 
consular officials in Mexico, that directed destruc- 
tion of materials related to the German military and 
secret service. This was excellent information and 
was considered to be one of the organization’s most 
significant achievements, but it was not actionable 
intelligence.'° 

Between the summer of 1917 and May 1919, 
MI-8 solved an astonishing 579 governmental code 
and cipher systems. The vast majority of these (541) 
were Mexican diplomatic and consular systems. Only 
12 were German diplomatic and intelligence ciphers 
or codes. The remaining systems were Spanish (17), 
Costa Rican (3), Chilean (2), Brazilian (2), Cuban (1), 
and Argentinian (1)."'” The focus on systems from 
Latin and South America is not surprising; while 
MI-8 received information from the AEF, most of its 
material came from the Western Hemisphere. 

The MID was reduced in size after the war. 
While Brigadier General Churchill would later 
publicly write that a code and cipher section was 
“not practicable” to continue in peacetime,'® he 
was secretly making arrangements for a version of 


MI-8, funded primarily by the State Department, 
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to operate in New York under the direction of Yard- 
ley.'!” This story is well-known. It was the success of 
Yardley’s organization in handling a large volume of 
messages in code, cipher, secret ink, and shorthand 
systems during World War I that made the Black 
Chamber possible. 


MI-10E 


Creation 


The Army Signal Corps was conducting radio 
intercept from forts along the US-Mexico border as 
early as 1915. This was not a coordinated or focused 
signals collection effort; the work was done by com- 
municators who were also checking for other radio 
communications when they did not have their own 
traffic to send. The Signal Corps introduced mobile 
radio collection tractors in 1914, but it is not known 
when these tractors began conducting intercept. 
Although these stations were doing radio intel- 
ligence work, they were not part of a formal radio 
intelligence service. 

Encoded and enciphered material collected by 
the Signal Corps along the border before the spring 
of 1917 was generally sent to the Southern Depart- 
ment’s Intelligence Office at Fort Sam Houston in 
San Antonio, Texas. There it would either be sent 
to interested parties in the Signal Corps in Wash- 
ington or routed directly to one of the few people 
in the army known to be able to break codes and 
ciphers, such as Parker Hitt, Genevieve Hitt, Joseph 
Mauborgne, or Frank Moorman. Beginning in the 
spring of 1917, some of this material would go to 
Ralph Van Deman, who sent it on to experts, includ- 
ing the cipher experts at George Fabyan’s Riverbank 
Laboratories. 

In early 1917, the Signal Corps had recognized 
the possibility that cross-border communication by 
radio would evade other forms of communication 
censorship, and Colonel Nugent H. Slaughter insti- 
gated a communications study in the fall of 1917 
(see chapter 2). The results of this study influenced 
the development of the Radio Intelligence Section 
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in the MID and a transfer of all radio intelligence 
work from the Signal Corps to the MID.’ Dr. Carl 
Kinsley, who had supervised the Signal Corps’s 1917 
work, was transferred to the MID on February 16, 
1918. He was put in charge of the MID’s new Radio 
Intelligence Section on March 10, 1918.'! The sec- 
tion was first put under MI-1 Administration, but 
by the end of July was resubordinated to Captain 
(later Major) Rupert Hughes’s MI-10 (Censorship 
Section) and designated MI-10E despite the fact 
that it did not conduct censorship of radio. 

Early on a decision was made, probably jointly 
by Kinsley and Van Deman, that MI-10E would 
consist of 14 mobile radio tractor units, independent 
of the fixed Signal Corps radio stations; by mov- 
ing from time to time, these units would be able to 
cover a much larger territory than could be handled 
by fixed stations. The section was to have the most 
up-to-date radio equipment.’ The MID’s prefer- 
ence was that the stations be referred to as “Radio 
Tractor Units (RTUs)” rather than “Listening-in 


Stations.”!3 


Staffing 


When the organization was established, it was 
thought necessary “to have a very special radio 
equipment and personnel much more highly trained 
than that required for any other army service.”!* 

Stations were outfitted with equipment for per- 
forming direction finding, reducing static and inter- 
ference from nearby stations, automatic recording of 
messages, and transmitting and receiving simultane- 
ously. The intent was to make these stations “more 
fully equipped than any other radio organization in 
the Army.”!° 

The Signal Corps was unable to provide person- 
nel for the MID’s radio intelligence work, so Kinsley 
worked to “obtain highly trained radio operators ... 
by means of enlistment or induction into the mili- 
tary service.”!”° In February 1918, a campaign was 
drawn up to send letters to all colleges and universi- 
ties that had an enrollment greater than 1,000 stu- 
dents, place stories in the popular radio publication 


The Wireless Age, and conduct outreach with radio 
companies such as Marconi that ran schools.'”” 
On March 11, after receiving special authori- 


zation from the secretary of war,'”* 


the army start- 
ed sending letters to civilian radio schools (which 
were coeducational), asking to be placed in contact 
with “radio operators of thorough practical experi- 
ence.” The letters noted that personnel would be on 
detached service “of a highly confidential nature” 
and hinted at “strictly secret” methods and equip- 
ment to entice the technologically proficient for 
this “most unusual opportunity to start on impor- 
tant work of great interest.” At least three female 
operators were recommended by the War Service 
Exchange (an army body that determined the quali- 
fications of civilians to serve in various capacities), 
but the MID was only interested in hiring men 
(see chapter 17 for more on the role of women in 
cryptology). The need for technological expertise 
was considered so great that the recruits did not 
have to attend a military training camp upon enlist- 
ment or commissioning.'*° 

Kinsley was looking for men with specific 
skills and asked for men with two years’ experience 
in operation of a radio station and the ability to 
copy 30 words per minute under average condi- 
tions. “No more attractive opportunity could be 
found,” he wrote.’*' He dangled rapid promotion 
and a monthly salary of $81 for “Master Signal 
Electricians.”’ The qualifications were set at a 
high level so that only the very best amateur radio 
operators could qualify.* Because the operators 
were coming from civilian life and were often well- 
educated in addition to having radio expertise, it 
was thought that there would be no trouble find- 
ing those with “the quality of leadership and the 
character which would make them most admirable 
othicers.* 

Lieutenant Frank E. Lankford was assigned to 
MID radio intelligence on April 15, 1918, and put in 
charge of operations at Fort Sam Houston. He would 
eventually be transferred to RTU 47 (Tucson, Ari- 
zona) and then in August 1918 to the Department 
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Table 1. Authorized and actual personnel for the 
MI-10E Radio Intelligence Section, March— 
November, 19181*° 


On duty 
November 11, 
Personnel Authorized 1918 


Majors 1 1 
Captains 5 1 
First 

lieutenants 16 6 
Second 

lieutenants 4 8 


Master signal 


electricians 7 1 
Sergeants 

first class 6 1 
Sergeants 8 7 
Corporals Ws 14 
Chauffeurs 

first class 15 0 
Chauffeurs 1 

Privates 

first class 38 35) 
Privates 1D 26 
Total 140 100 


of Military Aeronautics. In early May, two of the first 
officers who had completed training in Washington 
were sent to work with Lankford: Lieutenants James 
E. Ives and Fred H. Parish. By early June, there were 
15 officers and 44 operators on duty in MI-10E. Six 
operators were being trained in the Signal Corps lab- 
oratory at the Bureau of Standards, two men were in 
the hospital, and 18 men were in the process of being 
brought into the military. By the time of the Armi- 
stice, on November 11, 1918, only 100 men, of the 
140 authorized, were in place. (See table 1.) 
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Mission and Organization 


The Radio Intelligence Section was charged 
with copying messages sent by Mexican stations, 
whether in Spanish or in code. There was an expec- 
tation that these messages were going to European 
stations, submarines, or other Mexican stations. The 
section was also to locate any unknown and unau- 
thorized radio stations in the United States that 
were transmitting to Mexico, and they were to pro- 
vide any and all information on radios to any army 
“mobile operating force.”!°” 

Code and cipher material collected by MI- 
10E was handled in Washington at MI-8, but the 
border collection was also looked at by Southern 
Department Headquarters in San Antonio, and 
some of the material was analyzed there. Plaintext 
information collected by MI-10E was shared with 
MI-2 and MI-4, and through liaison officers to the 
navy; the Departments of State, Justice, and the 
Treasury; and the War Trade Board. Signal Corps 
radio stations on the border also continued to inter- 
cept communications from Mexico and forwarded 
their findings to the Southern Department intel- 
ligence officer at Fort Sam Houston. Nogales, Ari- 
zona, appears to have had equipment dedicated to 
intercept before February 1918, and other stations 
may have had the same.'** It is not known if Sig- 
nal Corps radio stations at border locations were 
specifically directed to establish intercept efforts 
at some time between 1916 and 1918, or whether 
these were local initiatives. While their operation 
was not governed by the MID, the information 
they collected was fed into the cryptologic system 
via the Southern Department intelligence officer. 
On June 12, 1918, Sergeant James A. Combs, in 
charge of a wireless listening station reporting to 
the Intelligence Office at Nogales, furnished a 
study of Mexican stations, their callsigns, normal 
communication patterns, and message structure—a 
short traffic analytic study.'” 

A key component of MI-10’s mission was work 
being done at the Wireless Research Bureau of the 
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army and navy station on the grounds of the Bureau 
of Standards (now the National Institute of Stan- 
dards and Technology [NIST]), a sprawling cam- 
pus just west of Connecticut Avenue in northwest 
DC.” A new Radio Building was constructed as 
an annex to the Electrical Building to accommodate 
the MID’s training program.™! Many of the offi- 
cers selected to lead the RTUs were trained at the 
Bureau of Standards laboratory with the expectation 
that they would pass on their training to their men. 
One unexpected factor was that many of the men 
commissioned for the service came from civilian 
life and had no knowledge of what military train- 
ing entailed. They were not sent to officer training 
camps; an officer provided the training they needed 
on site, and they were soon well drilled and prepared 


for duty.'” 
Equipment 


Fourteen radio tractors were taken out of the 
Southern Department’s inventory. RTUs contained 
a transmitter powerful enough to keep in touch with 
neighboring RTUs and with fixed Signal Corps sta- 
tions. In theory, each RTU carried a generator to 
run the transmitter and to power the batteries used 
with the receiver equipment, but several of the units 
often resorted to charging batteries elsewhere.'* 

RTUs also had receivers, originally to monitor 
the 1,000-meter to 2,500-meter wavelengths, which 
were judged the most likely to be used by Mexican 
stations, and were given “emergency equipment” to 
collect from 350 meters to 17,500 meters. A radio 
direction-finding loop, wave meters, supplies to 
construct a ground antenna, and an 80-foot umbrel- 
la antenna with 12 guy wires were standard equip- 
ment. The test laboratory at the Bureau of Standards 
had an automatic tape recorder, but this item does 
not appear to have been deployed to the field. The 
RTU at Las Cruces, New Mexico, is known to have 
used a dictograph cylinder to record intercept, and 
Sutherland Springs, Texas, requested a Dictaphone 
because they had many inexperienced operators. '* 

The equipment for the RTUs was estimated to 
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Table 2. Radio tractor units and other MI-10E collection sites. Some RTUs began in temporary loca- 


tions in the summer of 1918, but I show here their permanent assignment. 


MI-10E stations Location 


Mexico City US Embassy Mexico City 

RV 31 Fort McIntosh, Laredo, TX 

RTU 32 McAllen, TX 

REINO! 333} McAllen, TX 

RTU 34 McAllen, TX 

RW 37 Del Rio, TX 

RTU 38 San Antonio, TX 

RUSS Sutherland Springs, TX 
Fort Sam Houston, 

RTU 42 San Antonio, TX 
Pecos, TX 
May have briefly operated at 
Fort Bliss, El Paso, TX before 

RTU 43 moving to Pecos 

RTU 44 Yuma, AZ 

RTU 45 Las Cruces, NM 

RTU 46 Las Cruces, NM 

RTU 47 Tucson, AZ 

Substation N-47_ Nogales, AZ 

RTU 48 

(formed from ‘Tucson, AZ 

RTU 47) Lordsburg, NM 

RTU 49 Houlton, ME 


be worth about $300,000 in 1919.1 This would be 
approximately $4,630,994 in 2021 dollars.'° 


Operations and Sites 
Table 2 lists RTUs and MI-10E sites. Kins- 


ley, with Albert Sobey and John Matter, staffed the 
MI-10E office at MID headquarters. Lee Sutherlin 


Start date 
September 1917 
June 1918 

July 1918 
August 1918 
December 1918 
September 1918 


July 1918 
September 1918 


June 1918 


July 1918 


September 1918 
September 1918 
July 1918 

July 1918 

possibly late spring 
1918 

November 1918 


August 1918 
August 1918 


November 1918 


End date 

Early 1919 

August 1919 
September 1918 
probably summer 1920 
August 1919 

probably summer 1920 


August 1918 
August 1919 


August 1919 


August 1919 


Early 1920 
1921 

August 1919 
August 1919 


probably summer 1920 
probably summer 1920 


August 1918 
August 1919 


probably summer 1920 


(see sidebar) and Private Vance M. Thompson ran 
the operation at the Bureau of Standards office. 
Operations started slowly because it was taking time 
to staff the RTUs and to get the equipment needed. 
Many stations were not fully operable until Septem- 
ber 1918. In early June, just seven RTUs were oper- 
ating (some in temporary locations not detailed in 
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eo Lee Sutherlin 


Lee Sutherlin was born on July 11, 1889, in Mor- 
ton, Indiana. He graduated from Indiana University 
in 1912 and completed a master’s degree in physics 
from the University of Chicago by attending during 
the summers of 1915-1917. From September 1912 
until November 1916, he taught at Muncie High 
School, where his principal called him the “strongest 
teacher of physics in the state.” From November 1916 
until December 1917, he taught math at Culver Mil- 
itary Academy, where the acting superintendent said 
he was a “man of good initiative, not afraid to work.” 

On December 12, 1917, 28-year-old Sutherlin 
enlisted in the army as a private and was detailed for 
radio intelligence work, first attached to the 814th 


Aero Squadron in Washington, DC. 

When the Military Intelligence Division 
(MID) was looking for radio operators to staff the 
Radio Tractor Units (RTUs), Colonel Ralph Van 


Sutherlin, 1918 National Bureau of Standards person- 
nel negative set 39, https://cdm16009.contentdm. 
oclc.org/digital/collection/p16009col122/id/38/rec/1 


Deman asked that Sutherlin be commissioned since 
he was an expert who had been testing radio equipment for months. His commission became effective April 
20, 1918, and he was detailed to the MID for temporary duty. He spent several months at the Bureau of 
Standards testing apparatus to be used by the RTUs and then was supposed to be sent to Fort Sam Houston. 

Instead, Sutherlin spent six months at the Bureau of Standards conducting tests and helping to train 
RTU operators. In October 1918, he was detailed to locate a place in Maine for MI-10E to establish a col- 
lection site; this turned out to be Houlton, Maine. Sutherlin executed a lease and supervised the establish- 
ment of the station, staying at the site until early December before returning to Washington. Sutherlin was 
discharged from the army on September 9, 1919, worked at Western Electric for a year, and then became an 
engineer at Westinghouse in October 1920. He worked on vacuum tubes and received a patent for a directly 
heated cathode a-c tube. 

Sutherlin was recalled to duty as a major in January 1941 and was assigned to the Fort Monmouth, New 
Jersey, Signal Laboratory. He was discharged on March 29, 1946, and resumed his career at Westinghouse. 
Sutherlin died on June 10, 1987, and is buried in Hebron Cemetery in Russellville, Indiana. 


Sources 

Ancestry.com. Vital records. Accessed August 13, 2018. 

Condon, Bill. “Westinghouse Tube Development Leading to the WD-11.” Tude Collector 6, no. 2 (April 
2004): 2-10, accessed August 13, 2018, http://www.bill01a.com/articles/west%20wd-11.htm. 

Material pertaining to Sutherlin, n.d. National Archives and Records Administration, College Park, Record 
Group 165, Records of the War Department General and Special Staff, Entry 65, Box 69. 
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table 2), but they did not have all their equipment. 
Three intercepted code messages were sent to MI-8 
for decoding, and 10 intercepted messages in Span- 
ish were collected the first week of the month.!” 

For the week of June 22-29, 1918, only seven 
code messages and 28 messages in Spanish were 
intercepted. The following week, 100 messages were 
submitted from the station at Mexico City alone, but 
the activity of the other stations had “been restricted 
by unfavorable conditions.” Mid-July was no better, 
with only 25 messages in Spanish, six code messages, 
and one message in English received between July 
13 and 20; however, two previously unknown radio 
stations (presumably Mexican) had been discovered. 
For the week beginning July 27, there were 97 inter- 
cepted messages in Spanish, 48 messages in code, 
and five messages in English sent from RTUs to the 
MID. For the week ending August 10, the numbers 
were 38 messages in English, 196 messages in Span- 
ish, and 135 messages in code. The new MID Radio 
Intelligence Section was on its way.'*° 

While the initial plan had been to locate six 
of the stations directly on army posts (one each at 
Fort Brown, Fort McIntosh, Fort Bliss, and Fort 
Huachuca, and two at Fort Sam Houston),'? it 
was determined that interference from the Signal 
Corps stations at those posts was detrimental to 
the work of the stations,'? and all were moved off 
post (apart from Fort Sam Houston). The RTUs 
varied in their level of organization and the life- 
style they offered the unit. Most were close enough 
to a town that provided entertainment and meals, 
but some had more amenities. Each station chief 
determined the station’s routine—from when rev- 
eille would be called and when meals were taken, 
to the watch schedule for operators and any equip- 
ment training or military education that would be 
offered.'** There was no fixed schedule imposed on 
the stations, so they were free to operate in a way 
that suited their commanding officer. The officers 
in charge of each station had special authority from 
the quartermaster general to purchase oil, gasoline, 
and machine repairs since it was expected that they 
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may be as far as 100 miles from a quartermaster 
depot.’** The plan was for each station to have 
one officer and six enlisted men, one White trac- 
tor equipped with radio instruments, and one Ford 
tractor as a tender.!» 

None of these sites, except for San Antonio and 
perhaps Mexico City, were easy places to work. The 
weather was harsh—there were high winds, hurri- 
canes, thunderstorms, and snow storms. Life could 
be austere and boring; if the site was close to town, 
there might be merriment and romance. 

Good accounts of life and operations for many, 
but not all, stations exist. The locations of some sites 
are well described, but for others there is nothing 
more specific than a town. The accounts of sites 
from San Antonio south and then west, as well as the 
special stations at Mexico City and Houlton, Maine, 
provide some flavor for the challenges and experi- 
ences at some of the stations. While I found copious 
memoranda and intercept records of the stations in 
San Antonio and Yuma, Arizona, I could not locate 
summary accounts of life at those stations. 


San Antonio, Texas (Supply Center 
RTU 38, RTU 42) 


Fort Sam Houston in San Antonio, home of the 
headquarters of the Southern Division, was the main 
supply center for the RTUs as well as an administra- 


tive hub for the operation. Second Lieutenant Fred 
Parish commanded both efforts. These RTUs were 


156 ( 


frequently used for equipment testing’ (see photo 


of direction-finding testing). 


Sutherland Springs, Texas (RTU 39) 


RTU 39 was under the command of First Lieu- 
tenant Colby D. Campbell and had set up camp 
in Nature’s Park, owned by Mr. T. J. Williams, on 
Cibolo Creek. At 0800 on June 7, 1918, the equip- 
ment was turned on, and intercept operations began. 
After the first month, the men started eating at the 
Busby House in town until January 1, 1919, when 
they formed their own mess. They lived in tents at 
the site. Typically reveille was at 0615. 
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Direction-finding testing, Medina Dam Road, outside San Antonio, Texas, 1918. NARA CP, RG 165, Entry 65, Box 96 


This unit found that only some of their opera- 
tors could successfully copy Mexican stations, so 
they adjusted their watch schedule to solve this 
problem. The men were divided into two squads of 
three operators each, with two experienced opera- 
tors on each team with a man who needed to get 
up to speed. The two expert men worked when it 
was expected there would be the most intercept, the 
third man worked when traffic was light. The squads 
alternated days. In October 1918, they experimented 
with a new schedule, where one man worked 0800 
to 1200 every day and three men rotated through 
three night shifts (2000 to 2400, 2400-0400, and 
0400-0600).?°” 

A homemade loop antenna with a fixed com- 
pass (a compass where the dial was fixed and only 
the needle moved), situated in a building about a 
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half mile from camp, was found to be more accurate 
than the portable loop antenna supplied by the Sig- 
nal Corps. From its start in June 1918 through the 
end of July 1919, the station intercepted more than 
20,000 messages. 

Several problems plagued the unit. They discov- 
ered that the tractor could not generate sufficient 
current to charge their batteries, and there were no 
garages or other charging stations available. They 
found that there was a small Delco lighting system 
at the Hotel Sutherland, which was owned by their 
landlord, and they used this to charge their batteries 
until a garage opened in town. Transportation also 
was a problem as the Ford truck they brought with 
them could not be properly maintained.’ 

The men were bored in Sutherland Springs. The 


only diversion in town was a swimming pool, also 
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The “loop men” of McAllen, Texas, Radio Tractor Unit 34. The only identified individuals in the photograph are 
Lieutenant Alfred John Main (first on left), Ernest H. Rose (fourth from left), and Joseph Lazaerus Turre (fifth 
from left). Collection of the Center for Cryptologic History, gift from Charles A. Werker 


owned by Mr. Williams, and he let them use it free of 
charge. The unit attempted to sponsor dances every 
few weeks; the lack of local musicians required bands 
to be brought in from San Antonio, 34 miles away.’ 


McAllen, Texas (RTUs 32, 33, 34) 


These units were located on a deserted farm 
about a mile from the town of approximately 1,200 
people. The men of these units appear to have 
worked hard and had a pleasant experience with 
only minimal hardship. While the men lived in 
tents, they took their meals at a boarding house.’ 


They attended dances (with RTU operator Joseph 
Richey playing the violin) and socialized with the 
locals’ (see loop men photograph). 

Six four-hour shifts were standard, shared by 
eight operators. The unit did have a typewriter, but 
only some of the men could type; the others hand- 
copied the intercept. The equipment ran 24 hours 
a day and was only shut down if something went 
wrong.'® 

An account from operator Richard Egolf docu- 
ments what might have been one of the first (but not 
the last) pranks played on a signal collector by his 
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peers. Egolf often worked the late shift, from 2300 
to 0700, and one night sat down in his comfortable 
chair, ready to copy intercept. He put his feet down 
and later remembered that: 
I felt something down there. And we, by 
the way, we always kept a revolver up on 
the table. And I put my foot on it and I felt 
this soft thing. I said, “Geez, that feels like 
a snake.” So we had a flashlight and sure I 
took the flashlight and I pulled the gun off 
the table and sure, it was a great big rattle- 
snake. Well one of these smart Alek’s [sic] 
that had been on before me or somebody 
they'd cooked up this idea “Let’s give Egolf 
a session for himself,” so I started to blaze 
away at the snake with a 38 and then they 
all come running out hearing the shots, and 
they were having a whooping good time.’ 
The great Florida Keys hurricane of 1919 made 
landfall just north of McAllen on September 15 and 
completely wrecked the sleeping quarters, loop tent, 
and umbrella antenna, and partially destroyed the 
intercept station and supply tent. The MID did not 
have the money for repairs and asked the South- 
ern Department quartermaster to allocate $100 to 
make repairs.’ Lieutenant Main was still in charge 
of this station for the MID in February 1920. A 
new station, quarters, garage, and office were built 
entirely by the crew of the station on leased land, 
and they worked closely with the Border Patrol of 
the US Army Air Service.’ 


Laredo, Texas (RTU 31) 


The commander of this unit, Second Lieuten- 
ant Arthur R. Boeder, although assigned to bach- 
elor’s quarters at Fort McIntosh, decided in June 
1918 to take quarters for himself out of his own 
pocket, so he could install intercept equipment in 
a place where he could maintain secrecy. He had 
found that in his rented rooms he could copy sta- 
tions not heard by the tractor, and often reported to 
the MID on these communications; so, in Septem- 
ber, he asked the MID to pay the cost of his rental. 
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His chain of command approved this arrangement 
and suggested that the quartermaster pay the rent. 
The request was denied in October 1918; as Boed- 
er prepared to move back on base and to give up 
his extracurricular intercept work, he was assigned 
to go to Houlton.’ 


Del Rio, Texas (RTU 37) 


This station was still operated by the MID 
as a Radio Intelligence station in February 1920, 
although manning was understrength. It was located 
on government-owned land but away from the post 
of Camp Michie (formerly Camp Del Rio). It had 
excellent cooperation with the Border Patrol of the 


US Army Air Service.'® 
Pecos, Texas (RTU 43) 


A site for the station was found about one mile 
from town; it had an artesian well, was near a good 
gravel road, and electricity was installed (see RTU 
43 photo). Six shifts of four hours were the norm; 
when not on watch, men practiced visual signal- 
ing and did calisthenics. The direction-finding loop 
was in a large shed, fixed on an axis to revolve 360 
degrees, and a compass was laid out on the floor in 
white paint. The direction-finding antenna could be 
turned from inside the intercept shed using ropes 
fastened to a wheel near a window in the intercept 
station, which also provided a direct view of the loop 
mechanism. The station also had leads from the 
direction-finding antenna run in waterproof casing 
so that an intercept operator could quickly detach 
the collection antenna from his receiver, hook up the 
direction-finding equipment, and take his direction- 
finding measurement, all without stepping outside 
or needing a second man operating the direction- 
finding antenna.‘ 

Life at this station was pleasant, with frequent 
duck-hunting trips and visits to the mountains 50 
miles away. Every summer afternoon the entire unit 
would go to a swimming hole, except for the unlucky 
man on watch.'” 
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Radio Tractor Unit 43, Pecos, Texas, October 1918. A is the commanding officer’s tent; B, enlisted personnel tent; 
C, supply and storage tent; D, gasoline, lubricating, and kerosene tent; E, electric power; F, Ford truck; G, trac- 
tor; H, 93-foot sectional antenna mast; /, operating house for cold weather; and X, the artesian well behind the 
tent. NARA CP, RG 165, Entry 65, Box 96 


Las Cruces, New Mexico (RTUs 45, 46) 


The staff of RTU 46 (see photo) assembled at 
E] Paso in late June 1918. They were led by 35-year- 
old Lieutenant Robert Bowen, who had emigrated 
from Bootle, England, at age 18 (see sidebar). Bow- 
en, who had a great deal of commercial radio experi- 
ence before running a storage battery and automo- 
bile business in New Rochelle, New York, applied 
for a commission in the Signal Corps in April 1918. 
He was commissioned in early May and trained at 
the Bureau of Standards to “fit him for special duty 
in charge of one of the radio stations along the Mex- 
ican border.”?7? 

Bowen and his men departed Fort Bliss on 
July 2 at 2000 in two trucks (one Ford, one White), 
traveling at night to avoid the heat and to conceal 
the nature of the mission. They had hardly left El 
Paso when a hot bearing on the right rear wheel set 


fire to the oil in the rear housing. After two hours, 
repairs made, they set out again, but 10 miles down 
the road they had a problem with the same wheel. A 
closer investigation revealed there was no bearing in 
the wheel. The truck was unloaded and sent back to 
Fort Bliss for a replacement, which arrived at 0100 
on July 3.17 

The men traveled until 0330 and, realizing that 
the road was bad ahead, pulled over, posted a guard, 
set up cots, and slept until the sun came up. There 
had been rain in the area at the end of June, and the 
road was muddy; the Ford would not pull its load. 
The crew improvised, taking the ropes that would 
be used for erecting their mast antenna and tying 
the Ford to the White truck.'” But this was not the 
end of their woes. 

The road narrowed and fell away steeply to the 
remains of an old irrigation ditch, and the White 
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Men and collection tent, Radio Tractor Unit 46, Las Cruces, NM. The names of the men are not known. New Mexi- 
co State University Library, Archives and Special Collections, Hobson-Huntsinger University Archives: 07090003 


truck sank into mud over its rear axle. It took four 
hours of labor on the hot July day, digging trenches, 
jacking up the truck, and using railroad ties to sup- 
port the load, but the spirit of the men was excel- 
lent, according to Bowen. At 1400 this muddy group 
pulled into Las Cruces, had something to eat, and 
looked for a camping spot.” 

The mayors offer of the fairgrounds was 
declined as they did not want to be close to town. 
Bowen visited the president of the small New Mex- 
ico College of Agriculture and Mechanical Arts 
(now New Mexico State University), Austin D. 
Crile, at the campus, about three miles out of town. 
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There was a large tract of government-owned land 
behind the college, and Crile had had a pipeline laid 
for a water supply. By 1800 the men had their trucks 
parked, a tent set up, and “all turned in and slept like 
dead men” (see photo of men and collection tent, 
RTU 46).‘% 

On the morning of the Fourth of July, they 
quickly set up the tractor, anxious to start radio 
collection. Nothing worked. After some time, they 
managed to get the National Electric Supply Com- 
pany (NESCO) radio set operational and collected 
their first message at 2300.'° Bowen later recom- 
mended that all equipment, including transporta- 


CHAPTER 5 


eo Robert Bowen 


government radio stations there. 


Sources 


tion, be tested before deploying RTUs and felt that 
he lost six days arranging equipment and repairing 
trucks.” 

The men of the unit enhanced their camp by 
boarding up and screening tents, erecting a shower, 
and making other improvements while they worked 
on the equipment. They first heard the radio signal 
from the Mexican station at Chapultepec on July 23. 
Their original loop antenna was too small to get a 
precise direction on the signal, but once they con- 
structed an eight-foot loop they had success. The 


electrician in the United States Revenue Cutter Service. 


Ancestry.com. Vital records. Accessed July 27, 2018. 
Material pertaining to Bowen. National Archives and Records Administration College Park, Record Group 
165, Records of the War Department General and Special Staff, Entry 65, Boxes 69 and 70. 


Robert Bowen was born on January 25, 1883, in Bootle, England (near Liverpool). He came to the 
United States in 1901 and became an American citizen in 1910. Bowen was skilled in both American and 
Continental Morse code. His prior military experience included two years as a private in the British Army 
during the Boer War, where he served as a motorcycle dispatch carrier. He also served one year as a chief 


Bowen had a wide range of experience as a radio engineer and radio operator, serving with the United 
Wireless Company for three years and with the Marconi Company for seven years. From 1914 to 1916, 
he served as chief of telegraphic and radio communications for the Dominican government and built two 


In April 1918, he was the proprietor of a storage battery and automobile business in New Rochelle, 
New York, when he applied for a commission as a first lieutenant in the Signal Corps, with the expectation 
of being detailed to the Radio Intelligence Section. He was commissioned on May 9, 1918, and reported 
to Washington, DC. On June 17, he completed a course of instruction at the Bureau of Standards designed 
to “fit him for special duty in charge of one of the radio stations along the Mexican border.” After training 
he was put in command of RTU 46 and supervised the move of the unit from Fort Bliss, in El Paso, to Las 
Cruces. Bowen spoke and wrote Spanish. He married Catherine Pino in El Paso on January 22, 1919. 

After the war, Bowen went back to work at his battery business in New York. He later worked as a radio 
salesman in Riverside, California, and then as a refrigerator serviceman. He died on November 26, 1955, 
and is buried at Fort Rosecrans National Cemetery in San Diego. 


loop was set up 1,000 feet from the tractor, and they 
ran a buzzer line between the two so the intercept 
operator could alert the direction-finding operator 
when he needed a bearing.” 

Each of the tractor units had a slightly differ- 
ent situation, but they almost certainly followed a 
pattern similar to what Bowen described. Intercept 
was done 24 hours a day, with the best operators 
assigned to the shifts where the most activity was 
expected. Routine duty assignments shifted each 
day and included two men doing clerical work, two 
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making repairs to the truck, one repairing and car- 
ing for the radio equipment, two cleaning the tents 
and the camp, and another cleaning and serving as 
property clerk. One hour of drills took place each 
day and might involve signaling practice (wigwag, 
semaphore, blinker, search light), squad forma- 
tions, target practice, exercise, or reading of mili- 
tary books and manuals. Drills were often cancelled 
when extra men were needed overnight to oversee 
the direction-finding loop. There was also oppor- 
tunity for the men to learn how to use the direction 
finder, plot curves, and correct the maps.'” 

Crile allowed Bowen's men to use the college’s 
laboratories, machine shop, and a room that had 
been set up with equipment to train Signal Corps 
units. They used the auto repair shop frequently 
and “saved several hundred dollars for the govern- 
ment by being able to do our own repairing and trial 
vulcanizing, and the Ford trucks were continually 
breaking down.” The men were always invited to 
local dances and entertainments and had “excellent 
meals” at a local hotel for a dollar per day for each 
man. 

While the camp was isolated, they had a camp 
library with books, a phonograph, and records, as well 
as “a quantity of traps for trapping wild animals.”'*° 

Another unit of seven men arrived in August 
and set up about halfa mile from RTU 46; this group 
would eventually become RTU 44. Bowen com- 
manded both groups, and they quartered, drilled, 
and studied together. On September 15, Lieuten- 
ant George C. McClintock arrived for training and, 
on September 25, McClintock and Bowen's “best 
men’ took the train for Yuma, Arizona. The officers 
agreed to a bet that RTU 46 could beat RTU 44 in 
monthly reception of messages. Bowen offered his 
men a free trip to El Paso every time they won, and 
“although the race was close at times, we beat them 
every time. The competition was very keen.”"*" 

Las Cruces endeavored to copy all Mexican sta- 
tions, although the nearest station of importance 
was about 900 miles away, and there was consid- 
erable static. They also suffered from interference 
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from US Army Signal Corps radio stations at army 
forts along the US-Mexican border. RTU 46 thus 
became an inadvertent communications security 
monitor, listening to orders and personal conversa- 
tions, much of which Bowen felt should have been 
sent via land line. Lieutenant Bowen reported these 
problems to the district signal officer with no result 
and felt that his unit had been unable to properly 
collect several hundred Mexican messages “due to 


the poor management of Army radio stations.”'* 


Lordsburg, New Mexico (RTU 48) 


Lieutenant Frank Lankford had a difficult 
time finding a spot for this RTU. He searched for 
a location between Douglas, Arizona, and Rodeo, 
New Mexico, along the line of the El Paso and 
South West Railroad, but there was no suitable 
place for the men to board within their allowance. 
So, the unit ended up in Lordsburg as preferable 
to Hachita, which Lankford believed the MID 
thought was an unsuitable location. When Cap- 
tain Albert Sobey, the deputy of MI-10E, visited 
in August 1918, he reported back that Lordsburg 
“has earned the bad reputation it has borne the past 
few years and conditions though better than they 
were are none too good now.” The nine saloons in 
town attracted a rough clientele, but the towns- 
people took an interest in the unit and tried to get 
them safely located. Sobey concluded that when 
New Mexico went dry on October 1, things would 
probably improve.'*° 

Their camp was a flat space just southeast of 
town, and plans were made to pipe in water. There 
was food at a nearby boarding house for $1.25 per 
day per person, and the prospect of some competi- 
tion in the near future.'™* 

The unit was off to a slow start, hearing mostly 
American stations and a few Mexican ones. The 
umbrella antenna was missing a part, which could 
not be obtained from Fort Huachuca. Fortunately, 
a jerry-rigged repair was made, and the antenna was 
connected during Sobey’s visit."® 
Not surprisingly, Sobey found the men of this 


unit had less enthusiasm for the work than did other 
RTUs, which he attributed to the fact they were not 
fully operational.'* 


Tucson (RTU 47) and Nogales, Arizona 
(substation N-47) 


This unit, under the command of First Lieu- 
tenant Lankford and Second Lieutenant George H. 
McClintock, was first set up as a camp on the Tuc- 
son Fair Grounds, five miles outside the city. In late 
August 1918, the original group of men was sent 
to Lordsburg to staff RTU 48, and a new team of 
six men, led by Lieutenant Gaston A. Costas, took 
over. In September, Captain James Ives took over and 
moved the station inside the Tucson Golf and Coun- 
try Club, two miles east of the city, so that the station 
could be closer to town. The chef at the country club 
provided meals to the unit.'*” 

Ives set up six watches of four hours each, begin- 
ning at 0800. He felt strongly that the men “shall 
get all the sleep that is possible in order that they 
may be fresh and vigorous on the night watches.” 
There was a tendency in this type of work, accord- 
ing to Ives, for “even the best men to go to sleep 
while keeping a watch,” because there was often 
nothing to do apart from keeping their headsets on 
their head. Consequently, reveille was set for 0700 
and breakfast a half hour later. Other duties were 
assigned for those not on watch, including clean- 
ing lanterns and stoves, sweeping out the tents, 
serving as secretary to the commander, and various 
other tasks, so that each man put in about eight 
hours a day. The watches were changed every week. 
Ives recognized that no two soldiers could do the 
same thing equally well, so he endeavored to assign 
men to the duties they were “especially capable of 
filling.”188 

The men of RTU 47 appear to have had quite a 
bit of difficulty with abscesses in their ears, and Ives 
wondered if it was due to perspiration while wear- 
ing their headsets (at the time called telephones). 
“The condition of an operator’s ears should be given 
very careful attention,” Ives cautioned, and recom- 
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mended that a doctor should be consulted on the 
first appearance of trouble.’ 

A loop antenna, suspended from a horizontal 
beam of a specially constructed loop house that sat 
750 yards from the umbrella antenna used for col- 
lection, enabled direction finding. The antenna was 
fastened to a dowel pin that passed through a circle, 
marked in degrees, which was attached to a wood- 
en table and calibrated by compass. The circle was 
nailed to the table; the table was nailed to the floor 
so it could not shift.!” 

Most of the intercept came from Mexican sta- 
tions in Guaymas, Santa Rosalia, and Mexicali; 
Chapultepec and other stations were sometimes 
heard. Nighttime static often interfered with the 
main press broadcast from Chapultepec."! 

This station remained open as an MID radio 
intelligence station as late as February 1920. The 
unit relocated in late 1919 to the State Armory, 
where it used six rooms for operating space and 
quarters.!” 

A Nogales substation of this RTU was com- 
manded by Lankford from the Tucson base. The 
station was first established in November 1918 and 
went into full operation in late December.’ 


Yuma, Arizona (RTU 44) 


A radio tractor was sent to Yuma in Septem- 
ber 1918. MID maintained a site in this area until 
sometime in 1921. 


Mexico City 


A radio station used for intercept in the US 
embassy in Mexico City was installed in the fall of 
1917 by the MID. This equipment supplemented 
radio equipment already at the embassy that had 
been copying messages going to the Mexican sta- 
tion at Chapultepec. This was a secret station, under 
cover, and though it had equipment and an operator, 
it did not really succeed at the job until receiving 
additional equipment and personnel in 1918." 

In late September 1917, Corporal Charles R. 
Sullivan reported to Mexico City to operate the 
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“wireless ‘listening-in’” station at the embassy. He 
was ordered to wear civilian clothes and to consider 
his destination and duty as confidential. Sullivan 
joined the Signal Corps in March 1914 and served 
for more than three years in the Philippines before 
reporting to Mexico City. Although commissioned 
a second lieutenant in the Signal Corps Reserve in 
December 1917, he had not been promoted because 
for some reason he was not considered to be on 
active service. At the same time, the military atta- 
ché in Mexico City felt that the work should be 
trusted only to commissioned officers. In July 1918, 
Sullivan asked to return to the United States so he 
could be called to active service, but both the MID 
and the attaché felt he was needed in Mexico City. 
The MID was not able to rectify this situation until 
August 1918 when Sullivan was officially ordered to 
duty as assistant to the military attaché in Mexico 
and formally took up his commission as a second 
lieutenant. Meanwhile, the ambassador asked the 
MID for a second officer to work at the station.’” 

First Lieutenant Roy D. Carrier reported to duty 
at the Mexico City collection site on May 19, 1918. 
He found that the radio station’s antenna was the 800- 
foot wire used for a private telephone line between 
the embassy and the Hotel Genéve. The station had 
a Type D Signal Corps shortwave tuner, a long wave 
set, and a single stage amplifier. This equipment could 
intercept Chapultepec, which was only one mile away, 
and could hear US Army stations at Laredo. Other 
Mexican stations at Vera Cruz and Téixpam were not 
heard well enough to copy.'”° 

Carrier constructed a loop antenna attached to 
a US Army Signal Corps SCR-72 low frequency 
amplifier, but could only hear Chapultepec with 
this set. He constructed another antenna, which he 
installed around the stone balustrade on three sides 
of the embassy roof and connected to a NESCO 
tuner and the SCR-72. Using this equipment, he 
could copy Chapultepec and hear, but not copy, Vera 
Cruz and Tampico.’” 

He then tried a third antenna, which rambled 
up the wall of the embassy and across the roof, that 
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he tied into a lighting circuit that controlled the 
embassy garden’s lights. The antenna would not work 
if the lights were on. This antenna made it possible 
to successfully intercept and copy Chapultepec, Vera 
Cruz, Taxpam, and sometimes Tampico. Carrier was 
not satisfied with his results and concluded that the 
biggest problem at the embassy was to construct an 
efficient antenna while concealing its purpose.’ 

In October 1918, Kinsley sent a note to John 
Manly in MI-8 that included intercept from Mexi- 
co City collected between September 6 and 19. The 
intercept came from a station transmitting on 5,200 
meters. Kinsley believed that the messages might 
contain a concealed number code. Messages repeat- 
ed on the same days of the month as in preceding 
months; that is, messages sent on September 6 were 
identical to those sent August 6. The site had been 
collecting these messages since July 19.'” 

Second Lieutenant P. B. Rawley joined Car- 
rier in November, carrying a message to Kinsley. He 
discussed the nightly cipher sent by Chapultepec, 
which had not yet been deciphered, and how the site 
used direction finding to determine where other sta- 
tions sending this cipher were located.”” 

In January 1919, probably responding to a 
request from Kinsley that all officers give him some 
idea of their plans for the future, Carrier wrote to 
Kinsley about his experiences in Mexico. He men- 
tioned that there was some scuttlebutt that the 
ambassador would like to discontinue the radio 
work, and that he hoped to return to the United 
States and search for a job in private industry. Com- 
mending Rawley as “one of the best men that could 
have been picked for this work,” Carrier asked that, 
if the station continued, Rawley be allowed to stay. 
Second Lieutenant Charles Sullivan, also at the sta- 
tion, was anxious for a discharge and had a job wait- 
ing at an oil company in Tampico.*” 

That same month, Lieutenant Colonel R. M. 
Campbell, the military attaché, told the MID that 
the ambassador wanted to keep the intercept equip- 
ment for the embassy, so it would be there in case 
of emergency. Both Campbell and the ambassador 


agreed that the need for the intercept station no lon- 
ger existed.*” 

Establishing an intercept station in Mexico 
City was a logical response to the concern gener- 
ated by the expansion of the Chapultepec station 
in early 1917 and the US government’s desire to 
know what type of communications Germany was 
sending to Mexico. This station seems to have taken 
advantage of the fact that some sort of radio station 
already existed in the embassy. Little documentation 
remains to properly judge the worth of this effort, 
although, by September 1918, the station was sup- 
plying material of interest to MI-8. In retrospect, 
the station at Houlton, Maine, turned out to be a 
better solution for collection of communications 
between Germany and Mexico. 


Houlton, Maine (RTU 49) 


By October 19, 1918, the MID had decided 
that it needed its own intercept station devoted to 
collection of communications from the high-power 
radio station at Nauen, Germany.” This was entire- 
ly driven by the success the MID had experienced 
the week before, when it presented intelligence to 
President Woodrow Wilson based on communica- 
tions intercepted by the US Navy from Nauen (see 
chapter 7). A quick survey was made, and Major 
Carl Kinsley noted that a station could be estab- 
lished to intercept traffic from Nauen “with no more 
delay than necessary to have radio operators ordered 
to the place where it was decided to establish such a 


204 Ff oulton, Maine, was the location of the 


station. 
new station. While the station was not mobile or in 
a radio tractor, it received the administrative desig- 
nator RTU 49, though it was never referred to as an 
RTU in memos.”” 

Orders were issued on October 28, 1918, and 
Lieutenant Lee Sutherlin, based on his experi- 
ence managing the RTUs, was asked to travel 
from Washington to Houlton to make preliminary 
arrangements. It was Sutherlin who located and 
executed a lease on the Gillen Farm on the south- 
west corner of White Settlement Road and Military 
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Road (now US 2). (See photo of intercept house, 
Gillen Farm.) The house and property, including all 
repairs, telephone service, electric light and battery 
service, stoves, fuel, and water, were leased by the 
army for $45 a month for a term of six months. The 
station was a mile and a half from Houlton’s main 
square. There was no housing on the site; the men 
would board in town and walk approximately 25 
minutes to the station. A tractor unit at Laredo was 
shut down to staff Houlton. Some of its equipment 
was stored; some was shipped to Maine. Additional 
apparatus was shipped from Washington.”” 

Second Lieutenant Arthur R. Boeder of New 
York was in command. Just shy of his twenty- 
fifth birthday when he arrived at Houlton in early 
November 1918, Boeder had enlisted in September 
1917 and had an outstanding résumé, ideally suited 
for assignment at what was a new type of collection 
site” 

Boeder and two privates arrived in Houlton 
on November 8. Personnel were still arriving on 
November 11, and it was not until that day that the 
holes were dug for the poles and the lumber ordered. 
Ten poles were set up, running southwest from the 
house, on November 12, and 1,000 feet of antenna 
wire was strung from the poles on November 13. 
Instruments were connected that same day, and 
Lieutenant Boeder reported that “reception started 
on a regular schedule.” Houlton was in operation.”” 

But in the fall of 1918, the army’s Houlton site 
was seen as being in competition for, and a duplica- 
tion of, the new navy radio transmission and inter- 
ception station at Otter Cliffs, Maine. At a cabinet 
meeting, Secretary of the Navy Josephus Daniels 
protested the operation of an army station so close 
to the navy station, and Secretary of War Newton 
Baker had little option but to order the MID to 
shut down collection operations. The navy likely 
considered long-distance transatlantic radio strictly 
its responsibility, particularly as it was a stretch to 
claim that Houlton was intended to support army 
operations (see chapter 7). MID placed Houlton on 


experimental status on November 23.7” 
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The intercept house, Gillen Farm, Houlton, Maine. NARA CP, RG 457, Entry 11, Box 210 


Likely in violation of whatever promise had been 
made by the army to the navy, the site was instructed 
to intercept the code messages transmitted by the 
German radio transmitter at Chapultepec, Mexico, 
each night, take audibility readings, and watch for 
any related transmissions.”’° This was due to a cryp- 
tologic breakthrough in Washington. On Novem- 
ber 13, the same day Houlton had begun collec- 
tion, MI-8 had broken encoded messages sent out 
by Chapultepec for the first time since August 14, 
and a message intercepted by an RTU on November 
9 showed a relationship between the German sta- 
tion at Nauen and the station at Chapultepec. It was 
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hoped that Houlton would be able to intercept traf- 
fic that could not be collected by other stations.?? 
On December 12, likely while listening for 
Chapultepec, Houlton intercepted 14 cipher mes- 
sages sent by Berlin to Madrid. These messages 
were forwarded to MI-8 where, by December 19, 
John Manly, in charge of MI-8 while Yardley was 
in Europe (see chapter 8), had deciphered seven of 
them, a total of 720 words. Notably, the navy’s site 
at Bar Harbor, Maine, had not copied these mes- 
sages; they were unique to Houlton. Manly con- 
sulted with the Office of Naval Intelligence and 
the navy’s Radio Communications department and 


reported that the navy had not intercepted any Ger- 
man cipher messages in two months and that few 
had been collected by any other site (see chapter 11). 
Manly claimed that “the Navy were no longer pay- 
ing any attention to the German cipher messages 
and that Captain David W. Todd, Chief of Radio 
Communications, had expressed himself as in favor 
of the immediate resumption of operations by the 
Houlton Station.””” 

Relying on Manly’s conviction that this was 
important, Colonel John Dunn, who was serving 
as acting director of the MID while Churchill was 
temporarily away, ordered Houlton to resume regu- 
lar interception activities on December 19. Dunn 
was hopeful that this was a permanent move; he 
wrote to the men at Houlton that there had been 
some favorable developments and that “definite 
instructions” would be provided shortly. His hope 
was extremely short-lived. The next day, December 
20, Houlton was again ordered to discontinue inter- 
cept operations.’ 

Peace negotiations began in January 1919 
without the benefit of intelligence from Houlton 
intercept. The site was kept running by doing radio 
experiments (see photo of L-shaped loop antenna). 
These were still the early days of understanding the 
physics of long-distance radio communication, and 
it was thought this was a productive way to keep 
personnel at Houlton and support the army’s desire 
to better understand radio. 

While Houlton was on experimental status, 
Dunn had been working very hard to reinstate the 
collection mission. After months of discussion, 
Houlton resumed intercept on April 20, 1919.74 
This pleased MI-8 as cipher messages now were 
coming in regularly. About half of the collected 
messages were easily read and the other half were, 
per MI-8, being “vigorously worked on.”?'* On May 
1, Houlton was directed to focus on cipher messages 
rather than plaintext press. Ninety-eight enciphered 
messages were collected in the first two weeks of 
operations. Houlton’s collection of the German 
transmitter at Eilvese was determined to be unique 
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intercept of both diplomatic traffic and propaganda. 
It seemed that Otter Cliffs was collecting only the 
plaintext press from the Nauen transmitter, not the 
enciphered traffic from Eilvese. The possibility of 
sharing information with the navy was broached in 
late May 1919; it was thought that the MID could 
receive the Nauen collection from the navy, but 
whether this ever happened is unknown.?'® 

The rivalry with the navy continued. The shar- 
ing of information idea was introduced by May 26, 
1919. “Navy still copies Nauen at Bar Harbor and 
reports to Washington by mail,” said the MI-10E 
front office, noting that Houlton might be able to 
obtain a carbon copy of this intercept.?"” 

Houlton remained operational until sometime 
in mid-1920 and routinely sent material to MI-8 in 
Washington and later to Yardley’s operation in New 
York. In retrospect, the MID was not really prepared 
to operate a fixed site. While the tasking procedures 
and collection process seem to have been relatively 
straightforward, materiel and logistics were always 
problems and never really solved. The operators 
were expected to modify or build some of their own 
equipment and antennas, shovel the snow, and clean 
the intercept house, all while maintaining a 24-hour 
watch for important communications intelligence. 

Houlton did receive some of the best radio 
equipment available to the army and was able to 
intercept signals from at least 35 US and foreign 
stations. The site collected unique traffic from the 
German high-power radio stations, collection that 
enabled MI-8 to break German codes. Informa- 
tion gleaned from Houlton intercept seems to have 
provided timely intelligence in support of the Paris 
Peace Conference of 1919, judging from the reac- 
tion the MID relayed to the site. By virtue of its 
location, the site provided collection that the smaller 
radio tractor units could not. 


After the Armistice 


MI-10E was judged a success in the eight 
months it had been in operation. Not only had it 
collected Mexican radio traffic (more than 60,000 
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L-shaped loop antenna used for direction finding at Houlton, Maine. Note the compass markings chalked on the 
floor. NARA CP, Records of the Military Intelligence Division 


messages), but it was also able to intercept traffic 
between Mexico and Germany, and between Ger- 
many and Spain, thanks to the newly established 
Houlton station. There was also the unexpected suc- 
cess of intercept from the Japanese high-power sta- 
tion at Funabashi. No intelligence value was seen in 
the content of the Japanese intercept, but the MID 
believed it was important to develop the capacity to 
collect against Japan.?"* 

Technologically, the organization had succeed- 
ed by developing four types of receivers and a radio 
goniometer as well as an automatic receiver that 
could copy 100 words per minute. Scientific experi- 
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ments conducted at Houlton, McAllen, and Tucson 
examined the variations found in radio signals, and 
their findings were shared with the Signal Corps, 
the navy, and the scientific community.” 

A small office staff of two translators, three 
clerks, two stenographers, and three officers (Kins- 
ley, Sobey, and Sutherlin) stayed on after the war to 
support the RTUs, most of which remained opera- 
tional through much of 1919. Several stations stayed 
in business longer.”” 

On August 15, 1919, the strength of the Signal 
Corps was increased by 54 men so that the organiza- 
tion could support, under the administrative control 


of the MID, “certain radio stations within the conti- 
nental limits of the United States to intercept radio 
communications originating with foreign govern- 
ments.” The MID began planning for a permanent 
radio intelligence service. Initially, it was anticipated 
that there would be four units of nine men and one 
officer, with two units (one on the Pacific Coast and 
one in the Philippines) added later. The officers were 
to come from the existing corps.”' Houlton was 
to cover transatlantic traffic; McAllen, Sutherland 
Springs, and Tucson were to handle Mexican inter- 
cept, with training units at Sutherland Springs and 
Tucson. Tucson was selected as the logical station 
for work on Japanese code. Once a unit had been 
properly trained in Japanese codes, a station would 
be set up in Oregon and that unit transferred; once 
a second unit was trained, both units would function 
in Oregon until the MID was ready to deploy a unit 
to the Philippines.” 

The MID was still recruiting for radio opera- 
tors in February 1920.”¥ But by June 1920, Chief 
Signal Officer George Squier believed that the 
administration of the personnel and the installation, 
operation, and maintenance of the stations should 
be returned to the control of the Signal Corps. The 
stations would provide their collection to the MID 
in a manner similar to how the AEF was struc- 
tured during the war.” The secretary of war settled 
the matter by giving the Signal Corps supervision 
of personnel as well as installation, operation, and 
maintenance of radio intercept stations, while giving 
the MID “supervisory control” over the service, with 
all intercept forwarded to the MID. The command- 
ers of regional departments of the army that had sta- 
tions in their area (the Northeastern and Southern 
Departments) received letters about the agreement 
and were asked to transfer administrative control of 
the stations from the assistant chief of staff for Mili- 
tary Intelligence to the department signal officer.?” 
At the time of the agreement, there were only four 
stations: Houlton, McAllen, Del Rio, and Tucson.” 

There were still some anomalies in the system. 
Before February 1920, some of the RTU person- 
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nel were moved to open new stations at Calexico, 
California, and Nogales. Calexico was not at that 
time under the MID system and was under the 
direction of the intelligence officer for the Southern 
California Border District. Calexico was particularly 
adept at intercepting Japanese radio stations, and an 
inspection recommended that it be brought into the 
MID system.” But in January 1921, due to inter- 
cept problems and a shortage of personnel at Yuma, 
it was suggested that the personnel from Calexico be 
moved to Yuma.” 

Sometime in 1920, the Signal Corps radio sta- 
tion in the Presidio of Monterey had established 
a Radio Intercept Unit. In December 1920, they 
requested that the 9th Corps Military Intelligence 
office furnish a clerk to assist the organization. Mon- 
terey reported receiving 6,000 words of traffic a day, 
copied by operators by hand, in pencil, which then 
needed to be typed in—“a very tedious process.” At 
that time, they had one radio set monitoring long 
wavelengths from late afternoon to early morning; 
the commander of the unit, First Lieutenant Calvin 
H. Burkhead, wanted to have a second set looking at 
shortwave stations on boats and along the west coast 
of Mexico. The 9th Corps suggested that they hire a 
female civilian stenographer and referred the matter 
to Washington. MID Washington advised that they 
could not provide a stenographer and expressed a 
willingness to receive the material as copied by the 
operators.”” It is not clear who in the MID head- 
quarters was working with this traffic. 


Conclusion 


The MI-8 Code and Cipher Section exhibited 
enough high-profile success from the fall of 1917 
through early 1919 that its survival, in some form, 
was assured. After the war ended, the State Depart- 
ment, cut off from the flow of diplomatic intelli- 
gence supplied by the British Admiralty’s Room 40, 
particularly wanted to retain a codebreaking capa- 
bility, a cipher bureau that could serve its needs. A 
scaled-down version of MI-8, freed from code com- 
pilation, communications, shorthand, secret ink, and 
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training, could focus purely on code and cipher solu- 
tion, working primarily with telegraphic traffic and 
the occasional radio intercept. Yardley, and a select 
group of those who had worked in MI-8 and the 
AEF G2A6, went to New York, where they were 
able to refine methodologies developed during the 
war. 

Working together, the two sections of the Mili- 
tary Intelligence Division faced the challenges of 
the home front. While MI-10E supplied only a 
fraction of the material analyzed by MI-8, the orga- 
nization was able to provide valuable insight into 
both German communications with the Western 
Hemisphere and Mexican internal communications. 
The Signal Corps had not been able to provide the 
MID with what it needed, so the MID, a very young 
organization, put significant resources into a system 
to meet its needs. 

Although the MID system of intercept had 
been effective during the war, the arrangement with 
the Signal Corps in 1920 freed the MID from the 
burden of recruiting and training operators and sup- 
plying the stations, tasks which the Signal Corps 
could more efficiently accomplish. The AEF system 
of a Signal Corps collection system supervised by 
the intelligence personnel of the General Staff had 
worked extremely well (see part 3); there was no rea- 
son to believe that this arrangement would function 
differently. But there was a difference: the code and 
cipher work had moved to New York and, largely 
funded by the State Department, concentrated on 
diplomatic traffic obtained from the telegraph com- 
panies. In 1920, the Signal Corps hired William 
Friedman, first as a contractor and then as a govern- 
ment employee. While Friedman's work began with 
codemaking and cipher making (as well as evalu- 
ation of systems and machines), he was poised to 
handle intercepted traffic as needed. 
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The Navy 


t the time of the war, the US Navy was 

the organization with the most knowl- 

edge of radio technology, and it main- 

tained a controlling interest in radio 
communications for the entire United States. The 
navy had been quick to adopt radio, an ideal mode of 
communication for ships at sea to stay in touch with 
the shore, and had a technical expertise in the sub- 
ject rivaling that of private radio companies. A long- 
distance, transatlantic radio service, with multiple 
stations on the East Coast, would be put into service 
to supplement the telegraphic transatlantic subma- 
rine cables and assist communications between the 
American Expeditionary Forces (AEF) and Wash- 
ington. The navy also provided support to the Paris 
Peace Conference after the war. 

While the US Navy was advanced in radio, its 
cryptologic work focused on the making of codes 
and ciphers, rather than cryptanalysis or codebreak- 
ing. By mid-November 1917, the director of the 
Office of Naval Intelligence, Edward McCauley, had 
agreed to cooperate with MI-8’s effort to serve as a 
central cipher bureau for the US government.' MI-8 
was the Military Intelligence Division’s (MID) Code 
and Cipher Section. Chief Yeoman Harrison E. Burt 
later reflected that a central bureau staffed by per- 
sonnel from each government department would be 
“the ideal arrangement,” for each cryptologist could 


specialize in “their particular problems” while under 
one general direction and benefitting from the expe- 
rience of the other analysts.” 

In December 1917 and January 1918, the 
Office of Naval Intelligence began to receive simple 
encrypted messages in Spanish from the postal cen- 
sors. According to Burt, the only training material 
available to navy cryptologists was a “short cipher in 
Hans Gross’ Criminal Investigation.” Burt, who had 
no previous experience in cipher work, was assigned 
to work on messages collected from the German 
radio station at Nauen and spent several months try- 
ing to solve what were encoded German messages 
as if they were enciphered and found it “an unremu- 
nerative work.” In early 1918, the office received a 
copy of Parker Hitt’s Manual for the Solution of Mili- 
tary Ciphers, which assisted with reading cipher mes- 
sages, but the navy had no luck with the German 
code messages. Burt later felt the efforts of the navy 
had been “misguided” and that “no great advance” 
was made until the navy began to work with MI-8. 
By July 1918, Burt was the navy’s representative in 
MI-8. 

Only one significant radio intercept effort was 
established, at Otter Cliffs near Bar Harbor, Maine. 
Although this site was primarily used for navy and 
government transatlantic radio communications, 
staff there prided themselves on the ability to con- 
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duct high-quality intercept of the German high- 
power radio transmitter at Nauen. The rest of the 
navy’s widespread radio network occasionally inter- 
cepted enemy communications although I could 
find no record that it was formally tasked to inter- 
cept enemy communications. 


Navy Radio 
On April 7,1917,the US Navy closed or assumed 


control of all amateur and commercial radio sta- 
tions in the United States.* A special conference of 
US Navy and US Army officers met on October 4, 
1917, in New London, Connecticut, to discuss how 
best to organize transatlantic communication sup- 
porting the AEF. At a meeting in Paris on August 
22, General John J. Pershing had made an “urgent” 
recommendation that immediate actions be taken to 
guarantee radio communications between the Unit- 
ed States and France should transatlantic submarine 
cables be cut.* A decision was made to have separate 
stations servicing communications between France 
and the United States, Italy and the United States, 
and the United Kingdom and the United States. 
The navy station at Sayville, New York, which in 
1915 had been taken over from a German company, 
was set aside for sending to the French station at 
Lyon, with Tuckerton, New Jersey, given the task of 
receiving communications from Lyon.* This was the 
beginning of what the navy dubbed its “transatlantic 
service.” 

Radio training for new navy men began on April 
12,1917, with the establishment of a radio school at 
Harvard University. Training in radio and direction 
finding also took place at the College of the City of 
New York (now CCNY) under a program that had 
been developed by the US Army Signal Corps. 

Captain David W. Todd, director of Naval 
Communications, traveled to Paris for a January 
1918 meeting of the chiefs of radio services; he 
also attended the meetings of the Interallied Radio 
Commission. Additionally, ‘Todd worked with the 
French to discuss division of costs for the new radio 
transmitter under construction at Bordeaux.® Trav- 
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eling back to France with Todd was French Army 
Lieutenant Maurice Paternot. Paternot had previ- 
ously come to the United States in the summer of 
1917 with the French Scientific Mission and had 
helped with communications tests made in July 
1917 between the Sayville and Lyon stations. He 
was attached to the office of the director of Naval 
Communications and made several visits to the 
navy’s new facility at Otter Cliffs.’ 

The navy’s radio communication capacity and 
coding expertise were used to support long-distance 
cable and radio communications for the AEF as 
well as to support Paris Peace Conference commu- 
nications for the State Department. Coding officers 
and file clerks were sent to Paris from various naval 
bases and from the US Navy offices in London.® 
Otter Cliffs handled some of the communications 
traffic. The navy found that the radio service pro- 
vided a delivery speed that cable transmissions could 
not match. In November 1918, for instance, it was 
reckoned that a radio message could be sent from 
France to Washington in 51 minutes, whereas the 
cable system was “a day to a day and a half behind 
in handling official government traffic and four days 


behind in commercial business.”? 


Navy Direction Finding 


The US Navy’s work in direction-finding, or 
radio compass, technology during World War I was 
done primarily to locate and track German subma- 
rines; it would also contribute to future radio intel- 
ligence work. One system, the Bellini-Tosi, was 
rejected as unsuitable for naval vessels, and the navy 
began using equipment developed by D. F. A. Kol- 
ster of the Bureau of Standards. First called the Kol- 
stermeter, the name was changed to radio compass."° 

Navy radio operators were trained in the use of 
radio direction finding as early as July 1917 at the 
College of the City of New York." The first prior- 
ity was to equip all warships with direction-finding 
equipment. Subsequently, a decision was made to 
establish stations on the East Coast by mid-1918, 
although only five stations were completed by the 


Armistice. The stations had some success at locat- 
ing unauthorized shore radio stations and enemy 
ships and aircraft.” There was no need to pair these 
direction-finding stations with naval long-distance 
radio intercept facilities because the nature of the 
high-power radio stations and their fixed call signs 
obviated the need to locate them with the technol- 
ogy. Everyone knew where these radio stations were 
located. 


Communications Security Procedures 


All secret and confidential messages were to 
be sent using code or cipher.’ In addition to issu- 
ing codes and ciphers, the navy provided wartime 
radio instructions to its own vessels and provided 
radio instructions and codes to US merchant ves- 
sels. Vessels from neutral nations were required to 
use plain English to conduct business; when they 
arrived in port, their radios were sealed and their 
antennae grounded so that they could not oper- 
ate. US commercial vessels were not allowed to use 
English, and such messages were to be ignored by 
navy radio operators (although the navy suggested 
that any English language message heard should “be 
copied and used to any advantage”)."* 

All ships were required to maintain radio silence 
in “dangerous localities” at sea except if they were 
attacked or in distress. Radio traffic was to be kept 
to a minimum in safe areas. In conjunction with 
these procedures, a system of broadcasting informa- 
tion, warnings, orders, weather, and press went into 
effect at the end of May 1917." The instructions 
specifically noted that radio should be used only 
when it was not practical to use other means, and 
that orders sent by radio could be intercepted by the 
enemy and the radio signals used to locate vessels 
through direction finding.’ On the value of radio 
silence it was said: 

There is no more certain way of gaining a 

general knowledge of an enemy’s where- 

abouts than by listening to his radio work. 

Even though it be in cipher or code, an 

expert officer operator will be able to come 
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to the conclusions of value in this manner by 
judging the strength and change in strength 
of incoming signals, etc. especially since the 
direction finder now enables the bearing of 
the station to be determined at once. For 
this reason it is extremely valuable to our 
fleet, if attempting to avoid discovery, that 
the radio be kept absolutely silent; all enemy 
ships must be assumed to be equipped with 
direction finders.'” 

Ships were cautioned to be aware of enemy 
attempts to interfere with radio signals and to use 
radio deception." 

As part of communications security efforts, an 
unknown number of listening-in stations were set 
up, as part of an unspecified group of navy radio sta- 
tions, to listen for, and report on, illegal traffic and 
rules violations. These reports were made daily.” 

US Navy security consciousness might be attrib- 
uted to their working relationship with the British 
Admiralty, who, in early 1917, notified the navy 
about the inadequacy of its systems. Because the 
navy was part of the Royal Navy’s Grand Fleet, they 
received joint Allied security publications, includ- 
ing operating signals and codes that were based on 
British systems; the navy benefited from this mate- 
rial. The Admiralty had to share cryptographic 
information with the Americans because they were 
involved in joint operations.”° This is an interesting 
contrast with the lack of transparency of the British 
War Office and the British Expeditionary Forces in 
France. Both were quite reluctant to share the meth- 
ods by which they protected their own communi- 
cations with the AEF, although older material was 
provided for study and training. 


Code and Signal Section 


On January 2, 1917, Lieutenant Russell Will- 
son (see sidebar), a 1906 graduate of the US Naval 
Academy, was ordered to the Navy Department to 
establish and head the Confidential Publications 
Section of the Division of Operations (OP-58). It 
prepared, distributed, and accounted for the vari- 
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ee Russell Willson 


Russell Willson was born in Fredonia, New York, on 
December 27, 1883, and grew up in Washington, DC. Unable 
to get a nomination to the US Military Academy at West 
Point, he attended the Massachusetts Institute of Technology, 
where he spent a year studying engineering. He spent the sum- 
mer working on a cousin's ranch in Wyoming and, while there, 
received an appointment from an elected official in Wyoming 
to the US Naval Academy where he became a member of the 
class of 1906. After graduation, he spent time on the battleship 
USS New York and was flag lieutenant to the commander-in- 
chief, US Atlantic Fleet. 

On January 8, 1917, he was detached from the commander- 
in-chief, US Atlantic Fleet, and reported to the Chief of Naval 
Operations, where he was “charged with correcting serious vul- 
nerabilities in antiquated signals, codes, and ciphers and with 
organizing, updating, and implementing critical functions for 
the recently-created Naval Communication Service.” When 
he reported for duty at the navy Code and Signal Section, he 
brought with him the first model of a cipher machine he had 
designed, the Navy Cipher Box. Willson received the Navy 


Willson family photograph courtesy 
Naval Cryptologic Veterans Association 


Cross for his code work during the war and, in 1935, received compensation of $15,000 for his invention. He 
served in numerous positions after leaving the navy Code and Cipher Section, including as superintendent of 
the US Naval Academy and chief of staff to the commander-in-chief, US Fleet. He retired in 1945. 

He married Eunice May Westcott (1884-1952). His daughter, Eunice Willson Rice (1912-2011), worked 
in the navy Code and Cipher Section in the years preceding and during World War II. Russell Willson died 
on July 6, 1948, and is buried in the US Naval Academy Cemetery with his family. 


Sources 
Ancestry.com. Vital records. Accessed July 28, 2018. 


Schmidt, Raymond P. “From Code-Making to Policy-Making: Four Decades in the Memorable Career of 


Russell Willson.” Prologue 48, no. 2 (Summer 2016). 


Schmidt, Raymond P. “Russell Willson: Creative Cryptologist.” In Echoes of Our Past. Special Publication, 
National Cryptologic Veterans Association, edited by Jay R. Browne, 3-10. Pace, FL: Patmos, 2008. 


ous codes and ciphers used by the navy; the section 
also centralized the Navy Department’s storage and 
distribution of all confidential publications prepared 
by any department.”’ Prior to this date, prepara- 
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tion of naval codes and ciphers was a function of 
the Bureau of Navigation, where it had developed 
from the bureau’s signal office.” The code work kept 
Willson and his one-person staff so busy that they 


never handled other navy classified publications.” 
Willson was promoted to lieutenant commander in 
May 1917. 

On April 1, 1917, just days before the declaration 
of war against Germany, the staff consisted of Will- 
son and a yeoman.” At that time, the navy was using 
only three codes prepared by the service, only one of 
which was used in conjunction with ciphers.’° These 
were the Service Radio Code of 1914, the Navy 
Secret Code of 1908, and the Battle Signal Book of 
the United States Navy, 1913. Larrabee’s cipher code 
was also employed by the service. After the war, Will- 
son noted “the outbreak of hostilities found us utterly 
unprepared in regard to codes and ciphers.””° 

At some time before October 10, 1917, the sec- 
tion was renamed the Code and Signal Section, 
designated OP-58-B, to reflect its work more accu- 
rately. On that date, Code and Signal Memorandum 
Number 1 acknowledged that the subject of codes, 
ciphers, and signals was handled across three offices: 
the Office of Naval Intelligence (ONI), the Office 
of Naval Communications, and the recently estab- 
lished Code and Signal Section of the Division of 
Operations. While the three offices cooperated with 
each other, they were in three different buildings 
and kept separate records.”” 

Code work in ONI was limited to those needed 
for special activities and agents. The Office of Naval 
Communications handled radio regulations, radio 
call signs, and similar work. And the Code and Sig- 
nal Section handled signal books, several codes, a 
few ciphers, visual and radio call books, and other 
recognition signals.” 

By December 1, 1917, Willson became an assis- 
tant to the director of Naval Communications for 
Code and Signals. The Code and Signal Section was 
made a part of the Naval Communications Service, 
but not of the director’s office, since it was not per- 
forming a staff function and was located at that time 
in a different building from the Naval Communica- 
tions Service.*”? During the war, the section would 
greatly expand. It supplied all naval vessels and mer- 
chant ships in the Atlantic with codes and ciphers as 
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well as coordinated communications procedures and 
codes with Allied nations, thus enabling “all United 
States vessels to communicate with secrecy in any 
part of the world.”*° 

Lieutenant Commander Milo F. Draemel 
assumed command of the section on October 21, 
1918. Willson was transferred to London to work 
for Admiral William S. Sims; there he had some 
discussions with the US Sixth Battle Squadron, fol- 
lowed by a brief visit to Paris in conjunction with 
duties related to the preparations for the upcoming 
Paris Peace Conference.** 

At the time of the Armistice, the section had 61 
people: 13 officers, 14 male enlisted personnel, and 
34 female enlisted personnel (“yeomanettes”). Dur- 
ing the war 18 other officers and another 58 enlisted 
personnel spent time in the section. Unfortunately, 
I could not locate complete personnel records for 
the section. By December 1919, the staff consisted 
of just five officers and 17 civilian assistants. See 
appendix A for known section personnel.” 


Codes 


The navy used codes and ciphers extensively 
during the war (a list of navy codes and ciphers 
can be found in appendix B). Lieutenant, later Vice 
Admiral, William Ward “Poco” Smith*® had served 
in naval communication since 1915 and took up 
cryptologic work almost accidentally while decod- 
ing incoming radio messages. Following the widely 
publicized loss of the navy’s five-letter SIGCODE, 
one of Smith’s duties was to answer a flood of mes- 
sages that swamped the office offering new codes 
and ciphers. While investigating the wild ideas that 
came in the mail, Smith searched for material that 
would help him understand and evaluate the pro- 
posed systems. When a complex system came to his 
attention, he devoted his full attention to it, passing 
the simpler systems to his wife, codebreaker Eliza- 
beth Purdy, for evaluation.** 

In 1916, during an ongoing crisis in Haiti,* 
the State Department, which believed its codes had 
been compromised, asked to use a navy code, with 
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superencipherment, to send a very secret message. 
Smith objected, noting that the State Department 
used stereotypical diplomatic language. Assum- 
ing that the navy codebook was readily available to 
any interested party, he believed this would make 
it quite easy to crack the cipher that protected the 
code. Overruled by senior personnel, the code was 
given to the diplomats and soon the full text of the 
secret messages appeared in the press. The system 
had been compromised, and Smith was tasked with 
preparing a new code. He was in the process of 
doing this when the Code and Signal Section was 
formed. Although Smith was not his subordinate, 
Willson closely monitored progress on the book, 
which became Naval Code A-1.*° 

Preparation of Naval Code A-1 was a “colos- 
sal” task and “tedious work.” Smith discarded 
the existing system that had plaintext phrases 
arranged alphabetically next to their code groups, 
which were also in alphabetical order. Lacking the 
technology to mix and match the codewords, he 
typed the five-letter code groups into columns, 
cut them apart, and put each code group into a 
bucket. Then he drew one code group at a time 
and typed them into a column opposite the phrase 
or word to be encoded. One night, Smith tried to 
speed up the process by dictating the code groups 
to a stenographer but found that letters B, P, and 
V were too easily confused in this method. So, he 
continued to do the work by himself. When war 
was declared on April 6,1917, Smith knew he had 
to finish quickly, and his place on the watch was 
taken by a reserve officer so he could work on the 
book full time.*’ 

Naval Code A-1 was not sufficient for war- 
time and received much criticism for not including 
enough material related to general administration. 
New words and phrases were added over time to 
enlarge the code.** 

Willson’s first act upon the section’s renaming in 
October 1917 was to issue Code and Signal Memo- 
randum (CSM) Number 1, Code and Signal Publi- 


cation (CSP) 103.*° It gave the service a consistent 
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baseline to understand the cryptographic state of 
the navy and imposed some order on the confusing 
situation. It read in part: 

Under present conditions there has been a 

large increase in the number of signal books, 

codes, ciphers, radio regulations, radio and 

visual calls, etc. issued to the service, and, 

due to lack of published instructions on the 

subject, some uncertainty and confusion as 

to the issue and use of publications of this 

kind has resulted. This memorandum is 

issued with a view to furnishing in compact 

form information on this subject, to increas- 

ing the efficiency of confidential communi- 

cations, and to simplifying the question of 

handling this matter on board ship, at naval 

stations, and in the department. Additional 

memoranda will be issued from time to time 

in order to bring up to date the information 

contained herein.*° 

CSP 103 declared that the Navy Secret Codes 
of 1887 and 1908 were considered compromised 
and would not be used or issued except in special 
cases. The Code and Cipher Section would also 
no longer issue (or account for) Larrabee’s cipher, 
the Naval Militia Tactical Signal Book, Radio Sig- 
nals (1913), the Western Union Code, or “Useful 
Curves, Scouting, and Torpedo Danger Areas.” 
Publications that the section had distributed (or 
were preparing to distribute) by mid-October were 
the following: 

General Signal Book, 1913 

Battle Signal Book, 1913 

Service Radio Code, 1914 

Navy Cipher Box and Associated Ciphers 

Secret Fleet Ciphers 

S.C. Ciphers (SigCode Ciphers) (being pre- 

pared to supersede “Secret Fleet Ciphers”) 

D.P. Ciphers (District Patrol Ciphers) 

M.S. Ciphers (Merchant Ship Ciphers) 

U.S. Recognition Signals (in preparation) 

War instructions for United States Merchant 

Vessels 


Visual Call Memoranda 

Radio Calls (except commercial calls) 

Signal Letters of U.S. and Foreign Government 
Vessels (four-letter visual calls) 

Code and Signal Memoranda 

Record Book for Signal Books, Codes, Ciphers, 
ete.” 

The section also distributed publications pro- 
vided by Allied governments to district communi- 
cation superintendents at the Boston, New York, 
and Philadelphia Navy Yards and to the aide to the 
commandant at the Norfolk Navy Yard.” 

CSM Number 3, issued on December 3, 1917, 
as CSP 130, shows the early result of naval coopera- 
tion with the British Admiralty. Focused entirely on 
the matter of the compromise of codes and cipher, 
it provides naval radio officers with a compact guide 
for what not to do. It specifically addresses the ene- 
my’s ability to reconstruct codes and cipher from 
intercepted messages as a principal cause of com- 
promise. The list of four primary methods used by 
the enemy to reconstruct codes also clearly reflects 
the analytic capabilities used by the British in Room 
40 to attack enemy codes. These methods were: 

1. Direction finding 

2. Historical record of previous messages and 
obsolete codes 

3. Current intercept particularly with errors such 
as long messages, repeating the same message 
in code and plain language, [and] using two or 
more codes for the same message 

4. Comparison of ciphered or coded messages 
with literal translations 

The pamphlet closed with a warning about the 
enemy’s “large, scientifically organized, and efficient 
office, whose only duty is the breaking of codes and 
ciphers, and that code and cipher systems which 
may appear absolutely secure to a person not expert 
in such work may in the hands of the enemy’s cryp- 


tographers be comparatively simple.”* 


The Navy Cipher Box 


Willson’s grand achievement was a device 
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called the Navy Cipher Box (NCB), the first model 
of which (Mark I) was issued on June 12, 1917. A 
polyalphabetic system used for superencipherment, 
the NCB was a dramatic improvement compared to 
old naval enciphered codes. Essentially a strip cipher, 
the NCB shared the principles of the Jefferson cyl- 
inder cipher (the design of which was not found in 
the Library of Congress until 1922 and, thus, was 
unknown to Willson), the work of Etienne Bazer- 
ies, and the 1912-1916 work of Parker Hitt (which 
led to development of the US Army’s cylinder cipher 
M-94). The NCB was used to encipher messages 
coded with the new secret code, Navy Code A-1, 
the highest level of navy code. NCB Mark I could 
only work with Code A-1; Mark II, issued in August 
1918, worked with other newer navy codes. Care was 
taken not to use the NCB for older codes that may 
have been compromised. The Mark IT was manufac- 
tured by the American Multigraph Company; it built 
1,000 devices at a cost of just over $41,000 (approxi- 
mately $719,000 in 2021 dollars)** (see photo). 

The machine had an aluminum base with steel 
rails and a series of slides that carried celluloid-cov- 
ered paper strips on which were mixed alphabets. 
It fit in a case with two pockets, one of which was 
suited for a set of additional slides. The slides were 
inserted in a prescribed order given in the cipher 
setting for that crypto period. A movable window 
showed the initial position for the index; the index 
had to be moved after every five groups unless oth- 
erwise instructed. To encipher a codeword, letters 
were selected from top to bottom, following a bar 
on the left side of the device; the encipherment was 
selected from a different column at the right margin. 
New alphabets were issued as required; eight classes 
of ciphers were distributed for users based upon mis- 
sion and the codebook they used.” 


Evaluation of NCB 


Historical records indicate that the NCB 
received evaluation and assessment from many par- 
ties in late 1917 and early 1918. It is not clear if these 
records are referring to the Mark I or a prototype of 
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Russell Willson’s Navy Cipher Box on display at the Cryptologic Command Display, Pensacola, Florida. Courtesy 
Naval Cryptologic Veterans Association 


the Mark IT. Willson and Lieutenant Smith traveled 
to Riverbank Laboratories in December 1917 in 
conjunction with an assessment of the NCB Mark 


ed a solution and a page-and-a-half of feedback to 
the Office of Naval Operations two days later. The 
message was solved by one person in not more than 


II (see chapter 4).*° 
Riverbank received test messages generated by 
the NCB Mark I on January 17, 1918, and provid- 
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seven hours. One problem identified was that the 
message was enciphered with only one setting. Wil- 
liam Friedman was employed at Riverbank at this 


time and was likely the person who performed the 
analysis. Riverbank’s feedback suggested the use of 
all 26-possible settings would increase security. No 
impediment was seen to using any alphabet more 
than once in a message. Underlying codewords 
needed to differ by at least two letters, and adding 
more alphabets to the system could provide some 
safeguards.*” 

MI-8 also evaluated the device in February 
1918. In The American Black Chamber, Herbert 
Yardley described the NCB and noted that British 
cryptographers had pronounced the system “inde- 
cipherable.” But Yardley disagreed. Although the 
system was “most elaborate,” the messages given 
to Yardley were “readily solved” after he and sev- 
eral clerks compiled statistics that required 1,300 
pages and 650,000 entries. Yardley claimed this was 
proof that the navy was “still controlled by amateur 
cryptographers” and insisted that their subsequent 
changes to the device showed that they knew very 
little about cryptography.* 

Fleet Paymaster John E. A. Brown of the Royal 
Navy’s Signal Division made a long assessment of 
the NCB, submitting a memorandum on Febru- 
ary 21, 1918. While Brown noted that no systems 
of this type could be entirely secure, he determined 
the NCB would likely prevent real-time exploita- 
tion of messages. And he saw several advantages in 
Willson’s system, including that it was simple to use 
and there was little risk of error. Brown made about 
a dozen suggestions for improvement.” Brown's 
report was forwarded to the secretary of the navy by 
Admiral Sims, who said it reflected the Admiralty’s 
discussion on the subject.°° 

An undated memo for the director of Naval 
Communications from OP-58-B (the Code and 
Signal Section) extracts a letter from Lieutenant C. 
A. Russell, expressing the Admiralty’s discontent 
with other US Navy cryptographic systems. Russell 
reported that 

the Admiralty do not think much of our 

Code B-1 and say it could be very easily 

broken and is not constructed in a way to 
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make compromise difficult by one familiar 
with the breaking of codes. They refer to the 
four-letter groups in regular sequence and 
have got the people in this office thinking 
their way. They seem to dislike entirely the 
regular differential and form used in our 
codes. When they see the Mark II box this 
idea may change but of course the box does 

not handle the Code B. 1 will give all the 

reasons I know to uphold our reputation.” 

On the same day as Fleet Paymaster Brown's 
report, Lieutenant F. W. Pennoyer, Jr., on the USS 
Alabama (BB-8), the flagship of Division One, Bat- 
tleship Force One of the Atlantic Reserve Fleet, sent 
the secretary of the navy a method for breaking the 
NCB Mark I cipher. His method presumed that the 
enemy had both a codebook and the device with its 
accompanying alphabet strips.” 

The NCB Mark II was a successful device, 
used by the navy for decades. It was reliable, fast, 
and secure. The State Department also used the 
machine; the NCB Mark II, along with a navy team 
to operate it, went with President Woodrow Wilson 
in 1919 to the Paris Peace Conference. Wilson was 
so delighted by the device that he was given his own 
cipher and often operated the machine.™ 


Cryptanalysis—The Navy’s 
Relationship with the Military 
Intelligence Division 


Available primary sources present an incom- 
plete narrative of the navy’s attempt to establish 
a section to break codes and ciphers sometime in 
1917 or early 1918. Captain Laurance Safford, who 
formed the navy’s Research Desk in 1924, claimed 
that the service “attempted no cryptanalytic work 
during the war.”** Captain J. S. Holtwick, Jr., in his 
history of the Naval Security Group, stated that 
while there were cryptologic activities in the navy 
prior to 1924, “on the cryptanalytic side, these are 
difficult to trace, or to document much more than 
with fragmentary information,” a circumstance he 
attributed to documents not being saved to protect 
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sources as “such activities against communications 
of other governments were considered by many to 
be illegal, or, if legal, at least immoral.”*° The late 
British author Patrick Beesly claimed that the US 
Navy was unsuccessful in setting up a unit and that 
they willingly turned it over to MI-8, “a clear indica- 
tion of how hopeless they thought the task was.”°° 

Early in 1918, the ONI set up a secret ink labo- 
ratory at 1710 New York Avenue, NW, in Wash- 
ington, DC, but the newly commissioned ensign 
in charge had a civilian career in the study of fin- 
gerprints, rather than inks. In September 1918, the 
navy sent its equipment and supplies to the Military 
Intelligence Division (MID) laboratory in Wash- 
ington.*’ Whether it had “peremptorily been ordered 
to relinquish” this work to MI-8 or did it voluntarily 
is unknown.** In The American Black Chamber, Yard- 
ley quotes an undated letter from the director of the 
ONI to the naval attaché in London that the ONI 
had “turned over to the Military Intelligence Branch 
all the work along the lines of breaking enemy cipher 
and code messages.”°? 

The navy, well aware of the work of the British 
Admiralty’s Room 40 thanks to the efforts of Admi- 
ral Sims, may have been trying to create a similar 
organization in the United States. Unfortunately, 
without an existing pool of cryptanalytic talent or 
the organizational skills of Ralph Van Deman, the 
navy could not build a competent workforce. The 
navy’s official opinion on the concept of a combined 
cipher bureau is not known; lacking a cryptana- 
lytic workforce, the navy became a customer of the 
pooled talent in MI-8. 

Whatever the reason for the navy’s initial reluc- 
tance to send material to MI-8, by early 1918 they 
were sending at least some information, and MI-8 
was providing decryption and translation service to 
the ONI. This work at first consisted of messages 
intercepted at Otter Cliffs from the German radio 
station at Nauen.® Sometime during the last week 
of June 1918, a Lieutenant Elkins of the ONI vis- 
ited MI-8; he then requested permission to send all 
cipher and code matter from ONI to MI-8. This 
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request was likely the result of Van Deman’s deter- 
mination that MI-8 and the ONI should work 
together on the code and cipher messages transmit- 
ted by the station at Nauen (see chapter 2). In July 
1918, as a result of Elkins’s visit, Chief Yeoman H. E. 
Burt of the Naval Reserve, who worked in the ONI, 
was sent to MI-8 as a liaison officer.*t Whether Burt 
actually broke codes and ciphers or acted entirely as 
a liaison is unknown. Yardley claimed that the “Navy 
Cryptographic Bureau” was abandoned at this time 
and all the secret ink equipment turned over to 
MI-8.° 

Sometime in the fall of 1918, Burt assessed the 
work of MI-8 and recommended that a “nucleus 
staff of expert and experienced cryptographers be 
maintained by the Navy” so that they could under- 
stand the weaknesses of various codes and ciphers to 
improve naval cryptography, be the core of a deci- 
pherment effort in wartime, and make it possible for 
the navy to decipher enemy naval messages (instead 
of relying on other organizations). Burt also recom- 
mended that three naval officers be trained at River- 
bank and MI-8.% 

In 1924, when Safford was working to firmly 
establish the navy’s Research Desk as a cryptologic 
organization, he went in search of Burt’s wartime 
documentation. Looking for files, which the Code 
and Signal Section supposedly deposited with the 
ONI in 1918, Safford found only one note from 
Chief Yeoman Burt and recorded, “ONI knows 
nothing about this and can't find anything—but 
they have no record of ever seeing any of it. Histori- 
cal files and Secret files have no record of it. Miss 


Meyer may know.”** 


Otter Cliffs Radio Station 


Alessandro Fabbri (see sidebar), a wealthy New 
York radio amateur, was eager to serve his country. 
He first tried to join the Army Signal Corps but 
received no offer. Just two weeks after the decla- 
ration of war, he travelled to the headquarters of 
the First Naval District in Boston; they were very 
interested in having a boat he was building. Fab- 


e Alessandro Fabbri 


Alessandro “Sandro” Fabbri was born in New York City 
on May 21, 1877, the third son of a wealthy Italian, Ernest G. 
Fabbri, and his American wife, Sara Randall. The family had 
estates in New York, Paris, Rome, and Bar Harbor, Maine. 
His brother, Ernesto, married a granddaughter of William 
H. Vanderbilt. Sandro, who never married, was interested 
in literature and science and worked as a research associate 
in physiology at the American Museum of Natural History. 
He also had an affiliation with the Rockefeller Institute. In 
1912, while at the institute, he used high-power magnifica- 
tion and time-lapse photography to create motion pictures of 
the growth of chicken heart cells to assist the work of French 
Nobel laureate Alexis Carrel. On his 1910 passport applica- 
tion, he listed his occupation as “capitalist.” 
Fabbri had both an amateur radio operator license and 
a station license with the call sign 1AJ. Using his technical 
expertise, political connections, and estate at Otter Cliffs, 
Maine, he became a pioneer in US Navy radio intelligence 
collection. Fabbri was commissioned as an ensign and subse- 
quently promoted to lieutenant junior grade on June 22, 1918. 
He received the Distinguished Service Medal and the Navy 
Cross for his work at the US Navy radio station at Otter Cliffs. 
At the age of 44, Fabbri fell ill while duck hunting off the 
coast of Long Island. He developed pneumonia and died three 
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ar ci _. 
Fabbri in May 1919. Courtesy of the Photo 
Archives, Naval History and Heritage 
Command 


days later on February 6, 1922. He is buried in the Vanderbilt Private Section adjacent to Moravian Cemetery 
on Staten Island, New York, in the family plot of his sister-in-law, Edith Shepard Fabbri. 


Sources 
Ancestry.com. Vital records. Accessed August 4, 2018. 


Brucia, Margaret A. “Alessandro Fabbri, the Rockefeller Institute & The Immortal Chicken Heart.” Gotham: 
A Blog for Scholars of New York City History, September 5, 2017, https://www.gothamcenter.org/blog/ 
alessandro-fabbri-the-rockefeller-institute-amp-the-immortal-chicken-heart. 

The Acadian, January 21, 1972. National Archives and Records Administration, Boston, Record Group 181, 
Records of Naval Districts and Shore Establishments, Naval Security Group Activity Winter Harbor, 


Historical Information 1917-2002, Box 1. 


bri offered the boat and himself, detailing his radio 
experience. He knew that he was able to intercept 
European high-power radio stations from his home 
on Mount Desert Island in Maine and thought the 


navy would be interested. At some point, the navy 
asked him to be part of a chain of radio stations to 
be built along the coast of Maine; on May 20, 1917, 
Fabbri was instructed to build an “efficient radio sta- 
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tion” in Bar Harbor and told that he would be put 
in charge. After a visit to Fabbri’s land on May 26, 
navy officials assessed the site to be “excellent” from 
a radio point of view. Fabbri immediately leased a 
nearby house and started improvements to the land 
and the house. He also ordered radio equipment.” 

By June 12, Fabbri began to worry about the 
expense he was incurring, as the navy had not been 
in touch. Then he learned the station had been dis- 
approved. But Fabbri had an old personal friend 
named Franklin Roosevelt, the assistant secretary of 
the navy. Even with Roosevelt’s intervention, and a 
visit to see Secretary of the Navy Josephus Daniels, 
things moved slowly. Daniels was willing to com- 
mission Fabbri but not to put him in charge of the 
station he was building. After many months, Fab- 
bri was commissioned as an ensign in the US Naval 
Reserves and ordered to command the radio station 
he had built.°” 

Otter Cliffs station was finally authorized on 
August 27,1917 (see photo). The station began 
operations the next day, with a ceremony at noon 
kicked off by a signal from the navy radio station 
at Arlington, Virginia, the raising of the flag, and 
a bugler playing “The Star-Spangled Banner.”°’ On 
that first day, the station—manned by four opera- 
tors, a gunner’s mate, a chief electrician, 10 guards, 
a cook, and a mess attendant—did 17,900 words 
of business. The station became an official part of 
the navy’s transatlantic service in early 1918, tak- 
ing responsibility for nearly all the communications 
with Europe that had previously been handled by 
the navy stations at Belmar, New Jersey, and Cha- 
tham, Massachusetts. Transatlantic radio communi- 
cations took some of the burden off the submarine 
cables and was an important backup to those cables, 
which were often threatened by German subma- 
rines.© Indeed, on June 4, 1918, two transatlantic 
cables were severed just east of Sandy Hook, New 
Jersey.” 

Incoming traffic was automatically relayed to 
Washington, where the messages were copied.” All 
messages from receiving stations at Otter Cliffs, 
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Chatham, and Belmar came into the 10th floor of 
the Southern Building (an office building one block 
from the White House) by August 1, 1918. Mes- 
sages for transmission to Europe came to Washing- 
ton and then were sent out via lines to transmitting 
stations at Annapolis, Maryland; New Brunswick 
and Tuckerton, New Jersey; and Sayville, New York. 
Due to Otter Cliffs’ efficiency, the navy was able to 
close the Chatham station and move the personnel 
to Otter Cliffs.” 

Life in Bar Harbor was idyllic compared to 
that experienced by other cryptologists at home and 
abroad. The sailors slept in quarters in a nice build- 
ing; there were cooks, so they did not have to fend for 
themselves or eat on the local economy; the climate 
was to their liking; and there were many recreational 
opportunities. It is no wonder that many of the men 
looked back on their time at the station with great 
fondness: “The thunder of the waves is in our ears 
and the tang of the sea air, plainly salty, is in our lungs. 
Beautiful forests cloak the huge hills that tower above 
us to the North and West. From Schooner Head to 
the Lookout, a most magnificent seashore, huge tum- 
bled masses of granite carved in fantastic forms by the 
surf. What a paradise for a camera.”” 


Work with Allies 


In June 1917, an Anglo-French team of experts 
arrived in New York to consult with the military. 
This visit established a network of transnational sci- 
entific liaisons, some of which continued after the 
war.’* Lieutenant Maurice Paternot, a naval wireless 
expert, was part of that delegation, as was Corpo- 
ral Leon Deloy.” Paternot spent much of the war 
on the French High Commission in Washington in 
the Department of Franco-American War Coop- 
eration, and in that role he consulted with the navy 
and visited the station at Otter Cliffs multiple times 
in 1918. Paternot also maintained a correspondence 
with Fabbri. The British sent a Major Cheesman, 
also a radio expert, who stopped by Otter Cliffs for 
two days while en route from Washington to New- 
foundland, but little is known about his visit.” 
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Commissioning ceremony for Otter Cliffs station, August 28, 1917. Chief Electrician Raymond Cole is behind flag - 
pole. To the right of him are, left to right: Ensign W. G. Richardson, Ensign E. A. Gallatin, Ensign Ralph Kingsley, 
and Ensign Alessandro Fabbri. Courtesy of the Naval History and Heritage Command. NH 91201, Otter Cliffs Naval 
Radio Station, Bar Harbor, Maine. Photo Archives Naval History and Heritage Command 


In his collection of memories about World War I 
service at Otter Cliffs, navy radio operator Harold W. 
Castner recounted an undocumented version of Pater- 
not’s capture by the Germans and subsequent escape. 
Paternot was later placed in charge of all French radio 
communication.” In 1917, Paternot established the 
high-power radio station at Lyon and was concerned 
with transatlantic communications. He brought his 
assistant Deloy with him to the United States.” 


Fabbri, who spoke fluent French, and Paternot 
became close, though the French officer’s uniform 
and mannerisms were a source of amusement to 
the young radio operators.” But the relationship 
between Fabbri and Paternot was not focused on the 
collection of intelligence. Both the French and the 
Americans were concerned about the potential for 
the Germans to jam transatlantic radio communica- 
tions, and Paternot had deep discussions with the 
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radio pioneer Dr. Ernst F. Alexanderson about his 
“barrage receiver,” one of which would be installed 
at Otter Cliffs.*° Dr. A. Hoyt Taylor, the founder of 
naval radar, was put in charge of the Marconi sta- 
tion at Belmar during WWI. He later remembered 
that the French believed that the amplifier they had 
brought with them would solve all of the navy’s 
transatlantic radio reception problems. According 
to Taylor, Paternot “finally threw up his hands and 
said they never realized what static was until they 
came to this country; they had nothing like it in 
Europe.” Taylor noted that the static was dependent 
on latitude, and that Otter Cliffs had much lower 
instances than New Jersey and was more similar to 
what was expected in Europe at the time.” 

Otter Cliffs’s signals environment made it a 
good place to test new equipment, and a major tech- 
nological advance in signals collection was made 
there during the war. General Electric’s Charles A. 
Hoxie developed a high-speed photographic tele- 
graphic recorder that was tested and used at the sta- 
tion. The recorder was meant for high-speed recep- 
tion of radio telegraph signals; it photographically 
recorded, on a paper tape, at a speed of up to 400 
words per minute, even through moderate static and 
other interference. Normally an expert operator was 
able to receive 35 words a minute if atmospheric 
conditions were good; the men at Otter Cliffs usu- 
ally averaged 15 or 20 words per minute. German 
communications between Nauen and Madrid were 
automated to operate at 400 words per minute, far 
beyond the capabilities of even an expert opera- 
tor. With Hoxie’s recorder it took just three min- 
utes between receipt of a signal and production of 
a printed copy of the message; the messages could 
then be transcribed at leisure.*” 


Radio Intelligence at Otter Cliffs 


This lack of static not only made Otter Cliffs 
a successful naval communications site, it made the 
location ideal for radio intelligence. For in addition 
to transmitting and receiving official navy commu- 
nications, Otter Cliffs monitored the German radio 
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broadcasts from Nauen and Eilvese in Germany, 24 
hours a day, with operators working at special posi- 
tions on the second floor.* It is important to note 
that up until this time there was very little difference 
made between a station that received radio messages 
and an intercept station; in many circumstances, the 
first intercept operations were conducted by radio 
operators during their down time—when they were 
not sending or receiving official traffic. The separa- 
tion of these duties would be an outgrowth of World 
War I. Otter Cliffs both intercepted adversarial com- 
munications and received official navy radio traffic. 
The station had “phenomenal” range and could 
hear stations from the Great Lakes to the West 
Indies. When a long wave receiver was installed in 
December 1917, the operators took advantage of the 
new technology and began to “listen in” during their 
spare time and “found that we were copying the pow- 
erful trans-Atlantic station at Nauen, Germany.” 
Even then, the men knew that the Nauen mes- 
sages (called POZ code messages because POZ was 
Nauen’s call sign) “really don't count.”* The Naval 
Communications Service was not interested in the 
intercept, telling the station that they did not want 
a copy of the daily Nauen press that the opera- 
tors were duly intercepting and transcribing.** But 
the men were fascinated and persisted, particularly 
when there were changes in the character of the 
broadcast. Many decades later, Castner remembered 
that Nauen sent a great deal of propaganda on two 
wave lengths: 15,000 meters (long wave) and 12,000 
meters (shortwave). He recounted: 
They sent two long, five-figure code mes- 
sages. These were without address and 
were incorporated into the regular sched- 
ule. The first day it was copied as a regular 
part of the schedule, but on the following 
day, with an entirely new press report, these 
were repeated again. I recall that they were 
sent over and over again, day after day as 
many as 30 times. It became monotonous, 
and, in fact, I even got so that I knew every 
group of figures almost by heart. From time 


to time we inquired of Washington if they 
knew what these were all about. We were 
assured that they were in the proper hands 
and that it was probable that they had been 
de-coded and the information noted. We 
were told, however, to watch them every day 
and be alert, in case any group of figures was 
changed from the previous transmission.*” 

Castner believed that these messages were the 
High German code that Yardley referenced in The 
American Black Chamber, which were sent in Janu- 
ary and February 1918 and were intended for the 
Mexican station at Chapultepec. The messages were 
not heard again.** See part four, chapter 11, for more 
discussion of these messages.*” 

Another sort of message that Castner remem- 
bered were those he termed “Aumlaut” (umlaut) 
code messages—composed entirely of four letters 
that had umlauts—encountered on a naval scout- 
ing frequency of 4,000 meters.” The station execu- 
tive contacted the director of Naval Communica- 
tions about the code; the men were apprised that 
Washington was “very excited” and that they should 
“abandon all work (on Nauen) to get that code.” The 
messages were sent, Castner learned later, to MI-8. 
Years later, Admiral Stanford C. Hooper let slip to 
Castner that these were instructions to small sub- 
marines concerning supply rendezvous with larger 
submarines that led to a capture of five small sub- 
marines and two oceangoing subs “all tied together 
with portable gangplanks and helpless to submerge 
or defend themselves with destroyers all around 
them.””? Unfortunately, it has been impossible so 
far to link this story with any documented incident 
connected to the US Navy.” A mid-June 1918 MI-8 
report does mention “German four-letter accented 
messages” and the attribution to German subma- 
rines came from the Italian Naval Cipher Bureau 
via the US military attaché in Rome. The French 
Cipher Bureau reported that the encipherment 
changed every week; they, as well as the Italians, had 
abandoned attack on this cipher. If the messages 
were for submarines in European waters, MI-8 was 
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waiting for some explanation of why the frequency 
was reportedly at 12,600 meters (although Castner 
remembered them being at 4,000 meters).”? Both 
the navy and MID queried the AEF as to wheth- 
er they were working on these messages; Major 
Frank Moorman’ reply, sent above General Persh- 
ing’s signature, was that though the AEF collected 
these German messages and sent the collection to 
the navy, the G2A6 did not conduct cryptanalysis 
on what they collected. Moorman had been told 
(possibly by the Italians) that the letters “represent 
Greek letters used by Germans for the purpose of 
extending their alphabet” and involved messages to 
submarines.” 

Many decades later, the operators remained 
proud of two particular messages from Nauen. The 
first, sent on October 12, 1918, concerned Ger- 
many’s agreement to meet Wilson's peace terms. 
The second, sent on November 10, 1918, covered 
the signing of the Armistice. The October mes- 
sage sparked the rivalry between the army and navy 
that is discussed in both chapter 7 and chapter 11. 
The Armistice message—for Otter Creek, a point 
of pride in being the first station to receive official 
word in the United States—actually was not a cryp- 
tologic success.” See chapter 11 for details on these 
events. 


College of the City of New York 


Many colleges and universities were involved 
in training men for some aspect of military service. 
Most notably, Harvard University set up a radio 
school that trained navy radiomen. But the only 
program with a documented signals intelligence 
connection is a radio training program at the Col- 
lege of the City of New York, where the college’s 
radio station provided intercepted radio traffic to 
the navy and the MID in late 1917. 

By June 1917, the college had a radio station, 
constructed by the navy and staffed by naval radio 
operators, for the purpose of listening-in on for- 
eign radio broadcasts (see photo).” The school also 
began, in September 1917, a special course in radio 


123 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


The College of the City of New York. Radio antennas connected with the Department of Electrical Engineering, 
which trained members of the Signal Corps and the navy. The radio station at the college conducted intercept for 
the navy in at least 1917. National Archives and Records Administration College Park, Record Group 111, Records 
of the Chief Signal Officer, Photographic Collection, 111-SC-56004 


telegraphy “and other methods of electrical com- 
munication” on behalf of the Signal Corps. Detach- 
ments of signal men, quartered in college buildings, 
attended for a few months at a time. Additionally, 
six detachments of naval men attended the school 
for advanced work in radio. The City College course 
was a follow-on for trainees from the Harvard radio 
school; it also trained existing naval radio operators 
who were serving in the Atlantic Fleet. In total, the 
school trained 1,127 men from the army and 221 
from the navy. Captain Charles J. Mendelsohn of 
the MID taught some of the classes. Training units 
were demobilized in December 1918.” 
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The college’s shortwave radio station was in the 
bell tower of Main Building (now known as Shepard 
Hall). While the primary purpose of the station was 
training, operators would have used the equipment 
to discover any signals that might be audible. On 
December 13, 1917, a cipher message transmitted by 
the German high-power radio station at Nauen was 
heard, and transcribed, by the college’s listening-in 
station. The message went to the Naval Communi- 
cations Service, which sent a copy to the MID for 
analysis.”* By early January, the City College station 
was formally tasked by the navy to intercept signals 
from Nauen.” 


The actual cipher message was not retained in 
the MID files. No other evidence of City College 
intercept has been located to date by the author, and 
it is not known how long this effort continued. 


Conclusions 


The enormity, and the necessity, of the code- 
making task occupied the personnel with crypto- 
logic skill. Given the general shortage of cryptologic 
talent and the huge demands put on the Code and 
Signal Section, it is not surprising that the navy 
relied on others to handle cryptanalytic functions. 

As for the Otter Cliffs radio site, it was com- 
pletely successful. The station received the Navy 
Cross for its work during the war. Negotiations for 
purchasing the land and additional acreage began in 
late 1918. The site continued to expand and gained 
a marine guard and an electrified fence. A new 
transmitting station was constructed nearby late in 
1918 and two new 220-foot wooden antenna masts 
were planned.'” 

Otter Cliffs was in need of improvements in the 
1930s at the time John D. Rockefeller was making 
improvements to the adjacent Acadia National Park. 
The navy, with the help of the Interior Department 
and Rockefeller, moved the radio station to Big 
Moose Island at the tip of the Schoodic Peninsula, 
about five miles away from the original Otter Cliffs 
station. The new site opened on February 28, 1935, 
as the US Navy Radio and Direction Finding Station 
Winter Harbor. The facility changed names several 
times, but on June 9, 1958, it became Naval Group 
Security Activity (NGSA) Winter Harbor. NGSA 
Winter Harbor closed in 2002; it was the only US 
signals collection facility that began in World War 
I that continued operation past 1920. Some traces 
of the original site remain within Acadia National 
Park, including a monument to Alessandro Fabbri. 
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CHAPTER / 
Army Versus Navy in Maine 


he cryptologic relationship between the 
US Army and US Navy was more often 
strained than cooperative. In the fall of 
1917, one of the young officers in train- 
ing at MI-8 (the army’s cryptologic organization), 
John A. Graham, was sent to the Navy Department 
and decades later remembered: 
Here in Washington I suffered one of my 
great disillusionments which made Pearl 
Harbor conditions no surprise to me. As an 
officer from civilian life, I naively believed 
that we were all in the war together. I dis- 
covered that the Army and Navy depart- 
ments did not share this belief. One morn- 
ing, armed with proper credentials from the 
head of Army Intelligence I called at the 
Navy Department to request on behalf of 
the Army certain information which we had 
reason to believe the Navy had. The naval 
officer, who received me very courteously 
but firmly, refused, for reasons which he said 
he could not divulge, to share their informa- 
tion on the subject with the Army. Right 
there on the spot was born my enthusiasm 
for unified military command.' 
Still, as noted in chapter 6, by the beginning of 
1918, the navy sometimes sent coded or ciphered mes- 
sages intercepted by their Otter Cliffs facility in Maine, 


other navy radio stations, or ships at sea to MI-8 for 
analysis. In June 1918, the navy sent a liaison officer to 
work in MI-8. But there was still conflict ahead. 

The Otter Cliffs station, although not originally 
intended as a radio intelligence collection station, 
did intercept messages from the German station at 
Nauen. Otter Cliffs was a robust effort, a transatlan- 
tic naval radio station that did significant experimen- 
tal work, in which the navy had invested $80,000 by 
the time of the Armistice (slightly more than $1.4 
million in 2021 dollars).* (See photo.) 

An operator at Otter Cliffs, Herbert C. Hov- 
enden, remembered that on the evening of October 
6, 1918, four operators were covering Nauen when 
Nauen started transmitting in English. Sensing the 
importance of the message, they summoned Execu- 
tive Officer Raymond Cole, who read over Hoven- 
den’s shoulder, tore the intercept off the machine, and 
ran down the stairs to telegraph the information to 
Washington. When he returned, he grabbed more of 
the intercept and quickly sent it off. On Cole’s return, 
he told Hovenden that a direct wire to Washington 
was being held open for the remainder of the mes- 
sage.’ The precise details of this message are not clear, 
but Hovenden believed it was a proposed armistice. 

Then, on October 12, Otter Cliffs copied anoth- 
er message from Nauen that is said to have been 
the German reply to President Woodrow Wilson's 
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Operators, Otter Cliffs Naval Radio Station, March 1919. National Archives and Records 
Administration, Boston, Record Group 181, Records of Naval Districts and Shore Estab- 
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offer for a “permanent peace of justice,” which he 
had made in a speech on January 8, 1918. The mes- 
sage was signed by Dr. Wilhelm Soif, the German 
foreign minister. Otter Cliffs started sending the 
text through to Washington while the message was 
in progress, beating out a similar message that had 
been sent via cable.* 

The army’s Military Intelligence Division 
(MID) got word of the October 12 message con- 
taining the German offer. MID took the news to 
Wilson, scooping the navy and getting credit for 
obtaining information. Rupert Hughes, the head of 
MI-10 (the MID’s Radio Intelligence Section), later 
dramatically recounted the story: 

A curious thing happened on a holiday, 

Columbus Day, October 12, 1918. President 

Wilson had gone to New York to speak at 

a public banquet. The military intelligence 

offices were closed. Only a few were in our 

office, only one at the Navy Intelligence. 

Pressure of work brought me down to my 

desk. A telephone message came from a 

lone officer at the Naval Intelligence. A 

strange radio message had come through 

the ether purporting to be from somebody 

in Germany and signed by the unfamiliar 

name of Soif. He was the state secretary of 

the German Foreign Office and he called 
across the world to President Wilson a will- 
ingness to accept the terms proposed long 
ago by Wilson. 

I rushed with this message to General 

Churchill, who was also at his desk. What 

to do? How to get this secretly to Presi- 

dent Wilson? After much debate, General 

Churchill called Delmonico’s restaurant in 

New York on the telephone and had Wil- 

sons secretary, Tumulty, called. Taking all 

precautions against being overheard, Gen- 
eral Churchill repeated Soif’s ratio message 
and ‘Tumulty conveyed it to Wilson. 

The next morning I went very early 
to the naval intelligence office myself in 


CHAPTER 7 


the hope of picking up another plum. The 

sheepish officers informed me that I had 

already raised enough hell and Secretary 

Daniels was roaring like a lion over having 

such a scoop picked out of the Navy’s hands 

by the Army. Henceforth we were to get no 

more tips.° 

While earlier in Hughes’s account he attributes 
the collection to the army station at Houlton, Maine, 
the intercept actually came from Otter Cliffs. The 
army’s motives for cutting the navy out of the pro- 
cess are unclear. 

Shortly after this event, the MID moved quickly 
to establish an army intercept station in Maine. By 
the end of October (two weeks after the navy’s inter- 
cept of the message), arrangements had been made 
for MI-10 to occupy a site at Houlton. Intercept 
began on November 11. The navy’s objections to the 
Houlton facility came fast and furious (see chapter 
5). Without knowing the Hughes story, these objec- 
tions seem inexplicable and the official documents 
provide no rationale for the navy’s behavior. The 
navy’s indignation and the subsequent long argu- 
ment over the army’s effort at Houlton only make 
sense within the context of the MID’s scooping of 
navy intelligence. 

The army was at a disadvantage in the transat- 
lantic radio intercept battle, for the navy had put a 
decade or more of strategic thought into radio work 
and enjoyed greater political influence. Still, both 
the Houlton and Otter Cliffs stations made prog- 
ress in radio experiments and direction finding that 
would benefit future intercept operations, and both 
stations made important contributions to the field 
of radio intelligence. 

Harold W. Castner, an operator at Otter Cliffs, 
would later write of the station at Houlton: 

I suppose it is quite natural that all branch- 

es of the Service, strive to produce results 

with the hope that it will bring credit to 

that particular Service. It might have been 
expected that the Army Communications, 
such as the Signal Corps and others, would 
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be attracted to the possible glory of efficient 
Trans-Atlantic Communication. 

At all events the Army did establish 
some kind of a receiving station at Houlton, 
Maine. I have no doubt but what reception 
was good and that it might have been of 
some assistance to the government in these 
communications, but we always felt that 
their hope was to exceed the results of the 
Navy, and even that much concern was had 
over beating us. 

We received several official letters and 
even copies of various schedules, but they 
indicated that they were simply making a 
comparison of their copy with Bar Har- 
bor. To this day I think it was an earnest 
endeavor to be of service, but I do feel that 
the Army personnel entertained a hope of 
showing the Navy something. They had 
able direction and capable operators, but 
one thing is certain. They did not enjoy the 
direction of a commanding officer of the 
caliber of Mr. Fabbri, whose dynamic per- 
sonality and profound executive ability was 
equal to any situation, which was so aptly 
illustrated by his accomplishments. Very 
little was heard of the Houlton station and 
they found it impossible to even offer sec- 
ond-rate competition to us, although it may 
have been possible for them to make a com- 
plete copy of POZ [Nauen call sign]. My 
reaction to this would be: Who couldn't— 
except Belmar? ® 


Some sort of accord was reached between the 
services, although the details are not clear and may 
not have been documented. Houlton resumed a 
radio intelligence mission on April 20, 1919. How- 
ever, when the original group of enlisted men was 
demobilized in August of that year, the station lost 
much of its ability to perform its mission. The army 
was largely unsuccessful in recruiting suitable inter- 
cept operators to run the station. Logistics became 
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increasingly difficult. When the lease on the farm- 
house expired in the summer of 1920, the effort was 
abandoned. 

Otter Cliffs, in contrast, continued operations 
until 1933 and was only decommissioned because 
the land was donated to the National Park Service’s 
new Acadia National Park. Operations were moved 
to nearby Winter Harbor Station—later known 
as Naval Security Group Activity Winter Harbor. 
That site was decommissioned in 2002 and the land 
transferred to the National Park Service. 
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CONCLUSION TO PART TWO 


here was not time to fully coordinate 

cryptologic work on the home front. 

Both the War Department’s Military 

Intelligence Division (MID) and the US 
Navy used civilian organizations to help them get up 
to speed in the new discipline of cryptology. Both 
the MID and the navy scrambled to acquire people 
known to have the correct skill set or who might 
have the aptitude to become codebreakers. 

Locating and training the right people took far 
longer than expected. The MID’s MI-8 section was 
not properly staffed for codebreaking and cipher 
breaking (cryptanalysis) until August or September 
1918. The overwhelming burden of codemaking and 
cipher making (cryptographic) tasks sank the navy’s 
attempts to conduct its own cryptanalysis; the navy 
eventually allowed MI-8 to become a clearinghouse 
for cryptanalytic work. 

A desire to establish a combined cipher 
bureau—driven largely by the State Department and 
by George Fabyan, each for their own purposes— 
was an idea ahead of its time. While some organiza- 
tions were quick to cooperate, all parties eventually 
acknowledged that there was mutual benefit in join- 
ing forces. However, the MID and navy had collec- 
tion interests that remained at cross-purposes, which 
led to significant conflict in late 1918 and well into 
the postwar period. 


The material against which the cryptologists 
worked differed substantially from the source mate- 
rial of later organizations. While there was radio 
intelligence collection from both MI-10E and the 
navy radio station at Otter Cliffs, Maine, the bulk 
of the material that had to be decrypted came from 
material collected through censorship and human 
means. There was little specific tasking of resourc- 
es; material arrived, almost unbidden. This flow of 
information, without an established system of task- 
ing or prioritization, hindered operations for MI-8, 
if not others. 

Operations on the home front occasionally 
interacted with the organizations overseas. The 
MID sometimes tried to support American Expedi- 
tionary Forces (AEF) analytic efforts but primarily 
provided staffing assistance. The war ended before a 
regular pipeline of trained personnel could be estab- 
lished. Cryptologic efforts on the home front and 
the Western Front operated independently and were 
very loosely interlocked. 

Big personalities drove the operations in lieu of 
existing policies and structures. Leland Harrison, 
George Fabyan, Ralph Van Deman, Herbert Yardley, 
John Manly, Carl Kinsley, and Russell Willson were 
strong-minded and determined individuals. The 
patriotism of these leaders and the urgency of the 
war won out over any personal desire for control of a 
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cryptologic enterprise. When Van Deman, who had 
kept various relationships with organization leaders 
alive despite differences of opinion, left the MID in 
the summer of 1918, cooperation suffered, particu- 
larly between MID and Riverbank Laboratories. 

After the war, the work of the navy and MI- 
10E received less attention than the work of River- 
bank and MI-8; this was largely due to the writing 
and postwar influence of both Yardley and William 
Friedman. Trading on his wartime success, Yard- 
ley, under the auspices of the MID and the State 
Department, was able to establish his New York 
cipher bureau in the 1920s. Yardley’s Black Cham- 
ber, while not a true combined government cipher 
department (the army, navy, and Department of the 
Treasury had independent efforts), satisfied some of 
the postwar need for a central code and cipher ser- 
vice. Similarly, wartime efforts led to continued, if 
sometimes sporadic, collection of radio intelligence 
from US-based stations specifically designated for 
that purpose and set a precedent for radio collection 
efforts from the late 1930s onward. 
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and Operations in France 


SM.48.354.2 sae 


Montsec, early 1919. This hill, held by the Germans, overlooked American positions 
along the southern side of the St. Mihiel salient. Digitization courtesy of Meuse- 
Argonne.com. National Archives and Records Administration, College Park, Record 
Group 120, Records of the American Expeditionary Forces, RG 120-G. Photographs 
taken by the “Griffin Group” of areas occupied by American troops during World 
War | combat operations, 1918-1919. 120-G-1-SM-48-26 


he United States entered World War I not just by hard work but through substantial con- 
with minimal experience in radio intel- tributions of hardware and experience gained from 
ligence and cryptologic work. Between their British and French allies. By the end of the war, 
mid-1917 and the Armistice in Novem- more than 500 men were operating a complex, cross- 
ber 1918, the American Expeditionary Forces (AEF) organizational collection, analysis, and reporting 
built up a creditable radio intelligence operation— effort. They had established operational techniques 
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that would influence the future of American signals 
intelligence efforts. 

In November 1918, newly promoted Captain 
Charles H. Matz (see chapter 8), the radio intel- 
ligence officer for the First Army, declared: “This 
source of information, practically unthought-of 
before the war, has been developed to such an extent 
that, at the close of hostilities, it constituted one of 
the main branches of intelligence.” He was speak- 
ing, of course, of radio intelligence. The AEF col- 
lected and processed huge volumes of radio and 
other communications traffic, leading to the devel- 
opment of an efficient system of breaking codes and 
ciphers and using direction-finding results. The type 
and quantity of reporting evolved over time. 

It is impossible to stress too strongly how much 
of an integrated, matrix-managed operation the 
AEF had in France. While there were three differ- 
ent sections, commanded by three individuals, the 
Signal Corps Radio Section did the bidding of the 
Radio Intelligence Section (G2A6). The G2A6 
chief handled issues relating to the collection facili- 
ties, particularly when other organizations were 
involved.” 

Collection systems, operated by the Signal 
Corps, were managed by officers from the G2A6. 
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These officers in turn were subordinate both to the 
G2 and to the AEF’s First and Second Armies. The 
evolving work had many masters and was accom- 
plished by juggling priorities across multiple bound- 
aries of military command. There was also a small 
but efficient effort to develop codes for American 
use and to distribute them across the AEF. 

Part three addresses the work of three organiza- 
tions: the Radio Intelligence Section (G2A6) of the 
AEF General Staff (chapter 8), the Code Compila- 
tion Section of the Signal Corps (chapter 9), and 
the Radio Section of the Signal Corps (chapter 10). 
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Quick Guide to American Areas of 
Operation in France 
Discussed in Part Three 


n the official records, “sector” is used in sev- 
eral different ways. It describes a general geo- 
graphical area under military control or a spe- 
cific, defined part of the front line. 

The American Expeditionary Forces (AEF) 
primarily occupied the Lorraine Front (see map), 
although they also were active in other regions. For 
the purposes of this book the focus is on Lorraine, 
as that is where the cryptologists were located. The 
AEF headquarters were in Chaumont; the Radio 
Section would eventually be located in Toul. 

Listening stations were set up in the Bacca- 
rat Sector, not far from Pexonne (south and east 
of Nancy, along the front line in the area between 
Nancy and the Vosges mountains). They were also 
set up in what was variously known as the Toul 
Sector and the St. Mihiel Sector, the area along 
the southern side of the St. Mihiel salient. The St. 
Mihiel salient was an approximately 200-square- 
mile area southeast of Verdun that was occupied 
by the Germans in August 1914. The Toul Sector 
included other areas often given their own sector 
designation, such as Ansauville. 

The Verdun Sector, as referenced in documents 
relating to the cryptologic effort, broadly referred 
to the area west of St. Mihiel and Verdun, encom- 
passing what is now known as the Meuse-Argonne 
region. 


The Allies also separated/divided the front into 
sectors, which were broken down even further into 
“Group Sectors” (referred to here as subsectors). 
This helped pinpoint German activity and provided 
a frame of reference that was used in intelligence 
reporting. 

The relevant sectors, as described in William 
Friedman's Field Codes used by the German Army Dur- 
ing the World War,* included the following: 


ARGONNE Sector (F-Sector) Aisne River to 

eastern limits of Argonne Forest 

Argonne Sector German III Army 
FY — subsector F-10, F-15, F-20 
DORMOISE - subsector F-25, F-35 
ARGONNE -— subsector G-40, G-45, G-50 


VERDUN Sector (G-Sector) Eastern limits of 
Argonne Forest to Moulainville 
Verdun Sector German V Army (boundary extended 
spring 1918; included part of region formerly occu- 
pied by German Detachment C, but the AEF con- 
tinued to use the older designations) 

W. MEUSE - subsector G-10, G-20, G-25 

E. MEUSE - subsector G-30, G-40 

ORNE - subsector G-50, G-55 

VAUX — subsector H-5, H-7 
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Strategical Features Influencing Selection of the 
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Map showing the Lorraine Front and strategic features. All AEF cryptologic work was done on this front. Map cour- 
tesy of the American Battle Monuments Commission, American Armies and Battlefields in Europe: A History, Guide 
and Reference Book, Washington, DC: US Government Printing Office, 1938, 16. 
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WOEVRE Sector (H-Sector) Moulainville to 

Moselle River 

WOEVRE Sector German Detachment C 
EPARGES - subsector H-10, H-20 
ST. MIHIEL - subsector H-25, H-30, H-35 
THIACOURT - subsector H-40, H-45 


LORRAINE Sector (I-Sector) Moselle River to 

Rhine River? 

LORRAINE Sector German XIX Army 
BERSDORF? - subsector I-5, I-10 
BLAMONT - subsector I-20, I-25, I-30, 1-45 


Notes 
1. William F. Friedman, Field Codes used by the Ger- 


man Army During the World War (Washington, 
DC: Government Printing Office, 1935), 1-2. 
This document is available at https://www.nsa. 
gov/portals/75/documents/news-features/ 
declassified-documents/friedman-documents/ 
publications/FOLDER_437/41751269079046. 
pdf. Accessed October 10, 2021. 


2. Friedman identifies the sector as stretching from 


the Moselle River to the “Plaine” River; however, 
the river is likely the Rhine. 


3. The location of this area is unknown and not fur- 


ther identified in the source; Bersdorf may be a 
region rather than a town, or this may be a typo- 
graphical error on Friedman's part. 
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CHAPTER 8 


The Radio Intelligence Section 
(G2A6) 


ajor Frank Moorman (see sidebar), 

one of the three officers in the US 

Army who had expertise in codes and 

ciphers before the war, was selected 
to lead the American Expeditionary Forces (AEF) 
Radio Intelligence Section (G2A6) and arrived 
in France on July 28, 1917, just weeks after Gen- 
eral John J. Pershing and his advance party. While 
Moorman was en route to France, the first American 
draftees were chosen by lottery on July 20, and a few 
days after his arrival, the British began fighting the 
Third Battle of Ypres (Battle of Passchendaele) in 
Belgium. His immediate boss was Colonel Arthur 
Latham Conger, head of the G2A (General Staff of 
the AEF); General Dennis E. Nolan was in com- 
mand of the G2 (Intelligence Section of the AEF 
General Staff). 

Moorman began his army career in the Philip- 
pines as an enlisted man. The oldest of six children 
in a single-parent family, he had not attended col- 
lege because he had to work to support the fami- 
ly.! Moorman was commissioned in 1904 and was 
the star pupil of the 1915 class at the Army Signal 
School at Fort Leavenworth, Kansas, where he was 
taught by Captain Parker Hitt.” 

After a short stint running the AEF code room 
in Paris, Moorman spent two months gathering 
information from the British and French to deter- 


mine how to structure and organize the G2A6. 
Nolan had encountered British and French cryp- 
tologic efforts in June and July 1917 and remarked 
that the effort “was an intense and unremitting one 
which often yielded intelligence results of the great- 
est importance.” Both men learned that as many 
as two-thirds of identifications of enemy divisions 
came from cryptologic work. Nolan noted the reti- 
cence of the French to discuss the work; they did not 
want their information shared with anyone other 
than General Pershing. The French, according to 
Nolan, did not even tell their own army command- 
ers about their success for fear of compromising 
the source. In October, Moorman consulted with 
Hitt, now a lieutenant colonel serving in Chau- 
mont as assistant to AEF chief signal officer Gen- 
eral Edgar Russel, about preparing intercept logs.* 
Samuel T. Hubbard, a junior officer in the G2A1 
(Order of Battle Section) sent on a trip to British 
General Headquarters in December, was impressed 
with British radio intelligence efforts. Hubbard 
remarked he could not “recommend too highly that 
every effort be made to immediately equip Major 
Moorman with all the necessary apparatus and with 
every assistant [sic], even if other branches of our 
intelligence section must temporarily suffer, so that 
this phase of intelligence work will have the great- 
est possible development before we take over a sec- 
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oe Frank Moorman 


Frank Moorman was born on September 10, 1877, 
in Greenville, Michigan, the eldest of six children. In the 
absence of his father, Frank worked as a shipping clerk to 
support the family. He joined the army in November 1899 
at age 22 and went with the 1st Infantry to the Philip- 
pines. In 1904, he was commissioned a second lieutenant 
and eventually went back to the Philippines. He was a 1915 
graduate of the Army Signal School, where he studied 
under Captain Parker Hitt. 

According to his grandson, also named Frank Moor- 
man, “Grandfather said his college was the Harvard Clas- 
sics, a subscription series of the great works of Western 
civilization. He called it his five-foot university, from the 
length of the shelf on which the books fit.” The historian 
David Kahn noted that “as a boss he was well regarded by 
his men for his fairness and blunt honesty.” 

Moorman arrived at AEF headquarters at Chaumont 
on July 28, 1917. He immediately took command of the 
G2A6, the Radio Intelligence Section, where he not only a 
shepherded the codebreaking and cipher breaking work j i — a 
but also, through close coordination with Robert Loghry, = — 
influenced the direction of the Signal Corps Radio Sec- Collection of the Center for Cyptologic 

ae : History 
tion’s collection effort. 

Samuel T. Hubbard, a junior intelligence officer in the 
G2A1, remembered Moorman as “a most delightful individual” with a “charming character that made a 


great impression on all of us.” Both Hubbard and Moorman were part of the Intelligence Service mess in 
the headquarters building; some of the officers, including Moorman, were billeted in the same building. 
Hubbard remembered that Moorman, who was very quiet at meals, burst in late to dinner one night, having 
taken an unfamiliar shortcut in the dark and gotten lost in an “undesirable” section of town where he was 
besieged by prostitutes before he made a run for it. Hubbard and the junior officers of the mess were so 
amused by how flustered the “dignified” Moorman was by the event that they cooked up a prank. The next 
evening, they put a large statuette of Venus de Milo on a balcony to chill; they then snuck the cold Venus 
into Moorman’ bed and waited for Moorman to turn in. Waiting on the staircase, they heard screams and 
rushed in to find Moorman with the cold statue. “Moorman knew we had schemed this up. He did what 
we had never seen him do before—he swore violently at us and we beat a hasty retreat, slamming the door 
behind us.” It was a matter of great mirth in the mess for weeks. 

J. Rives Childs remembered that Moorman didn't believe in recommending reserve officers for promo- 
tion. But when another officer recommended the reservist Childs, and he was promoted, “Colonel Moor- 


146 


man called me in and he said, ‘Lieutenant, I 
want you to know I had nothing to do with 
your promotion, but I’m very pleased with 
it.” Of that comment Childs remarked, 
“that was the kind of man ... you couldn't 
help but liking him, you know, he was so 
frank and honest.” 

In 1920, while working in the office of 
the Chief Signal Officer in Washington, DC, 
Moorman founded Boy Scout Troop 33 in 
Takoma Park, Maryland. When he moved 
to Camp Vail (later Fort Monmouth), New 
Jersey, in 1922, he founded Troop 67 there. 
He retired in 1927 but kept in contact with 
Signal Corps issues and occasionally visited 
William F. Friedman at his offices. Moor- 
man died on September 30, 1953, and is 
buried in Arlington National Cemetery. 
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tor. To do so without the necessary wireless is to 
go in half blinded.”° 

Intercept was Moormar’s first requirement. 
Upon arriving in Chaumont, he requested that the 
Signal Corps organize a “Signal Company of wire- 
less experts” to set up intercept stations. Moorman 
arrived at Chaumont to find his office “piled almost 
to the ceiling” with intercept (which may have come 
from French collectors as no American intercept 
stations had opened).° The AEF Signal Corps was 
already working on such a service and by September 
1917, men arriving in France began setting up the 
AEF Signal Corps Radio Section (see chapter 10).’ 

It would take nearly six months to provide 
Moorman with enough intercept, supplies, and 
men to do the work. He opened the G2A6 office in 
Chaumont on the first of September; on September 
25 Moorman was joined by First Lieutenant Hugo 
A. Berthold (see sidebar), an electrical engineer by 
training, with no known background in codes or 
ciphers. A few weeks later Army Field Clerk* Harry 
Block arrived to assist with their work. 


Life in Chaumont 


Chaumont, a pleasant city with a history dating 
back to the year 940, is located on the banks of the 
Marne River. Prussian forces briefly seized Chau- 
mont in October 1870 during the Franco-Prussian 
War. Travel to Paris, about 170 miles away, was by 
train; by automobile, it was approximately 60 miles 
to the front lines of what was to be the American 
sector. This quiet city, with a population of about 
16,000 in 1917, was chosen to be the location of 
American headquarters because of its proximity to 
the sectors of the front assigned to the AEF. The 
move from Paris occurred in late August 1917, with 
the AEF headquarters officially opening on Sep- 
tember 1.’ 

The “large and airy” nineteenth-century build- 
ings of the Caserne Damrémont (Damrémont 
Barracks) in Chaumont, on what is now Avenue 
du 109éme Régiment d’Infanterie, served as AEF 
headquarters. Building B (see photo) was the center 
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eo Hugo Alex Berthold 


Hugo Alex Berthold was born in New York City on December 12, 1881. His father was born in 
Germany and was a merchant who became a naturalized American citizen the month before Hugo’s birth. 
The family appears to have traveled back and forth to Germany frequently; Hugo grew up speaking flu- 
ent German. He graduated from Purdue University in 1904 with a bachelor of science degree in electrical 
engineering. While at Purdue, he was involved in many extracurricular activities. His yearbook gave the 
following tribute: 

Although Hugo has about evenly divided his time since his advent on this mundane sphere between 

this country and Germany, he is as thorough an American as any of us who have never been outside 

the limits of our own chicken yard. He is a natural born promoter, and as soon as he gets interested 

in any project (he is connected with nearly every enterprise about the University) things have got to 

move. He is the champion leg-puller of the school—he can collect money off anybody and every- 

body—and comes mighty near being able to get blood out of the traditional turnip. He will succeed 

in any capacity where hustling is required. 

After graduation, Berthold worked as an electrical engineer in Manhattan. He was a member of the 
Officer Reserve Corps and was called up on August 29, 1917. He was immediately sent to France, sailing 
from Hoboken on September 7. He arrived in Chaumont on September 25 and jumped right into the job 
as Frank Moorman’s deputy in the G2A6. 

Berthold was efficient and appears to have been both competent at codebreaking and administration. 
He elicited different reactions in the men. William Friedman, though he thought Berthold had “peculiar 
ways,” sought his approval and appreciated his counsel. J. Rives Childs found the older, balding, superior 
officer too Germanic for his taste and doubted his knowledge of cryptology. 

Berthold went with the Third Army to run the G2A6 organization in Coblenz, Germany. When he 
was discharged on December 31, 1920, he remained in Coblenz for travel and study. He returned to the 
United States in August 1924 and took up various jobs involving electrical equipment. Late in life, in 1937, 
he married Dolores Osorio. He died on November 13, 1949, and is buried in Long Island National Cem- 
etery in East Farmingdale, New York. 


Sources 

Ancestry.com. Vital records. Accessed January 16, 2018. 

[Childs, J. Rives]. Before the Curtain Falls. Indianapolis: Bobbs-Merrill, 1932. 

Friedman, William, to Elizebeth Friedman, August 1, 1918. Marshall Library, Elizebeth Smith Friedman, 
Box 2, File 15. 

Purdue University. The Debris of 1904. Purdue University Libraries, Archives and Special Collections, ID 


number PUDO00017. 
building, with Building A on the left and Building C ond floor of Building B, at the head of the main 
on the right as seen from the compound’s entrance. stairway. The G2 offices were in the left wing of 
General Pershing’s carpeted office was on the sec- Building B and sprawled both into Building C and 
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AEF Headquarters Building B, Chaumont, France. National Archives and Records Administration, College Park 
(NARA CP), Record Group (RG) 111, Records of the Chief Signal Officer. Photographic Collection, 111-SC-010062 


a variety of temporary, collapsible wooden barracks. 
These barracks and other temporary buildings cov- 
ered the surrounding ground, leaving open a quad- 
rangle in front of the three main buildings. Every 
day at 1100, weather permitting, there was a guard 
mount in the quadrangle and, from 1230 to 1330, a 
concert by the General Headquarters Band.’ Hitt 
noted that the buildings were fumigated for three 
days prior to the AEF’s arrival for “they were alive 
with vermin of every loathsome description.” But 
Hitt explained that the AEF “installed electric 
lights and good American telephones” and that “we 
will make it liveable after a while.”™ 

The G2A6, consisting of just Moorman, began 
in Room 85 of Building B on September 1, 1917. 
Room 85 was furnished with one table, a typewriter 
stand, and three chairs; as more personnel arrived, 
so did more furniture, until the room housed at 
least five large tables, several typewriter stands, and 


numerous chairs, wastepaper baskets, cuspidors, 
and a duplicating machine. Dark window shades 
were installed in late November so that evening 
work could proceed despite blackout regulations. 
Although the room already had a stove for heating, 
a larger one was added in December. By January 22, 
1918, there were nine men, and they acquired more 
tables, chairs, file cabinets, drawing boards, and 
another duplicating machine. With eight addition- 
al people expected in the last week of January, the 
staff was moved to Room 59 in the same building 
and given two telephones.” Two months later, on 
April 1, 1918, with 30 people in place and another 
17 arriving in May, the main office was moved to 
Room 69 on the fourth floor of Building C.'’ The 
section also used rooms 67 and 68. 

On August 28, the operation had to move again, 
to another larger space, which was a building known 
as the Recreation Hall. This was a concrete build- 
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ing with numerous windows; the facility was dubbed 
the “Glass House” in a 1922 article by war corre- 
spondent William E. Moore. Moore claimed the 
codebreakers moved there “after one or two indis- 
cretions of conversation had revealed the necessity 
of preventing the kind of information they handled 
being made the subject of office gossip about the 
big headquarters buildings.” There is no evidence, 
however, that the move occurred for reasons other 
than needing space, although the privacy and isola- 
tion from other offices was probably welcomed. 

In order to relocate, the codebreakers had to put 
down their intercept, pencils, and graph paper to 
engage in a morning of manual labor to move the 
furnishings and files. William Friedman wrote to 
Elizebeth Friedman about the move and the lack of 
effort on the part of his fellow officer J. Rives Childs 
(see sidebar): 

Well, Wednesday morning we moved our 

office into a little building all to ourselves. 

It was quite a job moving everything from 

the fourth floor down to the first and over. 

It took all morning and everybody had 

to help. I must have travelled up those 4 

flights (all long ones) ten times anyhow. In 

the middle of the procedure, when most of 

the staff had been moved I failed to note 

the presence of M. Childs. Just like his lazy 

old hide to duck off and leave when there’s 

work to do. Well, it made me kind of 

mad—and the other fellows too! I sort of 
had an idea maybe he was hiding in a cer- 
tain library so took a peep in. Sure enough 
there he was, reading a paper. I just looked 

at him and said nothing. [Ed] Woellner 

happened by then and I told him to take a 

look. He did and he was so mad he bawled 

him out right then and there. He came out 
rather sheepishly. He’s a peach.” 

Friedman also remarked that the workspace 
was nice, but he feared they would be very cold in 
the winter as “French heating systems are poor and 
scarce anyhow.” But he was pleased to have a “choice 
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location” as the informal but de facto advisor to 
Captain Berthold." 

As work wound down after the Armistice, the 
office moved back to Building B, first in Room 56 
on December 3 and then to Room 59 on December 
26, 1918.1” 

An assignment to AEF headquarters at Chau- 
mont came with privileges not given to the aver- 
age soldier. John Graham (see sidebar) found this 
to be true in several ways. When Graham and Lee 
West Sellers (see sidebar), two of those first four 
officers trained at MI-8 (the Military Intelligence 
Division [MID] Code and Cipher Section) and 
Riverbank Laboratories, stepped off their train 
in Paris, they found a billeting officer calling 
not just their names but that of General Leon- 
ard Wood. There was a taxi waiting to take the 
men to reserved hotel rooms. No other officers on 
the train received this sort of personal service, and 
Graham attributed it to the fact that the designa- 
tor “intelligence officer” was “sufficiently unfamil- 
iar to be impressive.”"® 

At headquarters, Graham found it possible to be 
“inured to the constant presence of brass hats,” but 
he was not prepared for General Pershing walking 
in while he was occupied in the “less than private” 
headquarter toilets. Graham recounted “nothing in 
Emily Post or the Officers’ Manual gave instructions 
for such an encounter,” but to his relief “the general 
spoke casually and thank God I had enough pres- 
ence of mind neither to try to salute nor to snap to 
attention.”?” 

General Nolan himself later explained his rea- 
soning for keeping the main cryptologic force at 
headquarters: 

The real code man, the one making original 

solutions, has a difficult task. He must fix 

his mind absolutely on the work in hand. 

If his feet are cold, if he is hungry or thirsty 

or ill, if his office is noisy, if the light is bad, 

if he is wondering what became of his bed- 

ding roll during the last move, or what kind 

of a billet he will get after the next one, his 
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& J. Rives Childs 


James Rives Childs, who preferred to be called Rives, 
was born on February 6, 1893, in Lynchburg, Virginia. He 
attended the Virginia Military Institute for two years but 
transferred to Randolph-Macon College and graduated 
from there in 1912. His great-grandfather, John Early, was a 
founding bishop and chairman of the Board of Directors of 
Randolph-Macon College. Childs later received a master of 
arts in comparative literature from Harvard in 1915. 

After leaving Harvard, Childs traveled to France. 
His passport application indicates he was going to visit 
friends at the American Ambulance Hospital outside of 
Paris. It is not clear whether he worked for the ambulance 
service himself. When he returned to the United States, 
he attended the officer training camp at Fort Myer, Vir- 
ginia, in May 1917, and was commissioned as a second ; 4 
lieutenant on August 15. Although assigned to the 80th [Se f De ~~. = 
Division, he appealed to US Senator Thomas S. Martin of Papers of J. Rives Childs, Accession #9256-b, 
Virginia for support to join military intelligence. Childs special Collections, University of Virginia 
was detailed to the Army War College on September 21. _Library, Charlottesville 

Childs was in the group of four officers who received 
training at Riverbank Laboratories before going to France. He arrived at the G2A6 in Chaumont on Febru- 
ary 1,1918. Because he was mistaken by authorities in Washington for another man named Childs who was 
supposed to be a cipher expert (possibly Thomas M. Childs who worked in MI-8), he was assigned chief of 
the Cipher Section of the G2A6 and chosen for liaison duty with the British and French cipher bureaus. He 
left the G2A6 on December 3, 1918, to go with Captain Herbert O. Yardley to do work for the Paris Peace 
Conference. In April 1919, he was assigned to the American Relief Administration in charge of the com- 
mission to Southern Serbia. He returned to the United States in October 1919 and was discharged. Childs 
then had a memorable career, first as a famine relief official in Russia, then as a Foreign Service officer from 
1923 to 1953. He authored 15 books and was president of the International Casanova Society. In retire- 
ment, he settled in Nice, France. After the death of his wife, he moved to Richmond, Virginia. 

His book, Before the Curtain Falls, published anonymously in 1932 and in a different form in 1983 
with his name attached and titled Let the Credit Go, provides an account of life in the G2A6 and the other 
officers he worked with. Childs attended the May 1975 dedication of the Friedman Auditorium at NSA 
and participated in a series of oral history interviews with the history staff. He died on July 15, 1987, and is 
buried at Spring Hill Cemetery in Lynchburg. 


} 


Sources 
Ancestry.com. Vital records. Accessed April 15, 2018. 
Childs, J. R. “My Recollections of G.2 A.6.” Crypfologia 2, no. 3 (1978): 201-214. 
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& John Alexander Graham 


John Alexander Graham was born in Lex- 
ington, Virginia, on January 15, 1895. (While 
his gravestone says January 5, multiple docu- 
ments filled out by Graham himself indicate 
he was born on January 15.) He was descended 
from one of the founders of Washington and 
Lee University and received his bachelor’s 
degree from that institution in 1914. He was 
studying in France at the University of Greno- 
ble when war broke out in August 1914 but, 
by August 22, was able to secure passage back 
to the United States. He taught high school 
French and Spanish in Richmond, Virginia, for 
several years. 

Graham applied for a commission on May 
2, 1917, just a few weeks after the declaration 
of war, and was part of the officer training class _ : = 
at Fort Myer, Virginia, and later at Camp Lee, | John Graham, 1918 or 1919. John A. Graham Collec- 


Virginia, in the summer of 1917. He received tion WLU 0307, James G. Leyburn Library Special Col- 
lections and Archives, Washington and Lee University 


training in military intelligence and was one of 
the four officers selected by Herbert O. Yardley 
to attend training at Riverbank Laboratories before proceeding to France to work in the G2A6. Graham 
travelled with Lee Sellers, who had a family connection to Lexington, departing New York on December 
27, 1917, and arriving at the Chaumont offices on January 18, a full two weeks ahead of their colleagues J. 
Rives Childs and Robert Gilmore. 

While in France, Graham worked on a variety of code problems and was assigned in September 1918 
to assist Charles Matz with the First Army Radio Intelligence Section. Frank Moorman’s farewell note 
of November 30, 1918, speaks to Graham’s “intelligent and whole-hearted cooperation” and abilities, as 
well as recognizes the fact that those abilities kept Graham away from the front line “where the chance for 
promotion and excitement has naturally appealed to all young men.” The note acknowledged that the job 
away from the front “has been against your will, but the necessity has been recognized by you and you have 
accepted the situation cheerfully.” 

After the Armistice, he was sent to Coblenz, Germany, with the Third Army where he worked in civil 
affairs; he returned to the United States on July 5, 1919. 

After the war he was offered a teaching job at the Virginia Military Institute but instead taught 
in the Romance Language Department at Washington and Lee University and obtained his master’s 
degree from Princeton University. He was appointed full professor in 1940 and, in addition to teaching 
Spanish, founded the Department of Fine Arts and taught courses in music appreciation. Graham was 
also a composer, composing and arranging works for choirs and singing groups on campus and in town, 
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and he directed a Presbyterian church 
choir for 25 years. 

Graham died on April 9, 1947, and is 
buried in what is now Oak Grove Ceme- 
tery in Lexington, not far from his G2A6 
colleague Sellers. In 1958, the Rockbridge 
Historical Society presented an evening 
program of music composed by Graham, 
whom they remembered as a “composer, 
teacher, poet, wit, [and] amicus musicae 
extraordinarius.” 


Sources 

Ancestry.com. Vital records. Accessed April 
17, LOU. 

John A. Graham Collection (WLU 307). 
Washington and Lee University, James 
G. Leyburn Library Special Collections 
and Archives, Lexington, Virginia. 

Proceedings of the Rockbridge Historical Soci- 
ety. Vol. 5, 1954-1960. Washington and 
Lee University Digital Collection, 60. 

The Ring-tum Phi, Washington and Lee 
University, May 9, 1947. 


work is certain to suffer. On the other hand, 

if he is so far from the point at which mes- 

sages are copied that it requires many hours 

for them to reach him, the value of his solu- 

tions when made will be much reduced. For 

these reasons, we kept our decoding experts 

at GHQ_ [General Headquarters ]—near 

enough to the front to permit of rapid 

and sure communication and far enough 

away to insure against frequent changes in 

location.” 

Enlisted men lived in the barracks on the head- 
quarters compound. An exception to this was made 
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on several occasions for the G2A6 when they began 
shift work in March 1918, for the men found it 
impossible to sleep in the barracks during the day.” 
Junior officers were expected to find quarters in 
town and to organize their meals through a mutu- 
ally arranged mess, where they would pool their 
funds and arrange for a Frenchwoman, usually at 
one of their billets, to provide meals for the group. 
Many senior officers lived in the main buildings of 
headquarters where there was an intelligence section 
mess. Transportation was by foot, and a 30-minute 
walk to one’s billet, along the winding streets and 
often in the rain, was not unusual. There were no 
streetlights due to blackout requirements; the walk 
home, after sunset, would often be cold and rainy.” 
William Friedman, who had needed a week after his 
arrival to learn his route home through the twist- 
ing streets,” recounted to Elizebeth Friedman the 
details of one such walk in September 1918: 

The walk home was so bad it was roman- 

tic. You have no idea how dark it gets in 

France—and there are no lights. It had 

rained hard in the evening and I guess | 

didn't miss a single puddle on the way— 

or maybe it was one long puddle of mud. 

When Ed [Woellner] and I walk together 

the puddles are a source of much amuse- 

ment. He usually runs up a score of 150% 

or so—meaning that he’ll step twice in the 

same pool—and the splash goes over my 

lower extremities. Sometimes it is so dark 

that we have to keep cigarets [sic] lit to act 

as a sort of head—and tail light so’s others 

wont run into us.** 

Friedman’s experience with his billet was typical 
for a junior officer of the AEF.” In September 1918, 
Friedman paid $50 a month for the mess, and his 
room cost $12. This left him $31 from his monthly 
pay, and he estimated that he couldn't spend more 
than $6 on incidentals, so he figured he'd have $25 
left over each month.” He was part of a group that 
had been spending too much money eating at the 
YMCA or at hotels or cafes, so he was delighted 
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eo Lee West Sellers 


Lee West Sellers was born in New Orleans, Louisiana, on 
January 12, 1894, but spent most of his childhood in the New 
York and New Jersey suburbs of New York City, where his father 
worked first as a broker and then as the president of the Telepost 
Company. Sellers, the grandson of Confederate Brigadier General 
William Harvey Sellers, had family ties to Lexington, Virginia, 
where his father had taught at Washington and Lee University 
and socialized with the Lee and Jackson families. 

Sellers graduated from Princeton University in 1916 and 
the Columbia School of Journalism in 1917. While at Columbia 
he worked for the New York Tribune as the assistant music critic. 
Though he is not wearing them in his photograph, Sellers wore 
thick glasses and later let colleagues believe he had only passed the 
army eye test by memorizing the chart. He attended the Plattsburg, 


\ \ 4 
lieutenant, and was selected for training in military intelligence. He Rare Book and Manuscript Library, 
was one of the four junior officers selected for training in MI-8, Columbia University in the City of 
then at Riverbank Laboratories, before going to France to serve as | New York 
the core of the AEF’s G2A6. He travelled with fellow officer John 
Graham, departing New York on December 27, 1917. 

While at Chaumont, Sellers (a flautist) often played music with William Friedman (a violinist). Sellers’s 
brother Barrington West Sellers was killed on August 4, 1918, while serving as a liaison officer with the 4th 
Division. The death of his brother prompted Lee to request a transfer to a machine gun unit. Frank Moor- 


New York, officer training camp in 1917, graduating as a second 


man, head of the G2A6, told him, “Pull yourself together ... what we are all trying to do is to win the war. 
You've been doing good work here and you're worth a damn sight more to the General Staff than you are 
out there somewhere with a machine gun.” Moorman advised Sellers to think it over for a week and if he 
decided he must go, “T’ll tell you I need you here and don’t want you to go, but if you insist I may forward 
your application.” Sellers stayed and remained in the Code Section of the G2A6 until November 28, 1918, 
at which time he transferred to the G2B, the Secret Service Section, where he worked as an interpreter. 
Before he left the G2A6 he wrote a brief history of the organization. He died on June 2, 1919, after six 
weeks in the hospital at Chaumont of chronic nephritis, although his illness was attributed to “unhealed 
wounds and exhaustion” or “general breakdown caused by incessant work.” 

In 1921, Sellers’s remains were transported to the United States and reinterred in his family’s plot in 
what is now called Oak Grove Cemetery in Lexington. His colleague John Graham is buried nearby. 


Sources 
Ancestry.com. Vital records. Accessed April 15, 2018. 
[Childs, J. Rives]. Before the Curtain Falls. Indianapolis: Bobbs-Merrill, 1932. 
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that a mess had finally been organized. Friedman 
had breakfast provided at his billet by his “madame,” 
a “kind old motherly soul” who “takes the best care 
of me” and who made sure that flowers were always 
in a vase kept by Elizebeth Friedman's picture.” 

There was only one public bathhouse in the city, 
and it was only available on Wednesday, Saturday, 
and Sunday; men bathed out of a wash basin on 
other days.”* It was a day of great excitement when 
a bathing room opened in the headquarters com- 
plex and was available to officers seven days a week, 
24 hours a day. Unfortunately for the officers of the 
G2A6, the room opened about 10 days after the 
Armistice was signed. 

Apart from the daily band concert in the head- 
quarters courtyard, the YMCA, a short walk of 
about a mile from headquarters down the Avenue 
des Etats Unis, supplied a variety of musical and 
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vaudeville entertainment. Friedman remarked on 
going to see a football game between two compa- 
nies where, to the crowd’s excitement, some air- 
planes were flying about. One plane circled the field, 
shut off its engine, dived toward the crowd, and 
then zoomed back up into the air, dropping adver- 
tisements for a French loan. After the game, it was 
off to the YMCA, where he sat next to former New 
York Giants pitcher Captain Christy Mathewson.” 
The men of the Signal Corps Code Compilation 
Section and Radio Section (before they moved to 
Toul), would have similar experiences. 


The Problem of Staffing 


When the AEF began, there was no office full 
of cryptologists for the US Army to pick up and 
move to France. There was no pool of trained men 
to fill analytic positions. The AEF had all the same 
staffing problems that MI-8 faced in Washington, 
with the added disadvantage that the men selected 
had to meet army standards for commissioning or 
enlistment and had to be transported overseas. And, 
of course, they had to be trained. Although Gen- 
eral Nolan, head of the G2, would soon realize the 
importance of code and cipher work, he initially 
had a “misconception” of what was required. After 
the war, Nolan divulged to Moorman that “the next 
time he would put into this work the best brains of 
the country.”*° 

Tireless in his efforts to staff his organization, 
Moorman repeatedly sent telegrams and memos 
to the MID in Washington, scanned lists of offi- 
cers arriving from overseas, and made visits to the 
AEF schools at Langres, about 22 miles southeast 
of Chaumont. Moorman felt that those commis- 
sioned as cipher experts “should be those who have 
spent their lives studying hieroglyphics, cuneiform 
characters and the like, the idea being to get men 
familiar with the workings of the human mind and 
capable of long hours of close thinking even when 
no results are obtained...age should not be a bar 
to the selection of men for this duty.”** Moorman 
wanted officers who knew German and “who were 
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able to think. The difficulty experienced in finding 
men who could actually think without a guardian 
was surprising.” For clerks, Moorman required “abil- 
ity to work” and, whenever possible, knowledge of 
German.” After the war, journalist William Moore 
claimed that Moorman: 

.. selected his assistants because of their 
pursuit in civil life of unusual hobbies. The 
fundamental requisite, of course, was that all 
of them must understand the German lan- 
guage. Beyond that they need have little else 
in common. An infantry officer was chosen 
because his qualification card showed that, 
although a lawyer by profession, he had 
made considerable outside study in archeol- 
ogy. Another man was taken because he was 
a chess expert. An architect before entering 
the Army was shown by his card to have 
devoted years to the self-imposed task of 
studying Hebrew, Persian, and other Orien- 
tal languages. All of the G2A6 crowd had 
given proof of studious habits of mind in the 
pursuit of information that demanded close 
application and logical methods of thought. 
Almost without exception the officers so 
chosen proved able code experts when their 
talents were turned in that direction.** 

Soon after he arrived, Lieutenant Philip B. 
Whitehead (see sidebar) wrote home about the 
diversity of the group: 

I am very pleasantly fixed for quarters. At 

our mess we are all from the Intelligence 

section. They are an interesting group of 
men. Like myself, they were picked for their 
knowledge of languages and they have all 
travelled a good deal. So we have a very 
interesting conversation. Between us we 
have been pretty much all over the world. 

When we are not discussing the war, it may 

be Spanish art, or Chinese footbinding, 

or Parisian theaters, or American politics, 

or almost anything under the sun that we 

discuss and argue about. We have someone 
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who can speak Persian, Russian, Spanish, 

French, Italian, German, and perhaps a little 

of some other languages.** 

Moorman identified and plucked his candidates 
out of the stream of newly commissioned young 
men arriving in France. Some were fresh out of 
the officer training camp system.** Wesley J. Lad- 
wig, who had turned 21 in October, and Charles 
H. Matz (see sidebar), who turned 22 en route to 
France, showed up just before Christmas 1917; 
Whitehead, on the verge of being 34-years-old and 
an established scholar, and Erwin H. Falk arrived 
early in the new year. Ladwig, Matz, and White- 
head were fresh out of the first class of the officer 
training camp at Fort Sheridan, Illinois. Although 
just 23, Falk was a veteran of the 1st Iowa Field 
Artillery who had served on the Mexican border 
in Brownsville, Texas, in 1916. Ladwig and Falk 
both sailed on the SS Mongolia*®’ from New York 
to Liverpool, England, on September 11, 1917; 
Matz and Whitehead sailed one day later on the 
SS Kroonland,* arriving in Liverpool on October 2. 
Moorman had spotted Whitehead’s name on a list 
on November 15 and snapped him up, anxious for 
help as the radio intercept station at Souilly, France, 
had opened three days before and the workload was 
more than he, Berthold, and Block could handle.*? 

In October 1917, Moorman had asked the 
MID to select and train four officers and six 
clerks.*° The four officers—the aforementioned 
Childs, Graham, and Sellers, plus Robert W. 
Gilmore (see sidebar)—were chosen (or volun- 
teered) from a military intelligence officer train- 
ing session, sent to Riverbank for a few weeks, and 
then packed off to New York to await transport to 
France (see chapters 4 and 5). Graham and Sellers 
arrived in Chaumont on January 18, 1918, three 
months after Moorman’s first request. And though 
they had left New York the same day, Childs and 
Gilmore, traveling together on a different ship, 
faced delays and arrived on February 1. These four 
joined Ladwig, Matz, Whitehead, and Falk to form 
the core brainpower of the G2A6. The Riverbank 
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eo Philip Barrows Whitehead 


Philip Barrows Whitehead was born on January 29, 1884, in Janesville, Wisconsin. His father was a 
Wisconsin state senator. Whitehead received a bachelor’s degree from Beloit College in 1906 and then 
studied at Yale University, receiving a master’s degree in 1908, a bachelor of divinity degree in 1910, and a 
PhD in history in 1914. While at Yale, he taught Latin. 

He spent two years doing postgraduate work in archaeology and architecture at the American College 
in Rome, Italy; he had work published in both Italian and English on early Christian architecture. 

In June 1916, Whitehead resigned his faculty position at Yale to enlist as a private in Company L, 1st 
Regiment, Wisconsin National Guard. He spent six months on the Mexican border at Camp Wilson, near 
San Antonio, Texas. Like his soon-to-be-colleague Charles Matz, he attended the first officer training 
camp at Fort Sheridan, Illinois (10th Regiment, 10th Company, 2nd Battery), and was commissioned a 
first lieutenant in the artillery on August 15, 1917. He was sent to France in September and was assigned 
to the G2A6 on January 3, 1918. He was selected by Frank Moorman, who was in search of officers to staff 
his unit, because he knew German. In a letter home in 1918 he noted, “My knowledge of German is very 
valuable ... I was a little rusty ... but I am brushing up and it is coming back to me.” While he was “disap- 
pointed” not to be on the front lines, he told his parents, “I have work that perhaps I am better fitted for 
than any other.” 

Whitehead was quite a success at the G2A6. He first worked for, and then was assigned as, the officer 
who would take charge of the Second Army Radio Intelligence Section. At the conclusion of the war, he 
prepared extensive assessments and recommendations on how to improve this sort of work in the future. 
Whitehead did not depart the G2A6 until June 1919, one of the last officers to do so, and may have assisted 
in organizing the records of the organization. He arrived home on July 5, 1919. 

After the war, he continued his studies, going back to Rome in 1923. He was an assistant professor at 
the University of Vermont and later taught art and art history at Beloit College, where he was the depart- 
ment chair for 20 years. 

Whitehead died on July 3, 1965, in Pearl River, New York, and is buried in Oak Hill Cemetery in 
Janesville, Wisconsin. 
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eo Charles Henderson Matz 


Born into a wealthy and socially prominent family 
on December 13, 1895, Charles Henderson Matz grew 
up in a palatial house called Wynnecliff in the Win- 
netka, Illinois, community of Hubbard Woods. But his 
childhood may not have been as idyllic as it appeared. 
His father, a well-known attorney who also served as a 
director of the Chicago Savings Bank & Trust Company 
as well as the president of the Legal Aid Society of Chi- 
cago, was distant and stern. Matz attended his father’s 
alma mater, Williams College, entering with the class of 
1918 in the fall of 1914. 

In the spring of 1917, everything changed for Matz. 
His father, suffering from melancholia, committed sui- 
cide at age 57 by jumping from the eighteenth floor of 
the Belmont Hotel in New York City on March 15. Just 
three weeks after his father’s death, on April 6, the day 
the United States declared war on Germany, Matz aban- 
doned his studies and sought a commission. He attended 
the Reserve Officer Training Corps camp at Fort Sheri- 
dan, Illinois, from April 10 to May 10, joining the 11th 
Regiment, 5th Company of the first officer training 
course and receiving his commission on August 15. 

Matz sailed to France on September 12 as a casual, 
an infantry officer not attached to a unit. Upon arrival, he 
completed the infantry training course at La Valbonne 
between October 4 and December 12. He was ordered 
to report to AEF headquarters, arriving on December 14, 


Matz, 1917. Personal collection of Joseph 
Anderson, used with permission. 


and was swept up in Major Frank Moorman’s search for bright young officers. Matz reported to the G2A6 
on December 20, 1917, along with Second Lieutenant W. J. Ladwig. They were only the third and fourth 


officers to report to the organization. 


Matz became familiar with the work of the office, assisting Hugo A. Berthold in late December and 
early January with recoveries of the German code called Fritz 14. But Moorman clearly saw more in this 
young man, for, on January 19, 1918, he assigned Matz to take charge of the future Radio Intelligence Sec- 
tion of the First Army. Charlie, as his colleagues knew him, was trained to make deductions based on the 


material the G2A6 was producing from intercept. Matz worked independently, but in close contact with 
Moorman, from June until November 1918. After a short stint with the Advance Post of Command of the 
Army of Occupation’s Intelligence Office in Trier, Germany, Matz, now a captain, returned to the United 


States on February 11, 1919, and was discharged the next day. 
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On June 11, 1919, Matz married Claire 
Dutton McGregor. On June 23, he received 
an honorary bachelor of arts degree in war 
science from Williams College, along with 
others who had left school to join the army. 
Matz attended graduate school at Harvard 
University and studied physics. There, he 
met Edwin Land who was working in an 
adjoining lab. Land later went on to employ 
Matz as a physicist at his Polaroid Corpo- 
ration, where Matz worked until his retire- 
ment in 1969. Matz died on February 3, 
1979. He was cremated and his ashes scat- 
tered in an unknown location. 
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graduates would work on codes and ciphers; Lad- 
wig and Falk worked the raw intercept, analyzing 
direction finding and conducting traffic analysis; 
and Moorman selected Matz as the officer who 
would lead the detached elements of the planned 
First Army G2A6. Whitehead, being a first lieu- 
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tenant (the others were second lieutenants), was 
Berthold’s designated backup. 

At the end of December 1917, there were four 
officers on duty (of 12 authorized) and, briefly, there 
were no clerks (of the 34 authorized); Harry Block, 
the lone clerk to that date, fell ill early in Decem- 
ber and was transferred to an organization in Paris 
on December 18. Edward J. Vogel, a court report- 
er from Chicago and son of German immigrants, 
stepped in on January 4.*! 

Six additional new clerks arrived on January 24, 
1918. Vogel and the six men—Henri C. Jacques, 
Walter H. Kilbourn, Sterling Rhoades March, Sam- 
uel Stewart Shook, John A. McKenna (not to be 
confused with his older brother, James E. McKenna 
at MI-8), and John C. Meeth—became the back- 
bone of the organization, all staying in the G2A6 
until after the Armistice. Jacques was a New York 
attorney who graduated from Columbia University 
in 1912 where he was part of La Société Frangaise. 
Kilbourn was a War Department stenographer, and 
March was a student assistant in history at George 
Washington University. Shook had worked in the 
State Department, and John McKenna was a book- 
keeper for New England Telephone and Telegraph. 
Meeth, who had been a bank clerk in Baltimore, had 
some exposure to cryptologic practices because he 
came directly from MI-8, where he had worked as 
one of Herbert O. Yardley’s first clerks.” 

By early February 1918, Moorman had the 
heart of his organization. Many more officers and 
clerks would arrive, including 10 men trained at 
Riverbank in February and a handful more trained 
at MI-8 in September. The most well-known of 
these men is William Friedman, who arrived in July; 
“we have great hopes of him,” Moorman confided 
to George Fabyan.* Edwin D. Woellner, one of the 
men from the Riverbank course, soon became the 
expert in communications security matters; he was 
a good friend of Friedman. Frederick Livesey, who 
was trained at MI-8, would have a future in cryp- 
tology with Yardley’s Black Chamber in the 1920s, 
as would Donald Millikin, who taught cryptology 
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eo Robert William Gilmore 


Robert William Gilmore was born in Kalama- 
zoo, Michigan, on December 8, 1888. His father, John 
M. Gilmore, opened a dry goods store in Kalamazoo in 
1881 and, just two years later, was a co-founder of the 
Gilmore Brothers Department Store, a city landmark 
until it closed in 1999. 

When Robert Gilmore was just two-and-a-half 
years old, his mother died. Although his father remar- 
ried the next year, in 1894, Robert’s oldest sister Ada, 
then just 12, took charge of her siblings, and they 
moved to Belfast, Ireland, in 1894 to live with an aunt. 
John Gilmore died in 1895; the children remained in 
Ireland until 1902. Robert graduated Williams College 
in 1911, residing with Ada in her New York City house 
during the summer. (Ada Gilmore, later Ada Gilmore 
Chafee, was one of an original group of artists in Prov- 
incetown, Massachusetts, who developed a woodblock 


technique later known as the “Provincetown Print.”) 
Robert attended Harvard University, possibly the law 
school, but it is unknown whether he received a law 


@ UNDERWOOD & UNDERWOOD 


: : Williams College Archives & Special Collections, 
degree. On February 7, 1916, he enlisted in Squadron Photograph Files Persons Collection, Box 39 
A, Cavalry, of the New York National Guard and was 


sent to the Mexican border where he was at Camp McAllen, Texas, from July through December 1916. 

Gilmore attended the officer training camp in Plattsburg, New York, from May to August 1917, and 
was assigned as a second lieutenant to the War College Division, where he was a member of the group of 
four officers trained at Riverbank Laboratories. Gilmore reported to the G2A6 in Chaumont on February 
1, traveling with J. Rives Childs. While at the G2, he was part of the Radio Intelligence Group for both the 
First and Second Armies. He became a liaison officer attached to the French IV Army’s cipher group in 
Strasbourg, in 1919 and returned to the United States in August 1919, where he was discharged. 

By 1930, Gilmore was a stockbroker in New York. In June 1942, he was commissioned as a lieutenant 
commander in the US Naval Reserve and, in March 1944, was assigned as naval attaché and naval attaché 
for air at the US embassy in Tangier, Morocco. He retired to Biarritz, France, where he lived and trav- 
eled extensively with Henriette Donnet. Gilmore died in Biarritz, on May 17, 1967, and is buried in Pére 
Lachaise Cemetery in Paris. 
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at New York University during World War II and 
wrote a book on the subject, and Army Field Clerk 
Leonard Bichwit, who was an army cryptologist in 
that same war. But the eight officers and seven clerks 
present in the office in February 1918, along with 
Moorman and Berthold, were the team that would 
make the first American breakthroughs against 
German codes and ciphers.“* 

Some of the more experienced MI-8 men resist- 
ed Moorman's call. John Manly, in a June 1918 letter 
to Childs, remarked that they appreciated the work 
Moorman was doing that was forwarded to Wash- 
ington, but that he, Yardley, John Powell, and James 
McKenna were busy as well. According to Manly, 
“all of us suffer from time to time from the tempta- 
tion of getting over to your side of the water but thus 
far have been able to resist.” 

Moorman needed a larger staff and kept search- 
ing for suitable men. It was not an easy task. In June, 
he requested eight officers. The MID explained that 
they would be sent after training but revealed that 
they, too, had trouble finding qualified candidates. 
On July 1, 1918, Moorman asked that the men be 
sent without MI-8’s training, as help was “urgently 
needed.”* In the middle of July, he asked the MID to 
send two officers and four clerks per month, at least 
until Yardley could return from his trip to Europe to 
investigate staffing matters. In August, however, the 
MID told Moorman that while they could send four 
clerks who knew German each month, they could 
only send two officers in the middle of Septem- 
ber—and only two per month thereafter. The four 
clerks the MID mentioned in August turned out to 
be only three: Bichwit, Samuel L. Dresser, and John 
L. Koeppler, who did not arrive in Chaumont until 
October 1.” 

In June and July, Moorman sent Matz and some 
of his most experienced staff to form the detached 
elements of the G2A6 for the First Army; in Sep- 
tember, he had to cut the headquarters team to staff 
the Second Army effort. Moorman declared to Nolan 
in mid-September that these moves left his office 
“without personnel which is absolutely essential for 
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the proper study and classification of German Codes. 
The situation is serious and no effort should be spared 


to furnish additional officers and clerks.” 


Mission and Organization of the Work 


Getting Started 


After consulting with the British, the French, 
and his superiors in the G2, Moorman set out five 
types of work for the Radio Intelligence Section: 


Intercepting and decoding enemy messages 
(with the intercept done by the Radio Section) 
Locating and grouping enemy radio stations 


(direction finding and traffic analysis) 


Following enemy aircraft when they regis- 
tered for artillery 


Extracting information from enemy tele- 
phone conversations 


“Controlling” or communications security 
monitoring of AEF communications. 

Other work was added to the section’s respon- 
sibilities along the way, including distributing com- 
munications security material such as codebooks; 
conducting liaison with the British and French; and 
determining how this new type of intelligence could 
best support military operations.” 

Very little analytic work was done until Decem- 
ber 1917 because there was not enough manpow- 
er. Moorman and Berthold gathered information, 
including old messages from the French, learned 
the British and French methods of operations, and 
gathered supplies. They visited the newly estab- 
lished AEF Radio Section radio intercept site at 
Souilly and arranged for the forwarding of the site’s 
collected traffic. On October 29, when they received 
messages purported to be German trench code from 
the AEF Signal Corps radio station at Gondrecourt, 
Moorman and Berthold spent considerable time 
on them, with no success, only to learn they were 
American practice messages. Rather than being dis- 
couraged by this, they were cheered and “took much 
pleasure in speculating on the worry the practice 


messages must be giving the German code men.” 
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Berthold had no previous experience with codes 
or ciphers but had a quick mind, and Moorman was 
a good teacher. By December 3, 1917, the flow of 
messages from Souilly was improving, with 30-40 
messages arriving each day. That same day, the 
French began sending codebook recoveries for the 
current three-letter German trench code used in the 
sector the Allies designated G (very roughly north 
and west of Verdun). This code was nicknamed Fritz 
11 by the French; it also was called KRU for the let- 
ters that always appeared in the first position.*! As 
time went on, Berthold would teach the new officers 
methods for solving German codes; his promotion 
recommendation compared his work favorably with 
officers in the French and British services and noted 
his “skill and close attention to duty.” 

Colonel Frangois Cartier and Captain Georges 
Painvin from the French Cipher Bureau in Paris 
visited G2A6 on December 14, 1917, and brought 
a book of words commonly used in German code 
messages and a code table. Moorman’s first task- 
ing to the Signal Corps intercept facilities came on 
December 17, asking for “as many messages from 
German ground stations in the Verdun sector as 
can be supplied” along with as many direction- 
finding bearings as possible.°? On December 19, 
the first American recoveries of Fritz 11—made by 
Berthold and Moorman—were telegraphed to the 
French.** 

Lieutenants Matz and Ladwig arrived at Chau- 
mont on Thursday, December 20, greatly easing 
Moorman and Berthold’s workload. Essential cryp- 
tologic tools such as index cards, graph paper, rulers, 
a German dictionary, and a Secret stamp all arrived 
in the office before the end of the year.* 


Forming a Team 


The small group rang in the New Year on Jan- 
uary 1, 1918, by issuing recoveries for the recently 
changed German KRU code—this version nick- 
named Fritz 14—before the British and French 
could do so. Berthold did the work, assisted by 
Matz and Ladwig. Later in the week when White- 
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head, Falk, and Vogel appeared, work began to take 
on a more regular form, with the G2A6 sending 
their recoveries to the French every two or three 
days.*° 

Sellers and Graham arrived in the office on Jan- 
uary 18. The next day Moorman, feeling the office 
required more structure, made initial work assign- 
ments. He put Berthold, by now the most experi- 
enced of his men, on a team with Sellers to work 
on the KRU trench codes that changed monthly. 
Whitehead and Graham took on the code the 
Americans called Nancy 1. (The French called this 
Albert 6, and the G2A6 quickly switched to the 
French terminology to avoid confusion.) This code 
was also a KRU code but used in the H Sector, the 
area encompassing the St. Mihiel salient.*’ Diplo- 
matic codes and ciphers were reserved for Childs 
and Gilmore, who were on their way from New 
York. Falk got the field station (radio intercept) work 
and Ladwig the airplane stations, listening stations, 
general reporting, carrier pigeon work, and manage- 
ment of property. Falk and Ladwig, therefore, were 
the first American traffic analysts and direction- 
finding experts. Vogel became chief clerk. Matz was 
selected to be the radio intelligence officer for the 
future First Army (it would be formed in August 
1918). For training, he received the reports he might 
be sent in that position and asked to make deduc- 
tions from the information. Matz then wrote up his 
reports as though the First Army actually existed.*® 

Whitehead found the work interesting and 
absorbing although “it involves a great deal of rou- 
tine work in recording and tabulating and analyz- 
ing.” He revealed to his parents he was selected for 
the work because he knew German. Even though he 
felt his German was a bit rusty, it was coming back 
to him. Whitehead also commented, “our depart- 
ment is growing and will probably be quite impor- 
tant as time goes on.”*” 

In January 1918, the American 1st Division 
moved into the Ansauville Sector, along the south 
side of the St. Mihiel salient, and the Radio Section 
installed both radio intercept sites and listening sta- 


Table 1. Moorman’s tasking priorities, 
January 26, 1918° 


Priority Subject 
1 German Official Communiqués 
2 Austrian Official Communiqués 
3 Russian Official Communiqués 
4 Bulgarian Official Communiqués 
5 Official press of hostile 
governments 
6 Official communiqués of all gov- 


ernments, hostile or Allied, not 
included in 1, 2, 3, and 4 


va Code and cipher messages 
between hostile states 

8 Code and cipher messages 
between hostile and neutral states 

9 Press of neutral and Allied states 

10 Business and personal messages to 


or from subjects of hostile states 
11 Weather reports from any source 
12 United States press 
13 All others 


tions in that area (see chapter 10). The volume of 
code work increased steadily. 

The Radio Section and the French collectors 
were already sending the G2A6 German military 
communication intercepts. Near the end of January, 
Moorman issued his second formal tasking to the 
Radio Section, prioritizing additional types of mes- 
sages he needed. He asked that the Signal Corps 
acquire the capability to intercept this information.” 
See table 1. 

Sellers, Graham, Gilmore, and Childs had all 
departed the United States on December 27, 1917; 
Sellers and Graham arrived in Chaumont in mid- 
January. Gilmore and Childs encountered various 
delays and were for a time stuck in Paris awaiting 
orders until Berthold discovered they were there 
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and sent for them. When the pair arrived at Chau- 
mont on February 1, Moorman was away visiting 
the front.“ Unbeknownst to Childs, Moorman 
believed him to be a cipher expert who had experi- 
ence in commercial codes and reserved the G2A6 
position analyzing diplomatic codes and ciphers for 
Childs. Sellers had learned of the confusion, and he 
or Graham advised Childs not to be surprised by the 
news.” Childs was struck by the fact that he received 
so much attention while Gilmore, who had traveled 
with him, was “practically ignored.”® By February 
14, Berthold had ordered some reference books on 
code and cipher at the suggestion of Childs and 
informed Moorman that Childs was “carrying out 
some very nice research work on some of the Ger- 
man codes and ciphers.”° 

When Moorman returned to Chaumont on 
February 20, Childs tried to confess his ignorance of 
ciphers only to be rebuffed by Moorman, who insist- 
ed “he did not intend to be misled by my excessive 
modesty into a failure to recognize natural ability.”°” 
He was almost immediately selected to be the office 
liaison with the British and French cipher bureaus, 
an assignment that gave him frequent opportunities 
to travel to Paris and London while his fellow offi- 
cers were stuck in Chaumont doing less glamorous 
work.” 

Part of the training for the G2A6 team consist- 
ed of visits to the French Army cipher sections and 
the Radio Section collection sites. On Friday, Febru- 
ary 8, at 1000, Matz and Ladwig travelled via car to 
the headquarters of the French II Army at Souilly 
to consult with Captain Haas of that army’s cipher 
office. After an afternoon and morning of discus- 
sion, on Saturday afternoon the pair travelled with 
the French II Army Gonio direction-finding officer 
and Captain Haas to see a French airplane compass 
station near Verdun. Matz and Ladwig then ven- 
tured with Haas to the French XIX Army Corps 
Headquarters to learn about their airplane and 
ground intercept stations and to visit a field radio 
intercept station. On Sunday, February 10, Haas, 
Matz, and Ladwig lunched at Fleury-sur-Aire 
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with the 13th US Engineers,” visited the US radio 
intercept stations at Froidos and Landrecourt, and 
returned to Souilly. They set out Monday morning 
with the French officer in charge of the listening sta- 
tion near the Bois de Cheppy, and then went a few 
hundred yards further forward for their first glimpse 
of combat troops in French frontline trenches. The 
pair returned to Chaumont by 1730 Monday eve- 
ning, having gained a wealth of information about 
collection operations.” This trip provided enough 
information for Ladwig to begin routine reporting 
on airplane activity as well as a series of periodic 
map-based reports locating German radio stations.” 

French Marshal Ferdinand Foch, then com- 
mander in chief of the Western Front, and soon 
to be commander in chief of Allied forces, visited 
Chaumont and inspected the G2A6 offices on Feb- 
ruary 14. Moorman was away and responsibility for 
explaining the effort likely fell to Berthold as sec- 
ond-in-command. None of the parties involved left 
any written record of the experience.” 

On occasion the G2A6 was able to provide 
snippets of information that contributed to missions 
outside of the AEF, such as the February 1918 inter- 
cept about the location of the steamship SS Sardinia 
that was torpedoed by the German Navy.” While 
their primary focus was naturally to mine the com- 
munications of the German Army in France, the 
G2A6 made sure that any useful intelligence found 
its way to the right place. 

On March 13, the office of just 18 people had 
its first big success. Led by Whitehead, who was 
filling in for the traveling Berthold, the team made 
significant progress solving the new German three- 
number code, introduced on March 11 (see chapter 
11). Nolan later attributed the breakthrough on the 
code to Matz.” This experience brought credibility 
to the nascent American cryptologic effort. Collec- 
tion of messages in this code became a priority, and 
the workload increased; the office began working 
three shifts on March 14.” 

Operation Michael, the first of what would be 
five major German offensives in 1918, began on 
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March 21 and continued until early April 1918. 
This first attack was at St. Quentin, another town 
held by the British Fifth and Third Armies near the 
Somme River. The AEF did not have responsibil- 
ity for radio intelligence collection in this sector, but 
the G2A6 monitored changes to German forces in 
their area of responsibility. Americans would fight 
at Chateau-Thierry during the third offensive and 
the two subsequent offensives; however, AEF radio 
intelligence assets were not deployed to those areas, 
which were well covered by the French.” 

As American forces began to move into posi- 
tions along the front lines, the work of the G2A6 
increased as did their manpower. On March 1, there 
were 19 men on the staff; by April 1 there were 28 
and by July 1 there were 41; eight other arrivals had 
been moved to other organizations. The unit’s early 
successes had been recorded in a logbook, but unfor- 
tunately the book was not used from March 23 until 
July 1. When the logbook was put back in use in 
July (and, to his credit, one of the clerks attempted 
to fill in the missing months), it became a purely 
administrative record of the comings and goings 
of the office and no longer provided authoritative 
documentation of achievements.” 

As in any organization, there were close friend- 
ships as well as rivalries, for long hours, hard work, 
and constant change can bond people together or 
magnify their differences. Sellers and Graham, who 
both had ties to Lexington, Virginia, became close 
friends during their time in Chaumont (it is not 
known if they had met before arriving at the MID 
in the fall of 1917). In April 1919, it was Graham, 
then assigned in Germany, who was called urgently 
to Chaumont where Sellers was dying of nephritis. 
Gilmore and Matz had both attended Williams Col- 
lege—Gilmore in the class of 1911 and Matz as part 
of the class of 1918. Matz made sure that Gilmore 
was one of the people he took to run the First Army 
Radio Intelligence Section. Sellers, who played the 
flute, and Friedman, who played the violin, would 
sometimes “rend the air with vibrations wild” in a free 
weekend moment.” Woellner and Friedman spent 


a lot of time together exchanging news from their 
wives, who were both working at Riverbank.” 

And, of course, Childs, Gilmore, Graham, Sell- 
ers, and nine of the officers who arrived in the spring 
from training at Riverbank (Lieutenants Edward F. 
Roosevelt, Joseph F. Gunster, Nazard M. Coursal- 
le, Vance L. Sailor, Donald D. Millikin, Roger R. 
Townsend, Kent Bromley, Edwin Woellner, and 
Clarence P. Bird) knew the man who had trained 
them, William Friedman, who finally arrived in 
Chaumont in mid-July. The men were competi- 
tive with each other, and there was some jockeying 
for the approval of their former instructor. When 
Friedman arrived at Chaumont, he was approached 
by Graham, who asked whether the Friedmans had 
“recommended Lt. Childs specifically and espe- 
cially for certain work.” William Friedman, writing 
to Elizebeth Friedman, exclaimed, “Of course we 
hadn't, and I told him so.” William Friedman poked 
around a bit and learned that Childs had whispered 
to Woellner that Yardley had ranked Childs as the 
best of the first four trainees. The Friedmans had a 
different opinion about the relative abilities of the 
four men, ranking them Graham, Sellers, Gilmore, 
and Childs; William reminded Elizabeth that “there 
is nothing at all to Childs as we all knew.”*° 

The office grew dramatically during 1918, but 
while 80 or more men are listed as being part of the 
G2A6 over the course of its existence, there were nev- 
er more than 50-60 men working at one time at the 
organization's peak (including the teams supporting 
the First and Second Armies). The G2A6 staff actu- 
ally present at headquarters in late September 1918 
was fewer than 40 in number. Men left for various 
reasons: leave, illness, and unsuitability for the work. 
Twelve of the men on the final organization list did 
not arrive in Chaumont until October or November 
and were not fully trained at the time of the Armistice. 


Turning the Corner—April and May 1918 


On April 1, 1918, Moorman instituted a new 
office structure that would be used until the office 
doubled in size in May.*' He also promulgated a set 
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of standard procedures and reports that would be 
the basis of G2A6’s future work. 

Berthold was in charge of all code and cipher 
work in what was usually called the Code Section 
(though later in the war it was sometimes referred 
to as the Code and Cipher Section).** Whitehead, 
working with Army Field Clerk Sterling March 
and Private John T. Graham, took on the new 
three-number code. A large team worked on Fritz 
codes: Sellers; Gilmore; clerks Kilbourn, Shook, and 
Meeth; and Private Earl Frey. The two-person team 
of Graham and McKenna took on the Albert codes. 
Childs, along with Corporal Joseph Nathan® and 
Private John Mehan, covered not just the three-let- 
ter army code but naval, diplomatic, and commercial 
codes as well as ciphers. Finally, Army Field Clerk 
Gail DePierri handled classification of code—deter- 
mining what code was used in a message.** 

Vogel retained the job of chief clerk and had a 
staff consisting of Army Field Clerks Gilbert W. 
Daney, Augustus S. Mangene, and Alvin L. Perrie. 
This group typed up intercept and made copies for 
the Code Section, as well as handled other paper- 
work and administrative matters. Sergeant Edgar S. 
Anderson and Private Harry N. Tooliatos were add- 
ed to the Clerk Section shortly afterward. Captain 
Herman E. Osann, who only stayed in the office for 
a few months, managed codebook distribution, sort- 
ing telegrams, receiving incoming documents, and 
facilitating distribution of translations. Clerks Henri 
Jacques and William C. Lyon worked with him.® 

Matz received the assistance of Color Sergeant* 
John J. Wahl, Falk gained a clerk to assist with his 
traffic analytic work, Patrick B. Gallagher; and Lad- 
wig was left on his own with his mixed bag of air- 
plane intercept, listening stations, carrier pigeons, 
and property accountability.*” 

In April, at about the same time the office 
moved to three rooms in Building C, Moorman 
created a set of office procedures. Orders and direc- 
tives were posted on a bulletin board each day; the 
officers had to check the board between 1200 and 
1230. The staff could not use official stationery for 
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private correspondence. Some menial and less pleas- 
ant duties were shared by all and assigned by roster 
on a weekly basis. These included an army field clerk 
burning the contents of the waste paper baskets at 
1500 and another distributing incoming paperwork 
each hour. Each week, one officer had Sunday duty, 
unlocking the office at 0815 and maintaining regu- 
lar office hours with a clerk. As needed, officers and 
clerks worked night duty from 1730 to 0100, with 
one hour allowed for dinner if one other person was 
in the office.® 

Officers who handled intercept from any type of 
collection facility prepared a daily memo evaluating 
the Signal Corps collection operators on the quality 
of their work, including an assessment of particu- 
larly good or bad points observed. Moorman com- 
bined this material into a weekly report, distributed 
on Thursdays to the chief signal officer.” 

Moorman’s work in building a cadre of men 
who could analyze and solve cryptologic problems 
was beginning to pay off; two accomplishments 
in April, documented in postwar reports, describe 
this outcome. On the afternoon of April 24, the 
Radio Section radio intercept station at Toul inter- 
cepted a message indicating that a German attack 
had been postponed because the weather was bad. 
German raids along the southern line of the St. 
Mihiel salient had been a regular occurrence when 
the 1st Division held part of that line in the first 
three months of 1918 and had increased after the 
26th Division took over at the beginning of April. 
The large raid on the French village of Seicheprey 
on April 20 was fresh in the minds of the Radio 
Intelligence Section, although they were likely 
unaware at that time of the dramatic experience 
of their Radio Section colleagues during that raid 
(see chapter 11). Additional messages intercepted 
at 1325 and 1352 on April 25 ordered “absolute 
attention” and indicated the signal for the barrage. 
The G2A6 identified the intercepts and used them 
to notify American forces, who were able to pre- 
pare for the raid that took place on the night of 
April 25.% There is more to this story, but as far 
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as the G2 management was concerned, this was a 
radio intelligence success (see chapter 11). 

Three days later, on April 28, the station at 
Toul intercepted a message in code (which code is 
unknown) at 2105. It was rapidly decoded and found 
to be an order for an attack on American troops at 
0100 the next morning. It took three-and-a-half 
hours to go from intercept, transmission to Chau- 
mont, decoding, recognition of a reportable event, 
and issuing a warning, but troops were warned 30 
minutes before the raid began (see chapter 11).” 
One result from these late April incidents was that 
the officer in charge of the G2 at night was autho- 
rized to call the French II and VIII Armies via the 
French operator at Chaumont if the local French 
mission could not be reached.” 

General Nolan, recognizing that it was not just 
the G2A6 that did this work, commended the work 
of the Radio Section in obtaining the April inter- 
cepts and commented: “in this period of five days 
the information furnished by the [Radio Section] 
has probably saved more men than are engaged in 
this service. Such results would have been impos- 
sible without the energetic and loyal co-operation of 
the Signal Corps operators.” 

By mid-May, the Radio Intelligence Section 
moved toward its final form, but adjustments occurred 
as needed. Berthold headed the Code Section, with 
Whitehead filling in for him when he was traveling. 
Childs led the diplomatic codes, special codes, and 
cipher work. Falk and Gilmore were paired on ground 
radio stations while Ladwig retained airplane radio 
and listening stations. Roosevelt acted as the adjutant 
of the section, in charge of distributing cryptographic 
material. Sometime during the summer Woellner was 
given responsibility for communications security.” 


The Great Surprise of Traffic Analysis 


The British and the French invented the mod- 
ern art of traffic analysis in 1915-1916 when radio 
communications were coming into wider use along 
the front. Moorman learned of this work, which 
depended heavily on direction finding, during his 


visits to the Allies in late summer 1917. Subse- 
quently, the Radio Section established goniometric 
stations as soon as it was able in early 1918. Analysis 
of message externals (call signs, message numbers, 
cipher indicators, message times); charting commu- 
nicants, message volumes, and transmission sched- 
ules; reconstructing communications networks; and 
locating communicants using direction finding were 
considered to be cryptologic skills by the onset of 
World War II, but at the time Moorman considered 
them “only slightly connected with code work.”” 

A Goniometric Section grew out of the work first 
done by Falk, who looked at the intercept coming in 
from ground radio stations, and by Ladwig, who ana- 
lyzed the collection of airplane radios and the inter- 
cept from listening stations. Gilmore assisted with 
the work in May, and Woellner later spent some time 
on this effort. Their purpose was to derive informa- 
tion from the message externals and direction finding 
that would assist in constructing the order of battle, 
help solve trench codes, and tell the AEF Air Service 
where hostile aircraft would be located.” 

The analysts in the Goniometric Section dis- 
covered that prior to March 1918, German messag- 
es tended to only go between stations of the same 
division or between division and corps headquarters. 
By recording the location of the stations, identified 
through direction finding, Falk was able to recover 
boundaries between divisions, corps, and armies. In 
March, however, as the Germans prepared for their 
spring offensive, a system of daily-changing call 
signs appeared and German radio messages were 
being sent across what previously had been divi- 
sion boundaries. Analysis determined that a system 
of fake messages was in use; therefore, any message 
sent between divisions was meaningless.” 

Traffic analysis provided significant and useful 
information on enemy intentions even when coded 
messages could not be read. A reduction in the num- 
ber of radio stations indicated that no operations 
were expected in an area, while an increase meant an 
area was receiving reinforcements. The disappear- 
ance of stations linked to divisions or corps indicat- 
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ed either a withdrawal or a contemplated withdraw- 
al.°8 In early May, this work paid off by supplying 
the first indication that German troops were being 
relieved in the Verdun Sector (see chapter 11).” 

Every day, the goniometric analysts provided 
the Code Section with a list showing all the active 
stations and the call signs used the day before. They 
also produced a weekly report describing radio pro- 
cedures (particularly as units were relieved), the use 
of radio deception, and information such as when 
a known German radio operator switched stations 
and when new operators appeared.’ While the 
G2A6 Goniometric Section conducted analysis 
against the patterns of airplane communications, 
the time-sensitive nature of this information meant 
collectors at (co-located) radio intercept and gonio- 
metric stations were responsible for identifying and 
reporting real-time locations of German aircraft to 
the AEF Air Service so that American and French 
pursuit planes could be launched." 

Direction-finding analysis was done using a 
map board. A 1:80,000 scale map’ was affixed to a 
large table. Each American and French goniometric 
station was located on the map, and the center of a 
circular protractor was placed over the site, with the 
zero-degree mark facing north. A string was tacked 
to the center, at the station location, and a weight 
placed on the other end of the string. 

The goniometric stations along the front were 
each approximately 10 kilometers from the front 
lines and the same distance, more or less, from each 
other. These stations regularly telegraphed reports 
to Chaumont that provided the call sign of the 
sending station, the bearing of the station (azimuth), 
and an evaluation of the accuracy of the reading. At 
headquarters, the reports then were compiled and 
the bearings taken by each station for each call sign 
plotted using the string; the location of the station 
was marked on another map and reported once a 
week.'°’ See map for an example of these reports. In 
June 1918, the accuracy of geolocation was believed 
to be within a one-half kilometer radius of the given 
position.'"* 
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An example of a direction-finding map, locating German radio stations in France, produced by the G2A6 for the 
week ending July 13, 1918. The area shown is north of the city of Verdun. NARA CP, RG 120, Records of the Ameri- 
can Expeditionary Forces, Cartographic Entries 26 and 27 


Reporting Out 


In April, Moorman instituted a system of daily, 
weekly, and monthly reports, each with a particular 
distribution (see table 2). Various reports had been 
prepared prior to April, beginning with the first 
weekly report, with maps showing radio stations 
in the German V Army and Detachment C; these 
reports had been prepared as needed rather than as 
part of a broad organizational plan.’” 

Over time the distribution lists were adjusted 
and new lists were created. Distribution I was used 
for material intended for all the officers in the G2A6 
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(and on the bulletin board); at some point a Distri- 
bution L was added.” 

On June 16, 1918, the first Weekly Code Section 
Report came out and discussed the codes and ciphers 
currently under analysis. While the office received 
10 to 30 messages in an unspecified German naval 
code each day, this code was not analyzed in Chau- 
mont; instead, it was sent to MI-8 and to Admiral 
William S. Sims’s London office." Eighteen week- 
ly code section reports, produced between June 16 
and November 20, 1918, provide great insight into 
the office’s priorities and methodologies.’ 


Table 2. Regular reporting produced by the G2A6' 
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Report Copies Frequency Responsible party Distribution 

Distribution A: War Depart- 

Trench codes and ment, British Ciphers, French 

keys Y) Daily Code Section Ciphers, LT Berthold 
Distribution B: War Depart- 

Wilhelm cipher and ment, British War Office, 

keys 2 Daily Code Section French Ciphers, LT Childs 
Distribution C: War Depart- 

Diplomatic codes ment, British War Office, 

and keys 10 Daily Code Section American Navy, LT Childs 

German naval codes 

and keys 10 Daily Code Section Distribution C 

Code Section Distribution E: G2 Battle Or- 

Report 3 Daily LT Berthold der Section, COL Conger, File 

Foreign Radio 

Section Report 3 Daily CPT Osann Distribution E 

Grouping of Distribution H: Distribution 

German field Officer, Army, Code Section, 

stations ) Daily LT Falk MAJ Moorman 

Field Station Distribution F: G2 Battle 

Activity Report 2 Daily LT Falk Order Section, File 

Report to corps 3 Daily Army Distribution E 
Distribution D: Army Radio 
Intercept, File, Distribution 

Listening set reports 8 Mondays LT Ladwig Officer 

German Field Radio 

Stations 8 Wednesdays LT Falk Distribution D 

German Airplane 

Radio Activity 8 Wednesdays LT Ladwig Distribution D 

Work of Signal Distribution G: Chief Signal 

Corps operators 3 Thursdays MAJ Moorman _— Officer 

Summary of code 

section reports 3 First of each month LT Berthold Distribution E 

Summary of foreign 

radio section reports 3 First of each month CPT Osann Distribution E 

Special report to Distribution K: Special 

G2A6 3 When necessary Army distribution as required 
Distribution J: Code Section, 

Codewords found y When necessary Army File 
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The Weekly German Airplane Radio Activity 
report was first issued on May 5."° In July, G2A6 
decided to combine this report with the weekly 
German Field Radio Stations report because the 
Germans were now using field radio stations for 
artillery work." 

An important G2A6 customer was the Order 
of Battle Section (G2A1). Another was the G2A2, 
which was responsible for issuing daily news bul- 
letins that were largely based on the press intercept 
station’s work. Raw information radio intelligence 
was not included in the various “Summary of Intel- 
ligence” bulletins; however, analysis from the G2A6 
was incorporated into intelligence assessments 
without attribution in order to protect the source. 
The “Summaries of Information” provided a daily 
delineation of frontline and order of battle informa- 
tion, and this could not have been done without the 
analysis of radio intelligence. 


Communications Security 


Moorman was a stickler for communications 
security. He knew how much damage his organiza- 
tion could do to the Germans by reading their codes, 
and he hated making it easy for his German coun- 
terparts to do the same to the AEF (see chapter 12). 
The first of the Rivers series of American trench 
codes, the Potomac code, was issued at the end of 
June 1918. At about the same time the Radio Sec- 
tion installed a formal set of control stations to spe- 
cifically monitor coded American communications. 
In conjunction with these developments, the G2A6 
Security Section came into being, devoted to analy- 
sis of the intercepted material, particularly to moni- 
tor and critique the manner in which the troops 
used the new trench code. This analysis was a tool 
to help protect the code for as long as possible.'” 

From the time they were established, all radio 
intercept and listening stations had copied, delib- 
erately or inadvertently, American messages. Vio- 
lation of communications security, mostly in plain 
English, had been handled in various ways, very 
often by Moorman himself. At first there was just 
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one control officer—Woellner. In late August, he 
was later joined by Falk, for some of Falk’s work 
moved when the First Army Radio G2A6 formed 
and began doing traffic and direction-finding analy- 
sis. The control officers, who were not only familiar 
with American codes but experienced in breaking 
German codes, received the intercept and analyzed 
it to find instances of code misuse. They also tried 
to find previously undiscovered vulnerabilities in 
the codes and made recommendations to the Sig- 
nal Corps Code Compilation Section for potential 
improvements. Violation letters went through chan- 
nels to the unit commander where the improperly 
sent message originated, along with suggestions for 
improving security. All violation messages had Gen- 
eral Pershing’s signature. Each intercepted message 
was examined, and statistics were kept as to the use 
of alternate code values and nulls." 

The Security Section also received intercepted 
telephone conversations that they assessed, writing 
up violation notices as needed. There was a tele- 
phone monitoring setup in the section connected to 
the main switchboard; a stenographer listened in on 
all of the lines the control officer on duty selected. 
There was a warning on the first page of the head- 
quarters’s telephone directory notifying all that con- 
versations might be overheard by the enemy or by 
the “AEF Security Service” (that is, the G2A6 Secu- 
rity Section). The control officer additionally had 
the authority to report use of long-distance lines 
for unnecessary or unimportant conversations as a 
means to relieve the overloaded lines.’ 

Moorman later commented that one com- 
mander objected to having monitoring sets in his 
area; they were installed despite his opposition. The 
very first monitored telephone conversation revealed 
the location of the division headquarters, the name 
of the commander, when named members of staff 
were to arrive at a clearly described point at a par- 
ticular time, as well as the location of a regimen- 
tal headquarters and that commander’s name. The 
conversation was between the division commander 
himself and one of his colonels. As soon as the com- 


mander received the report, he withdrew his objec- 
tion to the monitoring.'® 

There are dozens of examples of violations. An 
in-depth memo dated September 20, 1918, cited 
misuse of code by the 356th Infantry two days ear- 
lier. Among the problems found in one message was 
the repetition of 18 code groups, 14 of which could 
have been avoided by using the provided alternate 
groups; words that were spelled out that were not 
needed or that could have been replaced by words in 
the codebook; the message, which was 120 groups, 
should have been sent in at least three parts; and the 
signature was given in plaintext.’ The memos did 
not mince words. Colonel Willey Howell, the G2 of 
the First Army, informed the commander of the 2nd 
Division on September 1 that “messages sent by units 
of your command have been intercepted by one of our 
control stations. These messages were undoubtedly 
intercepted by German stations likewise. They posi- 
tively identify your division as being in reserve.”""” 

Falk and Woellner assessed the monitoring 
effort as effective and reported that once the system 
was understood the violations were “comparatively 
few.”"8 But William Friedman later opined that 
Moorman felt all their efforts in issuing violation 
letters had been far from effective.'”” 


Distribution of Codebooks 


One assigned task that some officers of the 
G2A6 disliked was codebook distribution. In the 
United States, the Adjutant General’s office would 
normally handle this administrative matter, but at 
some point “dissatisfaction was experienced in the 
way in which the matter had been handled” by the 
AEF’s Adjutant General and the G2A6 was given 
the task.”° Though the Code Compilation Section 
produced the codebooks, they were a much smaller 
unit that could not reasonably handle the distribu- 
tion task. Therefore, the G2A6 set up an Adjutant 
Section of its own, run by field clerks. Only an offi- 
cer, however, was entrusted with codebook delivery, 
so G2A6 officers took turns serving as couriers. 
Moorman took on many of the courier trips, some- 
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times combining a delivery with visits to confer with 
other units or his own men deployed to the First and 
Second Armies.’ 

Courier duty, which began in June when the 
Potomac code was issued, entailed being chauffeured 
in a car, often one without a windshield. Depending 
on the destination and the time of departure, the 
courier stayed overnight at the destination—possi- 
bly in a hotel room if one was reserved for couriers. 
If a car was not available, the courier might travel 
in a motorcycle sidecar. At least one courier trip 
made by Frederick Livesey in October resulted in 
an accident; Livesey did not miss any work time as a 
result. That same month William Friedman got lost 
in one town in the dark and fog while performing 
courier duty, the car circling to find the right road. 
He finally had the chauffeur stop in the center of 
town, found a private to escort them to the provost 
marshal, and then requested someone lead them out 
of town. Friedman arrived back in Chaumont after 
midnight but was thankful that he had a closed car 
in the damp, foggy weather.'” 

Graham was one who enjoyed the diversion 
from cryptologic work provided by courier duty. He 
called his monthly courier trip to the French GHQ_ 
in the “charming little medieval village” of Provins, 
about 50 kilometers from Paris, “one of the pleasant- 
est of my duties.” He recalled: 

The drive up one day and back the next 

along the picturesque French highways 

in a big open car with my own chauffeur 

pleased my sense of aesthetics and self- 

importance. Particularly did it oil my ego 
when we passed some American troops and 

a colonel or major, seeing a general staff car 

approaching would call his men to attention 

and stand by himself in a stiff salute. I know 

they were furious when they saw a measly 

2nd Lieutenant sail by.’” 

The G2 office determined how many codebooks 
were needed and how they should be distributed.’ 
G2A6 also distributed a range of communications 
security material, including codebooks, coordinate 
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strips and squares, liaison tables, and information on 
conventional signals used by the enemy.” 

The material came to the G2A6 from the Code 
Compilation Section. Codebooks (distributed down 
to battalion level) and emergency tables (issued 
down to companies) were checked and packed, and 
then taken to the appropriate AEF army for further 
distribution. The office, after some experimentation, 
decided that each package would contain 24 code- 
books and 33 emergency tables. After packages were 
wrapped, checked, and sealed, the number of books 
was indicated on the wrapper. All packages were 
stored at the G2A6 until needed for distribution; 
they were then sent out by courier or by the “Motor 
Despatch [sic] Service.” Couriers, all of whom were 
G2A6 officers, could carry the packages as wrapped, 
but, if sent by Motor Dispatch Service, the inner 
wrapper was stamped SECRET, addressed in full, 
and then wrapped again. Receipts were sent with 
the books./° 

Before the First and Second Armies were 
formed, codebooks were issued directly to divisions; 
after the two armies came into being, the books were 
issued to the G2 of each army, whose office would 
handle distribution. Codebooks were destroyed as 
soon as possible after they were compromised, and 
certificates of destruction were tracked. One or more 
sets of books were kept in reserve and tracked in a 
double-entry book system.'”” 

The G2A6 also distributed the coding material 
used by air observers and by the Signal Corps Radio 
Section goniometric stations for securely report- 
ing coordinates. As these materials came from the 
French military, the G2A6 would first receive notice 
from the French headquarters of a compromise and 
the date that the replacement would be put in place. 
The G2A6 then telegraphed the radio officers of 
the armies and the army group with the date, hour, 
and number of the strips. The strips and tables’® 
were distributed with reserves, so they did not have 
to be couriered each time. Accompanying this mate- 
rial was a set of encoding tables from the French 
manual “Liaison for All Arms,” the encryption sys- 
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tem used by the air observers to encode messages. 
The turnaround time for replacing compromised 
tables was 48-72 hours.’”’ 

The G2A6 adjutant also compiled conventional 
signals used by the enemy, using material captured 
by US or Allied forces or recovered through radio 
intercept, to produce a pamphlet distributed to 
armies and intercept stations.'*° 
The Home Stretch—June to 
November 1918 


Moorman had an amazing number of things to 
manage as he entered his second year in France. He 
was still trying to find more men to staff the office, 
campaigning for better communications security, 
working out the placement of collection facilities, 
and carrying more than his share of codebook distri- 
bution trips. Despite his workload, he maintained a 
positive attitude. “Everything is going fine here,” he 
proclaimed to British Expeditionary Forces cipher 
expert Oswald Hitchings on September 21," 
while the chaos of the move of the First Army from 
positions in the St. Mihiel salient to the Meuse- 
Argonne front surely occupied the minds of much 
of the General Staff at Chaumont. Moorman was 
a prolific correspondent, even attempting to track 
down, at the end of September, some information 
for the grieving mother of Colonel Robert J. Maxey 
(not part of the G2A6) who was killed at Canti- 
gny.'? William Friedman called Moorman a “wit- 
ty old sport” after he made a joke in mid-October 
about the Allies hindering the Germans’ attempts 
to comply with Wilson's terms to get out of Allied 
territory.’ 

By June, it was clear that five of the eight mem- 
bers of the February class from Riverbank were 
not going to work out; only Gunster, Millikin, and 
Sailor would remain until the Armistice. The others 
were transferred to different offices. There were no 
new arrivals in June, but three men, including Wil- 
liam Friedman, arrived in July. Two officers, four 
field clerks, and two enlisted men joined the office 
in August. These replacements were welcome, for in 


June, Matz, Gilmore, Kilbourn, and Meeth departed 
for Toul to organize the First Army G2A6; when 
that army was formally established they moved 
to the new army headquarters at La Ferté-sous- 
Jouarre, then Neufchateau, then Ligny-en-Barrois, 
and finally Souilly. By September, the First Army 
G2A6 numbered eight men.“ Eight more men, 
including seven officers trained at MI-8, arrived 
in Chaumont in late September; at the same time 
Whitehead, Graham, and March left the G2A6 and 
deployed to the Second Army at Toul. Seven addi- 
tional men eventually would leave the AEF G2A6 
office in Chaumont for the Second Army. Clerks 
and some officers arrived in October and November, 
including two of the MI-8 trainees (Eugene Jackson 
and Charles G. Montross), but they arrived too late 
to do any work of substance.'* 

Friedman was put in charge of the Code Sec- 
tion. The section had four parts: three-letter codes, 
three-number codes, aviation codes, and meteoro- 
logical codes. A clerk separated the incoming traffic 
and organized the material for duplication. Three- 
letter and three-number codes were sorted into piles 
for the G Sector and the H Sector.'*° 

Analytic efforts continued to progress that sum- 
mer. The French Cipher Bureau’s Georges Painvin 
taught Childs how to solve the German ADFGVX 
cipher, and Childs began to solve keys for that sys- 
tem in July (the keys were from May 29).'”? G2A6 
analysts participated in weekly office conferences to 
exchange information and ideas. At some point that 
summer an officer was assigned to join the clerks 
on the night shift, working from 0100 to 0815 each 
night for a month. The day shift began at 0830, but 
each week one officer had to come in by 0815 to 
relieve the night man “because it is a rather hard 
shift, ”?? 

In late July, a plan to move the G2A6 to Langres, 
where the AEF schools were located, arose. Moor- 
man hurriedly drew up staffing plans that included 
G2A6 personnel at not just the First Army and Sec- 
ond Army but at the headquarters of each of the 
AEF’s planned 10 subordinate corps. He concluded 
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that the entire section, split between Langres and 
the various headquarters, would require 57 officers 
(40 more than the G2A6 had at that time) and 111 
clerks (there were 23 present on that date). At some 
point this plan was dropped.'*? 

August brought success for Childs, who broke 
a series of messages from General Kress von Kres- 
senstein (see chapter 11). On August 12, William 
Friedman claimed to have discovered an obstacle in 
the production of results, which Berthold lauded in 
their weekly meeting as “the most important event 
in a long time.”"° The precise nature of Friedman’s 
find is unfortunately unknown. 

In September 1918, Moorman sent a list of 
G2A6 collection priorities to the Radio Section; 
this is the last general collection tasking I found in 
G2A6 records (the first had been at the end of Janu- 
ary). Moorman asked that these types of messages 
(see table 3) be intercepted and sent to his office even 
if it meant developing new collection capabilities. 

The rainy season had started, both in the St. 
Mihiel sector, where the First Army was preparing 
for the first major American offensive, and in Chau- 
mont. On the night of the American attack, Wil- 
liam Friedman wrote to Elizebeth Friedman not of 
the action (of which the men at Chaumont may not 
have had much detail) but of the rain. He'd bought 
a new pair of shoes and heavy socks at lunch time to 
replace the pair he’d soaked on the way to work and 
remarked that the office was “none too warm—but 
cest la guerre.” He divulged to Elizebeth his intent 
to lend his electric heater to Woellner, who was on 
night duty and would appreciate a cup of hot choco- 
late during the cold, wet night.” 

The G2A6 had always received copies of Ger- 
man codebooks captured along the front, but after 
the St. Mihiel offensive the flow of captured mate- 
rial increased. A copy of the German three-letter 
trench code codebook arrived on September 17, and 
on October 3 Matz sent the G2A6 a codebook (for 
the KRUSA system, see appendix C), which had 
been captured in G Sector during the first few days 
of the Meuse-Argonne offensive. This material took 
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Table 3. G2A6 tasking to radio section, September 1918 


Tasking 
priority 


Type of message 


1 
2 


Official communiqués (high power radio collection) 
Code and cipher messages in the following order: 
a. Containing “FUER GOD?” in the preamble 
b. ADFGVX messages with RICHI or RIZI in 
the preamble 
c. Any cipher messages with the following words 
in the preamble: ALACHI, GECHI, ITOCHI, 
or CHI 
d. Codes or ciphers consisting of numbers 
e. Codes or cipher consisting of four letters 


Press dispatches from hostile governments 


The new men worked in pairs and with 
Friedman alone to test their speed. The 
“smartest pair” of the new men were about 
half-a-day behind Friedman; he didn't pro- 
vide their names but noted that they were 
both “quick and bright” and worked as 
German instructors at home. Since Keener 
and Works both taught German, it is pos- 
sible Friedman was referring to them, but 
it is not known for certain.‘ 

On Saturday, October 12, as the battle 


46 the men 


raged in the Meuse-Argonne, 
stationed at headquarters found themselves 
standing in line for the rare appearance of 


candy at the quartermaster’s store. William 


Neutral press 
Business and personal messages 


Weather reports from any source 


ND MN HB W 


All other collection 


Friedman, anticipating a line two blocks 
long, had made arrangements with one of 
the clerks to buy him the limit: a one pound 
can. He expected that would last him about 
147 


four days. 


a lot of the guess work out of reading messages once 
the superencipherment was solved.'* While the 
office was still busy, closer to the front Matz and 
his team at the First Army Radio Intelligence Sec- 
tion were completing the bulk of critical and time- 
sensitive analysis. 

William Friedman was impressed with the 
abilities of a group of officers (Lieutenants Keener, 
Campagnoli, Livesey, Norris, Skinner, and Works), 
who had trained at MI-8 in July 1918, and set them 
to work on his projects shortly after their arrival in 
Chaumont on September 20. Second Lieutenant 
Rodman Chamberlin, who was known to have good 
knowledge of German and who had been wounded 
while with the 102nd Infantry of the 26th Division, 
joined this cadre; Second Lieutenant Albert A. Bill- 
ing, who had arrived in August, was considered for 
the group, but it is not known if he was ultimately 
included.'** Unfortunately, Chamberlin was trans- 
ferred back to the 26th Division in mid-October. 
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By mid-October, influenza had struck 
many of the intelligence departments at 
Chaumont, but the G2A6 had evaded ill- 
ness for the most part. Childs had been 

sick, and Moorman noted that his section was so 
well organized that the work went on as usual, not 
knowing that Childs had snuck into the office one 
day to make sure his team was on track and work 
was caught up.'*8 Moorman declared to his subor- 
dinates that he expected that if William Friedman 
were away his section would function in the same 
manner.'”? 

In early November, Childs’s solution of the 
messages regarding General August Mackensen’s 
withdrawal from Romania (see chapter 11) was 
described as “probably the most important message 
we have deciphered yet”;’*° the achievement likely 
boosted morale in the days before the announce- 
ment of the Armistice. (See appendix C for lists of 
German codes and ciphers worked by the G2A6.) 


Relationship with Other 
Organizations 


Divisions in the Line 


Both Moorman in the G2A6 and Major Robert 
Loghry in the Radio Section had to deal with the 
issues that arose when divisions moved out of the 
sectors, as the combined radio intelligence mission. 
Radio intercept and listening stations did not have 
their own telegraph lines, and they counted on being 
able to send their daily reports from the nearest divi- 
sion Signal Corps radio station; they also required 
other logistical support from the divisions. Because 
the G2A6 was dependent on the flow of information 
from the Radio Section—Loghry’s troops collected 
the data the analysts needed—Moorman worked to 
make sure their needs were met. In May 1918, after 
receiving no reports from Radio Section men locat- 
ed in the 2nd Division area, Moorman discovered 
that the division had moved on and abandoned the 
Radio Section men, leaving them without support. 
Moorman requested that in the future he receive 
two days’ notice so that alternate arrangements 
could be made for the signal collectors. In a similar 
vein he noted that the 26th Division had requested 
listening stations for a particular location, but while 
the Radio Section was making installation plans, 
those involved learned, unofficially, that the loca- 
tion was to be turned over to a French division and 
support was no longer needed.'*' Many of the same 
issues would arise with the 42nd Division’s move out 
of the Baccarat Sector in June (see chapter 10). It 
is possible that the secrecy of the work precluded 
the supporting divisions from telling the G2 that 
they were moving; however, the divisions were well 
aware of the collection effort and were eager to have 
radio intelligence support. Moorman, as the senior 
officer and connected with the operational chain of 
command at headquarters, was better placed than 
Loghry to request a change of procedure. 


CHAPTER 8 


Washington 


While there was periodic correspondence 
between the MID and G2A6, there was almost no 
analytic interaction between the two organizations. 
The G2A6 saw MI-8 as a source of new men, and 
MI-8 had their own cryptologic problems to solve. 
The two organizations interacted on the subject of 
exchanges with Allies—partially as a result of John 
Powell’s fact-finding visit early in 1918 and Childs’s 
subsequent liaison work. Moorman later recounted: 

I do not think that Washington understood 

our problems in the beginning. We did not 

understand Washington, and did not make 

any particular effort to appeal to them for 
help. Later we discovered that there was 
such an organization as Washington, and at 

the same time they found out that we were 

in existence in France, and then a real effort 

was made to work together. This would 

have made more efficient work had not the 
signing of the armistice made further efforts 

in this line unnecessary. !? 

Beginning in September 1918, the G2A6 sent 
copies of British, French, and Italian intercept of 
the long-distance, transatlantic radio communica- 
tions to MI-8, as agreed on by the Interallied Radio 
Commission.’ But there was no analytic exchange 
relating to these messages. 


The Allies 


The initial planning and organization of AEF 
cryptologic work was based on an understanding 
of British and French counterparts.* Moorman 
maintained close ties with his peers in both coun- 
tries throughout his time in Chaumont, realizing 
perhaps that this was the fastest way for his organi- 
zation to become competent at its mission. 

As early as December 17, 1917, the G2 
approached the French to request permission to 
exchange intercept with the French II Army’s 
Intelligence Section.° The G2A6 exchange with 
the French and the British was far more frequent 
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and comprehensive than that with their MID col- 
leagues in Washington (which is not surprising as 
there were no-real time communications across 
the Atlantic). The G2A6 also had some very lim- 
ited interaction with the Italians, particularly on the 
matter of exchanging diplomatic traffic originating 
from and destined for the Western Hemisphere (see 
chapter 2). 

In May 1918, an agreement was drawn up 
between the Americans and the French to share 
intercepted traffic. Radio intercept from American 
stations at Souilly and Toul, as well as any future sta- 
tion, would be conveyed by telephone or telegraph to 
the staff of the army (whether French or American) 
on whose territory the station was situated. Daily 
reports for each station would go to the staff of that 
army’s cipher section. Intercepted radio from French 
stations in territories where an American station 
was also present would be sent to the cipher sec- 
tion of all the armies involved. Moorman stressed 
that Loghry should arrange with French stations to 
furnish information directly to the American First 
Army headquarters.’ Intercept was not the only 
thing the parties exchanged; their technical reports 
on codes, traffic analysis, and German station loca- 
tions also were shared.'** 

There were regular visits to Chaumont from 
Francois Cartier, head of the French Deuxiéme 
Bureau’s Bureau du Chiffre; French cryptanalyst 
Painvin; Major Malcolm Hay, in charge of the Brit- 
ish War Office’s MI1(b) in London; and Oswald 
Hitchings, the cipher expert in MI1(e) at the Brit- 
ish Expeditionary Forces headquarters. Moorman, 
Berthold, and later Childs would visit the French at 
their offices on 14 Rue St. Dominique in Paris and 
Hitchings at the British Expeditionary Forces head- 
quarters. While Childs visited London during the 
war, neither Moorman nor Berthold made that jour- 
ney. Matz, Whitehead, and other junior officers had 
multiple opportunities to meet with French officers 
assigned to French corps and army radio intel- 
ligence and goniometric positions to confer about 
intercept and analytic problems. MI1(b)’s military 
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work “was placed at the disposal of the American 
cipher officers to the very fullest extent,” but secrecy 
was maintained for diplomatic codes.’” 

Based on available records, the level of coop- 
eration between the Allies in radio intelligence was 
not affected by the struggle for control of American 
military manpower experienced at the highest levels 
of the relationship. The cryptologic partnering was 
congenial, cordial, and cooperative in the extreme. 
Moorman, Colonel Louis Krumm (the command- 
er of the AEF Signal Corps’s Radio Division to 
which Loghry’s Radio Section belonged), Loghry, 
and Major Howard R. Barnes (head of the Code 
Compilation Section) knew how much they had to 
learn and were humbly accepting of the constructive 
criticism the British and French gave the American 
efforts. Moorman, Hay, Hitchings, and Cartier, plus 
the junior officers that worked with the Allies, all 
reported good experiences. There are no indications 
that the volatility that characterized the interac- 
tions among General Pershing, British Field Mar- 
shall Douglas Haig, and Marshall Ferdinand Foch 
impacted the relationship of the cipher and radio 
intelligence sections with each other.'®” These lead- 
ers got on with their missions and appear to have 
left the politics of the war alone. 

All the parties were generous in their praise of 
cryptologic Allies. Nolan's final report (referring to 
the entire intelligence effort, not just cryptology) 
recounts: 

The intelligence Services of the French, 

British, Italian, Belgian, and our own forces 

were based on the same principles and oper- 

ated, in the main, in the same manner. None 

of them could, even for its own troops and 

front, operate efficiently without the aid and 

cooperation of all the intelligence services. 

Individually, their accomplishments could 

have but limited scope and value; togeth- 

er, working in close touch and harmony 

and with pooled resources, they formed a 

combination which at all times supplied 

their commanders, staff, and troops with 


the information that was necessary for the 

intelligent decision of military questions, 

great or small.’ 

Moorman described Cartier as “ready, willing, 
and able to help us at all times. His advice and assis- 
tance have been of the greatest service to us.” In 
a postwar letter to Cartier, he proclaimed “we have 
considered you the father of our section and have 
never hesitated to appeal to you in difficulty. You 
have always been ready to help us and be able to 
overcome the obstacles, and without you our service 
would have lost a lot of value, etc.”'* Moorman sang 
Hay’s praises for he had “generously placed at our 
disposal the results of several years’ work. He has 
never failed to respond promptly and fully to any 
of our demands for assistance.” Similarly, Moorman 
said Hitchings “has cheerfully given us the benefit 
of his experience with enemy codes and ciphers, and 
permitted us to use his office as a training school for 
our own men.”!® 

It is not known what Cartier thought of Moor- 
man, but Hay developed a real affection for Moor- 
man and the men of the G2A6. Hay’s wife later 
wrote: 

He used to relate the story of his visit to 
Chaumont and the never-forgotten kind- 
ness of Major Moorman and his col- 
leagues. He was also much impressed with 
the behaviour of the Americans and con- 
ceived for them an admiration and affec- 
tion which endured to the end. He admired 
their eagerness to learn, their willingness to 
accept correction when necessary, and the 
promptness and efficiency with which they 
carried out new ideas and new projects. He 
was impressed by the fact that at Chaumont 
they carried with them their own printing 
press.1® 


Practical Matters 


The AEF G2 was organized in a way similar to 
the French military intelligence system (as opposed 
to the MID in Washington, which was organized in 
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the manner of the British system). Radios and train- 
ing in their use came from the French. There were 
also many small ways in which cryptologic work 
was coordinated to make the American system, and 
exchange between parties, more efficient. 

In October 1917, American radio intelligence 
work adopted the twenty-four hour clock, as used by 
the British and French, so that all collection would 
be marked in the same manner, making it easier to 
identify and de-duplicate messages.’ All three par- 
ties also agreed to represent Morse code characters 
specific to the German language in the same man- 
ner so that intercept was mutually intelligible.’”’ The 
analytic exchange of code and cipher recoveries with 
the French began on December 10, 1917. While 
the Americans had less day-to-day contact with the 
British, the same types of material were exchanged. 
In April 1918, the Allies formalized the exchange of 
communications and cryptologic material gathered 
through prisoner interrogations.’ 

On August 12, 1918, a protocol was signed 
between the Americans and the French on the sub- 
ject of communications security.” Some crypto- 
graphic material was shared between the Allies to 
facilitate battlefield communications.!” 

The G2A6 received periodic bulletins from the 
Italian military radio intelligence service from at 
least April 1918 until September; these reports con- 
cerned high-power radio stations and were regularly 
translated by Whitehead and then by First Lieuten- 
ant Clarence Bird when Whitehead moved to run 
the Second Army Radio Intelligence Section.!”’ The 
extent of the exchange and details about the ongo- 
ing relationship are unknown. 


Powell’s Visit 


In late 1917, MID Chief Ralph Van Deman 
chose Captain John Powell, then working at Riv- 
erbank and serving as a liaison with MI-8, to visit 
the British and French cipher bureaus. Powell spent 
about two months in Europe, arriving sometime in 
January 1918 and visiting London, Paris, and Chau- 
mont. He escorted and introduced Childs to those 


177 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


bureaus before heading back to the United States on 
March 13, 1918. Powell had some adventures dur- 
ing his trip. British cryptologists took him to see a 
frontline trench and he had a chance to ride in an 
airplane.'” 

Powell first visited the French Code and Cipher 
Bureau in Paris, where he was joined by Berthold. 
Little is known about Powell’s discussion with the 
French except that Powell believed that there was 
material in Paris that was not getting to the G2A6. 
After visiting the British Censor’s office, MI1(b), in 
London and Hitchings in Saint Omer, Powell real- 
ized there was also British information that did not 
go to the G2A6. Powell came to Chaumont for a 
short stay. In his report for Nolan, Powell recom- 
mended that the G2 assign: 

... some officer familiar with this subject in 

constant contact with these three centers. 

Without some such contact you will find 

your own operators are laboriously travelling 

over the same ground which one or other 

of the offices named has already traversed; 

and the contact I have mentioned not only 

results in furnishing information already in 
possession of someone, but in the sharp- 
ening of the wits which an interchange of 
ideas and of methods invariably produces. If 

in your opinion it is possible for someone to 

serve as a liaison officer who could spend a 

portion of his time in passing between these 

headquarters, Paris, St. Omer, and London, 
extremely valuable results are bound to be 
achieved.” 

Powell also urged Nolan to consider forwarding 
information to Colonel Van Deman and pledged 
to ensure that MI-8 would notify the AEF of any 
developments in their work. He allowed the G2A6 
to make copies of material that he had collected for 
MI-8 from the British about code problems they 
had worked since the beginning of the war.'” 

Nolan sent a note for Van Deman with the 
departing Powell that stated “much good would 
result from a close liaison between the cipher sec- 
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tion now being developed in your office and that at 
these headquarters.” Nolan indicated that the AEF 
would send intercepted messages to Washington by 
mail, as well as notes as to solutions found and sug- 
gestions from the French and British cipher offices. 
The AEF also would distribute MID suggestions 
to the Allied cipher offices in a true international 
technical exchange. He expressed the hope that if 
the efforts of the four European offices (British 
War Office in London, British GHQ in France, and 
the French Code and Cipher Bureau as well as the 
AEF) could be combined with “a really big and effi- 
cient office in Washington, it seems to me we should 
soon be handling practically all the diplomatic and 
special codes and ciphers.” Nolan closed by stressing 
the importance of this work to Van Deman, implor- 
ing, “I cannot too strongly urge your most cordial 
support with all the facilities and men you are able 


to procure.” 


Liaison between the G2A6 and MI-8 in Wash- 
ington did not expand much in the wake of Powell’s 
trip; however, the immediate assignment of Childs 
to travel and work with the British and French is 
directly attributable to Powell’s recommendations. 


Childs’s Liaison Work 


One of the goals of Powell’s visit was to facili- 
tate better exchanges among the three allies. J. Rives 
Childs barely had time to settle into the routine at 
Chaumont before he was off on his first visit to Par- 
is, traveling with Powell, Moorman, and Berthold 
on February 27, 1918. Powell and Childs went 
on to London in early March for a conference on 
ciphers.'” Moorman reported to Colonel Conger, 
head of the G2A, that a cipher exchange had com- 
menced with the French, and Nolan reported the 
same to Van Deman.!” 

Childs’s extensive trip report, submitted in 
March, indicates that Powell and Childs were 
treated well by Malcolm Hay but were unsuccessful 
with Room 40 at the Admiralty and did not have 
much luck with the US Navy at Admiral Sims’s 
London office. After Childs returned to Chaumont 


on March 11, Powell tried the Admiralty again 
but reported that he was not “able to breach their 
reserve.”'”” Powell reported: 

After a week of ineffectual knocking at the 

door of the Admiralty people, I have had 

to give up in defeat. They ‘played horse’ 

with me for six days, putting me off each 

day, and finally they notified the US Navy 

people that they would not see me and if 

they gave up anything it would be to the 

corresponding official in Washington only, 

and then only on the request of the US Sec- 

retary of the Navy. I went to Col. French 

of the War Office who has been so kind to 

me, and told him my troubles, in the hope 

of enlisting his assistance. His reply was ‘T 

don’t think you should feel badly over such 

a refusal, as I have been trying for two years 

to get from them the same information and 

they refuse it even to the War Office.’ He 

expressed his belief that they have not as 

much as was generally supposed, but that 

in capturing submarines they had of course 

captured several different codes which had 

enabled them to read several messages, but 

he did not believe that they know how to 

attack a new code unassisted by possession 

of a basic code.'®° 

Childs first met Georges Painvin on March 
8, 1918, in Paris and claimed he was with Painvin 
when the first ADFGX messages arrived at his 
desk.'*! Childs maintained a regular correspondence 
with Painvin between June and November on cipher 
matters and regularly supplied him with cartons of 
cigarettes, confessing to Painvin that all his luck 
with ciphers was due to Painvin’s assistance.’ He 
also kept up a correspondence with British cryptolo- 
gists in MI1(b) (Hay, Oliver Strachey, and Captain 
Godfrey Leveson Brooke-Hunt) as well as MI1(e) 
(Hitchings) at various times between March and 
October.” 

Childs returned to Paris for 10 days in April 
and then went back to Paris and London in mid- 
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July. When he left London on July 30, he was 
diverted to British GHQ_to meet with Hitchings 
and Lieutenant Duncan MacGregor and then trav- 
eled back to Paris to meet with Painvin.'** During 
his meetings with Painvin, Childs focused on the 
double transposition ciphers used by the Germans 
on the Russian and Ottoman fronts. In London, 
Hay teamed him with Brooke-Hunt who was 
also focused on that region. Childs also arranged 
for further key exchange between Chaumont and 
London.'* 

Although Childs came into the war with very 
little knowledge of ciphers, he made the best of his 
natural abilities and was given the chance to develop 
his diplomatic skills through his regular in-person 
and on-paper liaisons with the British and French 
cipher bureaus. Though Childs’s selection to lead 
the G2A6 cipher effort was based on Moorman’s 
initial mistaken identification of him as a cipher 
expert, he succeeded at the work. Ciphers made up 
only a small portion of the office’s work and per- 
haps that was to Childs’s advantage, for his respon- 
sibilities gave him a degree of independent action 
not afforded the officers working the more pressing 
code problem. 


Radio Intelligence Sections for 
the First Army and Second Army 


Following the French Army model, the AEF 
established an intelligence apparatus, including a 
Radio Intelligence Section, for each of its armies. In 
the First Army, this organization retained the desig- 
nator G2A6; in the Second Army, it was the G2A9. 
Both organizations were staffed by taking officers 
and men from the headquarters organization. While 
this left the G2A6 in Chaumont with shortfalls, 
particularly by September 1918, the move relieved 
the headquarters organization of much of the time- 
sensitive codebreaking and analysis and shifted the 
burden of support to operations on smaller teams 
that were co-located at First and Second Army 
headquarters. The army radio intelligence organiza- 
tions were subordinate to the army G2; they also 
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reported to Moorman and relied on him for guid- 
ance and some supplies. 

The officers in charge of these deployed units 
of the AEF G2A6 had a tremendous amount of 
responsibility. Not only did they supervise (and 
sometimes conduct) the analytic work and issue 
daily reports, but they kept the army G2 in the loop, 
worked with the Radio Section collectors who were 
detached to the armies, and liaised with French 
Army radio intelligence personnel. And, of course, 
they were unable to escape the job of distributing 
codebooks. 


The First Army 


In the fall of 1917, Moorman visited the British 
First Army to determine the best system for form- 
ing an army radio intelligence section “sufficiently 
flexible to fit any army which might be established 
and which could be duplicated as additional armies 
were created.”!* Although his section was still small, 
Moorman immediately began to plan for multiple 
army radio intelligence sections. In January 1918, 
Charles Matz was selected as future chief of the 
First Army Radio Intelligence Section, and Moor- 
man began to train him for the job. Matz received all 
the incoming intercept and reports to handle as if he 
were at First Army headquarters. Berthold provided 
Matz with specific feedback each day and provided 
him with recoveries made by the rest of the team, 
just as if he were at a remote location.’*” On April 3, 
two clerks joined Matz and they moved to a separate 
room" away from the rest of the organization. Inter- 
cept arrived via a special telegraph line in the office." 
Matz was required to solve codes, conduct analysis, 
and draft reports (for Moorman) as if the First Army 
was in battle.1”° 

On June 12,1918, Matz opened an office in Toul, 
co-located with the Signal Corps Radio Section. His 
two field clerks, McKenna and Meeth, joined him at 
Toul. Moorman’s training plan provided Matz with 
exposure to the work of the signal collectors and 
allowed him to develop a rapport with the men who 
would be providing the intercept supporting combat 
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operations. The move also placed Matz closer to the 
current front line along the southern side of the St. 
Mihiel salient where he began to support the I Army 
Corps, the 26th and 32nd Divisions, and the 94th 
and 95th Aero Squadrons. Matz found that in Toul 
he was dependent on the Signal Corps for trans- 
portation and asked Moorman for a small car or a 
motorcycle just a week after he arrived.'?? Moorman 
began working on the problem in earnest in early 
July, asking Matz if he had any experience riding 
a motorcycle.’”” Matz allowed that he had “a little” 
experience using a motorcycle with a side car but 
had never tried a motorcycle alone; he noted that in 
muddy or snowy weather a motorcycle alone would 
be practically useless.'* In early August, the First 
Army G2A6 received a motorcycle with a sidecar to 
facilitate traveling with materials.'” 

Matz had some quick success, decoding a mes- 
sage on June 14 that revealed German expectation of 
an Allied attack (see chapter 11). He also made the 
acquaintance of Captain d’Abboville, the chief of 
the intelligence bureau of the French XXXII Corps 
then stationed in Toul, and he established a daily 
report to d’Abboville.’ Matz also quickly devel- 
oped a relationship with both the code and gonio 
officers of the French VIII Army. The French gonio 
officer complimented the G2A6 for their locations, 
which aligned “in almost every case” with his work, 
and, upon seeing Matz’s direction-finding plotting 
system that used sliding weights, the French officer 
declared that he would adopt the same method.'” 

By the first of August, Matz and Moorman had 
arranged for all French collection stations to route 
traffic directly to Matz’s office. Moorman directed 
Loghry, who was running the Radio Section at the 
same time that he was serving as radio officer for 
the First Army, to establish new American intercept 
sites only when “not practicable to obtain satisfacto- 
ry intercepts or gonio bearings from the French.”!”” 

Matz joined the staff of the First Army at La 
Ferté-sous-Jouarre on July 29, 191831 they moved 
to Neufchateau on August 12, while Matz’s team 
remained in Toul making preparations.’”? When 


the First Army moved to its new headquarters in 
Ligny-en-Barrois on August 30, Matz was joined by 
Gilmore, who was detailed from his temporary job 
as head of the Second Army G2A9, as well as clerks 
Lyon and Jacques (coming from Toul). Meeth and 
Jacques formed the Code Section, and Lyon and 
McKenna handled the Goniometric Section. By 
September 2, Matz had “given up” on Jacques for 
code work for “he merely doesn't seem to grasp it” 
and moved him to general clerk and trench code 
custodian. When Army Field Clerks Walter Kil- 
bourn and Sterling March arrived on September 7, 
March teamed with Meeth on codes.” 

The work of radio intelligence had caught the 
attention of the AEF Air Service by late August, 
and there was increasing interest in decoded Ger- 
man weather reports. The Air Service finally real- 
ized the importance of alerts based on airplane 
intercept. This prompted a call to install more 
aero intercept and aero gonio stations along the 
salient.” 

War correspondent Moore described the offices 
of the G2 in Ligny-en-Barrois in the days before the 
St. Mihiel offensive, writing: 

Every one of the cubicles was filled with 

American officers and field clerks. They sat 

shoulder to shoulder, some at old-fashioned 

desks, other with pine tables before them, 
while a few utilized overturned goods boxes 

to work upon. On each table or desk were 

stacks of papers and a telephone instrument. 

The rooms were lighted badly, but garishly, 

with unshaded electric bulbs. The entire 

establishment hummed with a subdued roar 

of voices, telephones and typewriters. Men 

moved, when they had to, with an air of ner- 

vous repression. Their faces bore heavy lines 

of care that bespoke overwork and lack of 

sleep. Their voices held the timbre of excite- 

ment tightly held in, and in their eyes was a 

look of preoccupation.” 

The First Army G2A6 worked every day until 
after midnight in the days before and after the 
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attack on St. Mihiel, and Matz noted that the clerks 
pitched in at night and on Sundays “but even then 
they come back for extra hours when we can't finish 
up, which is pretty often.”* A special unenciphered 
code was used to send keys and technical informa- 
tion to the G2A6 (see chapter 12). 

It was in Ligny-en-Barrois that Matz and his 
team did the analytic work that affected the course 
of the St. Mihiel offensive (see chapter 11). This 
was the most important achievement of the AEF’s 
combined radio intelligence effort during the war.?” 
Matz provided the critical report to Colonel How- 
ell, chief of the First Army G2, that led to the use 
of a barrage attack four hours before American 
troops began their attack. Of his team’s work, Matz 
explained to Moorman that “we made our mistakes 
but we will know how to correct those particular 
ones the next time. There are many things in our 
work that I am not at all satisfied with and I am 
trying to improve them, but it will take time to 
attain anything near perfections. However I think I 
can honestly say that we proved the value of Radio 
Intelligence during the recent attack.” 

There were some relaxed days at Ligny-en- 
Barrois after the victory at St. Mihiel. Often at 1700 
the officers of the G2 spent an hour swimming in 
the canal that ran on the edge of town.*” But soon 
the First Army began to move to a new headquar- 
ters co-located with the French IT Army at Souilly, 
closer to the Meuse-Argonne region, and along the 
road to Verdun, the Voie Sacrée (Sacred Way). The 
First Army G2A6 remained in Ligny-en-Barrois 
after the rest of the G2 had moved, which caused 
some administrative and reporting difficulties. 
There also were no officers from the Radio Sec- 
tion at Ligny-en-Barrois, which created coordina- 
tion problems that would only be overcome by the 
section’s move to the “mud hole” that was Souilly 
on October 10.78 Matz’s team was reshuffled a bit 
to accommodate the establishment of the Second 
Army G2A9, with Graham replacing Gilmore as 
Matz’s assistant. Wahl joined Lyon in the Gonio- 
metric Section, McKenna went to the Second Army 
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G2A9, and Edgar Anderson replaced March in the 
First Army Code Section.” 

In early September, Moorman had asked Matz 
to think about developing a system of arbitrary des- 
ignators for German radio stations, so that each 
station could be tracked through call sign changes. 
Moormanr’s first suggestion of a one-up trigraph 
naming system (AAA, AAB, AAC, etc.) did not 
work for reasons unknown; another system using 
the small numbers on squares of a particular map 
was also unsatisfactory. In October, Matz suggested 
assigning a letter to each column of the map—they 
were using the French plan directeur goniométrique 
(goniometric master plan)—from west to east. The 
first letter of the arbitrary call sign would be taken 
from the column and the second letter from the row 
on the map, which would be lettered from south 
to north. Matz also thought that dividing the five 
kilometer square markings into 25 one-kilometer 
squares and giving each square a letter would be 
helpful; this method would place a station within a 
square of one kilometer. Moorman pronounced this 
system “excellent” and replied that “to my mind, it 
is the plan we have been looking for ever since our 
section was organized.”*!° 

Matz and Falk also put their heads together to 
achieve analytic innovation by using the identifica- 
tion of airplanes supporting German artillery. They 
knew that artillery intelligence officers received 
reports from flash and sound ranging units that 
located the firing of German batteries. Matz and 
Falk thought this information could be combined 
with airplane alerts and subsequent radio intercept 
when the planes reported strikes. This system had 
just started testing at the time of the Armistice and 
reflects just one effort to make radio intelligence 
useful on the battlefield.*" 

While most of the intercept came from elec- 
tronic emissions, on at least one occasion, the G2A6 
of the First Army broke codes found with intercept- 
ed carrier pigeons. As the front line changed, the 
pigeons sometimes came home to find their location 


now in the hands of the Americans.?”” 
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The First Army Radio Intelligence Section 
and the Radio Section intercept facilities subordi- 
nated to the First Army were not affected by the 
fire (started by an overturned stove in the G2 office) 
that raged through the Signal Corps area at Souilly 
on October 30, 1918. The fire destroyed the office of 
Chief Signal Officer Parker Hitt and the barracks of 
the women telephone operators. The intercept work 
was placed some distance away from regular Signal 
Corps operations to avoid interference.’ 

The Radio Section shut down radio and direc- 
tion-finding collection on November 17, 1918, but 
the First Army G2A6 remained at Souilly for a little 
while longer, forwarding information from the press 
intercept station at Souilly.?" 

Matz and the First Army G2A6 were singled 
out by General Nolan in his draft history of World 
War I. Nolan had visited the section during the St. 
Mihiel operation and, according to Matz, “found 
out what assistance we could give.” Nolan remem- 
bered that “Lieutenant Matz and his assistants 
were constantly on the alert for German messages 
of all kinds. The results of his vigilance were most 


gratifying.”? 
The Second Army 


In late July or early August, Robert Gil- 
more went to Toul to begin organizing the Second 
Army G2A9, but in late August he joined Matz 
at First Army. After the St. Mihiel offensive, Gil- 
more, March, and McKenna moved from the First 
Army to the Second Army; however, Philip White- 
head was put in charge of the Second Army G2A9 
instead of Gilmore. Additional men were added 
from Chaumont. While Gilmore had been trained 
for the job with his stint in Toul and then service as 
assistant to Matz, his performance was not what was 
expected.?” 

Whitehead, Gilmore, Falk, and their clerks 
DePierri, McKenna, and March arrived at Second 
Army headquarters at Toul on Sunday evening, 
September 22, 1918. They were accompanied by 
Private John H. Endrum, who had been breaking 


codes since May, and newly arrived Private Law- 
rence E. Hendricks and Bugler Leonard W. Rob- 
bins. Corporals Jess Kreuger and Lester Wolff and 
four (unnamed) telegraph operators completed the 
team.'’ By September 24, despite some difficulty 
getting their equipment, the section had set up 
their map board and had begun work.?"® The Sec- 
ond Army never saw combat, but the G2A9 was 
fully operational and supplied the Army G2 with 
information until after the Armistice. For reasons 
unknown, the section was designated the G2A9 
rather than the G2A6. 

Whitehead handled supervision and liaison, 
Gilmore, as his assistant, filled in when Whitehead 
was away from the office. Gilmore also had special 
responsibilities for the listening station reports and 
airplane intercept activity, as well as collecting infor- 
mation from prisoner interrogations and other doc- 
uments. Falk handled communications security vio- 
lations and distribution of codebooks. DePierri was 
the chief clerk. McKenna and Hendricks teamed to 
work the direction-finding reports.”!” 

March, Endrum, and Robbins formed the Code 
Section, splitting three shifts (0800 to 1700; 1500 
to midnight, midnight to 0800). Kreuger kept track 
of reporting from airplane collection and listening 
stations, and prepared reports. Wolff handled traf- 
fic analysis duties, tabulating message activity and 
immediately reporting unusual activity, as well as 
charting code usage and activity of each German 
station heard.?”° 

Because the Second Army was not in combat, 
Whitehead’s section was not receiving any radio 
intercept as of October 7. Instead, they spent their 
time working with the listening stations and fixed 
goniometric sites in the Woévre plain.’ White- 
head found there was some difficulty in cooperation 
between the Radio Section’s listening stations and 
the regimental intelligence officers and complained 
of such to the G2 of the Second Army on October 9, 
1918. He recommended that the intelligence officers 
be advised that the listening stations were impor- 
tant for “immediate and reliable information” about 
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enemy plans and activity, particularly from their 
intercepted telephone stations and ground telegraph 
stations. As the listening stations were close to the 
front line and “generally unable to report directly to 
the Army radio intelligence officer,” it was impor- 
tant that the regimental intelligence personnel take 
full advantage of the service, as much of the value 
of the information was lost once it reached army 
headquarters. Some listening stations were having 
difficulties because when an intelligence officer was 
relieved, he did not inform his successor as to the 
location of the listening stations and how to get 
their information. Whitehead recommended that 
each station also receive the divisional Summary of 
Information so they could perform their work intel- 
ligently. This suggestion was approved by Lieuten- 
ant Colonel C. F. Thompson, the G2 of the Second 
Army, who told Whitehead to take up the issue with 
regimental and divisional G2s.’” 

On November 4, Gilmore made suggestions 
regarding the interception of enemy airplane fre- 
quency adjustments. He noted that the aero gonio 
intercept stations in the Second Army were the only 
effective means of combatting these adjustments 
and suggested that these stations be more closely 
coordinated with sound and flash-ranging stations, 
as was done in the British and French armies. Gil- 
more proposed that there be three aero gonio inter- 
cept stations on the Second Army front to align 
with the three sound and flash stations.’”’ 

Whitehead kept the Second Army goniometric 
work operational until German troops moved to the 
rear and their radio stations disappeared from the 
airwaves. The sites were discontinued on November 


17,19" 


Yardley in Europe 


In July 1918, planning was underway for Her- 
bert Yardley to go to Europe. Van Deman had con- 
sulted Moorman, and Moorman prepared a tele- 
gram for Nolan’s approval and Pershing’s signature 
requesting Yardley’s visit to Chaumont to assist in 
“coordinating the work on enemy codes” between 
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Washington and the AEF. The message also noted 
that the selection of men for duty in the G2A6 was 
a matter of importance, and suggested that Yardley 
could visit French and British code offices to study 
how they selected personnel.” 

Wavering on the verge of a breakdown, Yardley 
claimed to have been too ill to focus on the plans, 
but said he went to Europe to liaise with the Allied 
cipher bureaus. The objective was to obtain informa- 
tion on codes and ciphers from the British and the 
French to prepare for an American postwar cipher 
bureau.””° On July 30, Yardley was ordered to report 
to the AEF for three months of temporary duty. 
Nothing was mentioned about stops in the United 
Kingdom or France before reporting to Moorman 
at Chaumont.’”” 

Working with Leland Harrison at the State 
Department, General Marlborough Churchill asked 
that Secretary of State Robert Lansing sign a letter 
to the Allied governments identifying Yardley as the 
officer in charge of the MID Code and Cipher Sec- 
tion as well as a representative of the State Depart- 
ment in this capacity. The letter also “requested that 
[Yardley] be given access to all material procurable 
through diplomatic channels which might in any way 
assist in the solution of enemy codes and ciphers.”””* 

Harrison might have seen Yardley’s trip as an 
opportunity to push his desire for a closer relation- 
ship between MI-8 and the British. In July, Harrison 
explained to Edward Bell, stationed at the American 
embassy in London, that his goal was for MI-8 to 
have “complete cooperation and exchange of infor- 
mation’ with the British and French cipher bureaus 
although he admitted that the United States had 
“much to learn and perhaps nothing to offer.” Bell 
reported to Harrison about the upcoming trans- 
atlantic radio conference and noted that Admiral 
Reginald “Blinker” Hall, director of the Admiralty’s 
Intelligence Division, was opposed to the “general 
pooling” of information for fear of leaks.” 

The original plan for Yardley’s trip was for him 
to spend two weeks in London (August 15-Sep- 
tember 1), then two weeks in Paris (September 
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1-15), and then two months at AEF headquarters 
in Chaumont (September 15-November 15).*°° On 
July 30, 1918, he was ordered to Hoboken, NJ, to 
obtain transportation to France.”*! But Yardley did 
not sail until August 16 and did not arrive in Liv- 
erpool until August 28.* He did not leave Britain 
for France until October 1, weeks after he was due 
in Chaumont.**? Yardley would not return to the 
United States until the following April. 

Yardley took his time reporting to Chaumont. 
He checked himself into the Ritz in London at the 
price of twelve shillings and sixpence per night for 
three nights and then found less expensive lodging 
at 70 Comeragh Road in Hammersmith for three 
shillings a night. In his month in London he spent 
$389.24 ($7,037.33 in 2021 dollars or about $207 a 
day for his 34-night stay in the United Kingdom).*“ 

He first visited Colonel Charles French of the 
British War Office and Bell at the American embas- 
sy. He made little progress with the British and spent 
days drinking “a great deal of tea” as well as whisky 
and soda.» Bell introduced him to Admiral Hall, 
who refused to give Yardley material needed to work 
on the Berlin-Madrid diplomatic traffic.*° Major 
Hay at the War Office had a dummy office set up 
to deal with “visitors from neutral countries or oth- 
ers whom he thought it advisable to confuse,” and 
Yardley appears to have been entertained there by a 
staffer, “a certain man who was able, when required, 
to give the impression of the typical British idiot.” 
Not only did Yardley not get any information from 
MI1(b), he later described their work in a patroniz- 
ing manner, which was a source of great amusement 
to Hay and his staff.”*’ Yardley, certain that the Brit- 
ish were reading American ciphers, claimed to have 
sent a secret message home “that the British would 
be unable to decipher” using a Mexican government 
cipher to encipher the military attaché code.”** 

In Yardley’s 34 days in the United Kingdom he 
spent parts of nine days at the War Office, parts of 
four days visiting the British Office of Censorship, 
and three days at the Admiralty. He hosted nine din- 
ners with British officers “to obtain military infor- 


mation’; the cost of these dinners ranged between 
$200 and $300 in 2021 currency.*” 

By September 23, the G2A6 was wonder- 
ing what had happened to Yardley, for he had not 
made an appearance or even sent word as to his 
whereabouts.” On September 30 and October 1, 
Moorman made efforts to locate Yardley and had 
cablegrams sent to AEF Base Section 3 in London. 
Moorman believed that Yardley had arrived in Lon- 
don on September 9 but “since that date nothing has 
been heard from him.” He implored Base Section 3 
to act, noting that “if this officer is still in England 
he should be ordered to report at these headquarters 
without further delay." 

While Moorman was trying to locate him, 
Yardley traveled to Paris on October 1, 1918. There 
he was met with the same level of skepticism that 
had greeted him in London. Colonel Cartier had 
been advised by an Admiralty officer, on behalf of 
Admiral Hall, that the French should be on their 
guard against Yardley for he was indiscreet.*” 

While Yardley was in Paris, Base Section 3 in 
London claimed on October 18 to have no record of 
him; then, on November 5, Base Section 3 discovered 
that Yardley had arrived in Britain on the SS Saxon 
on August 28. They promised to search for him and 
to have him report to Chaumont “without delay.” 

When Yardley arrived in Chaumont on Novem- 
ber 21, more than two weeks after the last message 
about his location,”“* he was too late to be of ben- 
efit to the G2A6. Moorman later glossed over the 
incident, recalling that “Major Yardley was sent 
over but got lost somewhere between London and 
Paris, and so never got to us until after the Armi- 
stice was signed. On that account we never got the 
advantage of what he was going to tell us, nor to 
tell him what we needed.”**° Childs noted, “Yardley 
had disappeared in Europe for three months before 
he showed up at G2A6. We found now either he 
really disappeared or else the orders got all tangled 
up as they seem to have been.” William Friedman 
wrote home to Elizebeth Friedman that Yardley was 


“only going to be here a few days.”*4” 
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At about the same time in November 1918, 
Moorman was asking G2A6 personnel about their 
reassignment preferences. As it turned out, after 
hearing Major Yardley talk, a few wished to go to 
Paris with him to decode and decipher the commu- 
nications of the Paris Peace Conference delegates. 
By December 3, Yardley chose Childs, who had 
asked to return to the United States, and Frederick 
Livesey, who had worked for a time in MI-8 and 
wished to return there.*“8 They were joined in Paris 
by clerks Meeth, McKenna, and Nathan.*” 

The officers ended up having a grand time in 
Paris, as well-described by both Yardley and Childs 
in their later books.” But they appear to have done 
minimal cryptologic work, for, despite the assign- 
ment to break codes and ciphers of the other powers 
attending the conference, Childs recalled “we had 
literally nothing to do.”*! The photo shows both 
men in their office in Paris. Yardley did, however, ask 
that the G2A6 in Chaumont send him a complete 
file of messages intercepted in the German diplo- 
matic, naval, and colonial codes, as well as Spanish 
diplomatic codes and all ADFGVX messages. It is 
not clear what use these were in Paris.*? White- 
head, the last man remaining in the G2A6, report- 
ed to Yardley that he had instructions to send all 
radio intercept to Colonel Charles H. Mason of the 
American Commission to Negotiate Peace’s Com- 
bat Section in addition to the intercept that Moor- 
man had arranged for Yardley to receive. It seems 
that Mason had been unaware that the material was 
already coming to Paris; it is possible that Yardley’s 
office was receiving the intercept (the large portion 
of which would have been plaintext) but not making 
reports to other sections.” 

Yardley returned home in April 1919, as did 
Livesey. Childs found a job with the American 


Relief Administration in Yugoslavia.?** 


G2A6 After the Armistice 


The French and Americans here have been 
celebrating since yesterday afternoon and I 
didn't know this place had so many people. 
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The place is all lit up, if you can realize what 
a change that means in these French cities 
which have been dark for almost five years. 
There are hundreds of flags out and parades, 
unorganized of course, are passing every few 
minutes. The boys just passed here, their 
bugles and their voices singing “Over there.” 
This afternoon there was an official recep- 
tion before the City Hall, otherwise known 
in every French city as Vhotel de ville, but 
only one man from our office was detailed 
to represent the department. Last evening 


we had a little celebration at our mess and 
after that a musicale at Capt Owen's billet 
which kept us until 10.’ Then we came over 
to the club to see the festivities but there 
werent many going on.?° 


—William Friedman, letter to Elizebeth 
Friedman, November 12, 1918 


Within two weeks of the Armistice, men began 
to leave the G2A6. Colonel Moorman held a meet- 


ing of the staff on November 22 to discuss options 
for the men. At the meeting the group heard a pitch 


from Yardley, who already had orders to report to 
Paris to set up a cipher section there. Moorman 
asked each man to turn in a slip that listed his skills 
and preferences for assignment.’ 

A handful of men wanted to go with Yard- 
ley. But the majority wished to go home. Fifteen 
went to Trier, Germany, with the Allied military 
government there; eight went to Paris (although 
it appears only two were with Yardley). Another 
dozen went to elements of the G2 in Chaumont; 
17 or 18 were transferred back to their original 
units for disposition and discharge.*’ Captain 
Berthold and Lieutenant Sailor went to operate 
the G2A6 of the Third Army in Coblenz, Ger- 
many, where Army Field Clerk Donald A. Lindsay 
would join them.?%* 

William Friedman was given the task of prepar- 
ing a history of all the work done in the G2A6 since 
the beginning, and while he was uncertain why he 
was selected, he vowed to “make a job of it.””°? 

Before he left France, Moorman singled out five 
officers for the “honor” of individual commenda- 
tion letters signed by General Nolan, for he felt that 
their work merited more than a “statement that they 
belonged to an organization that did good work.” 
Moorman felt these men “did good work person- 
ally ... they gave up their ambition for transfer to 
more active duty where the chances for promotion 
and excitement naturally appealed to them. They 
worked loyally, efficiently, and to them more than 
anyone else is due whatever success was achieved .... 
I am personally, deeply indebted to them for their 
most faithful support.” Berthold, Matz, Whitehead, 
Falk, and one unknown officer received letters from 
Nolan on January 8, 1919.°° 

Matz briefly spent time in Trier with the Third 
Army and returned home in early February 1919. 
Moorman, Whitehead, Friedman, and two clerks 
(Mangene and DePierri) remained in Chaumont 
for a few months more. Moorman departed for the 
United States in January; Friedman left in Febru- 
ary after completing a history of the codebreaking 
effort. Whitehead stayed on as the sole officer of 
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the G2A6, handling intercepted press messages; he 
and Mangene returned to the United States in June 
1919. The work of the AEF Radio Intelligence Sec- 


tion was finished.*! 


Conclusion 


The relatively small staff of the G2A6 and the 
two smaller Radio Intelligence Sections of the First 
and the Second Armies had a record of consistent 
success from the time of their code recoveries on 
January 1, 1918, through the time of the Armistice. 
The larger, more dramatic success stories are exam- 
ined in depth in chapter 11. There were smaller, 
day-to-day successes solving messages and conduct- 
ing traffic analytic work; these efforts contributed 
substantially to the work of the Order of Battle Sec- 
tion, particularly after June 1918 when the Radio 
Section had a greater number of radio intercept and 
goniometric stations in place. 

General Nolan later expressed that to him “the 
little-known activities of the code and cipher section 
of our military information division were always 
much more interesting than the espionage work of 
Colonel Moreno’s section; and with no reflections 
on the excellent work of our Secret Agents, of much 
more value in furnishing us with timely information 
of our enemies.””” For the first time, but not for the 
last, the quiet value of radio intelligence in the con- 
text of the broader American intelligence effort was 
making itself known. 
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CHAPTER 9 


The Code Compilation Section 
of the Signal Corps 


ubbed “the Wonder Boys of France” by 
William Friedman,' the Code Com- 
pilation Section (CCS) of the Ameri- 
can Expeditionary Forces (AEF) Sig- 
nal Corps (see photo) was formed in January 1918 
to produce new codes for the American forces. 
Although this unit was subordinate to the Signal 
Corps, it remained at AEF headquarters at Chau- 
mont when the Signal Corps organization moved to 
the headquarters of the Services of Supply at Tours 
in March 1918. That same month, the section moved 
from its first offices (in an unspecified location) to 
Building A, Room 51, in the headquarters complex.’ 
US Army cryptography was unprepared for the 
circumstances of war in 1917. There was one code— 
the 1915 War Department Telegraph Code—which 
was unsuitable for tactical correspondence. The army 
Cipher Disk, an elementary substitution system 
using a repeating key, was antiquated and insecure. 
Units often used the Playfair cipher (and would do 
so during the war), another system that was demon- 
strably insecure. Additionally, many units developed 
(or improvised) their own insecure codes, another 
practice that continued during the war. While the 
other nations fighting the war had been in a similar 
situation in 1914, cryptography had advanced, and 
the AEF was behind the learning curve.’ 
The need for a centralized codemaking depart- 


ment for the AEF had been evident to many people. 
In December 1917, General Dennis Nolan, chief 
of the AEF G2, explained in detail to the chief of 
ordnance why his proposed code system to indicate 
the qualifications of ordnance officers was less than 
ideal. Edgar Russel, the AEF chief signal officer, 
had to weigh in on the same matter in mid-January 
1918 and told his colleague that “considerably great- 
er accuracy and more general satisfaction” would be 
obtained with the 1915 War Department Telegraph 
Code if a special word list were made for ordnance 
needs. Russel concluded, “If the Ordnance Depart- 
ment adopts its own code for the special qualifica- 
tions of its personnel, the precedent thereby estab- 
lished should permit the other Staff departments to 
do likewise, and eventually the Code Room will have 
to deal with such a multiplicity of codes that confu- 
sion will result.” 

An experienced Signal Corps officer, Colonel 
Carl F. Hartmann, commander of the Army Signal 
School for the AEF (located at Langres, France), sent 
Russel a copy of a British trench code obtained from a 
British captain at the school and noted that “it would 
appear that something of the nature of this code will 
be required in our service and I desire to be informed 
whether such a code is in preparation or is contem- 
plated.” Hartmann offered to take advantage of the 
consolidation of the many departmental schools at 
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The Code Compilation Section, ready to return to the United States, April 1919. National Archives and Records 


Administration, College Park (NARA CP), Record Group (RG) 111, Records of the Chief Signal Officer. Photographic 


Collection, 111-SC 158244 


Langres to gather from each school a set of phrases 
likely to be “most used in battle” that he would for- 
ward to the proper authorities compiling such a code.° 

On January 3, 1918, Russel instructed newly 
reported Second Lieutenant Edward R. Halloran’ 
to gather information and data on trench codes in 
use by the combatants so that there would be back- 
ground information available for compiling Ameri- 
can trench codes. Under the guidance of Major 
Frank Moorman, Halloran obtained British, French, 
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and German codes and began extracting relevant 
information. He also collected “phrases peculiar to 
our Army” as well as technical phrases compiled 
from American units already in the trenches.® 
When Captain (later Major) Howard R. Barnes 
(see sidebar) arrived in Chaumont in February 1918, 
Halloran became his assistant. Barnes had been a 
clerk for the State Department when the United 
States entered the war. He was “chosen not for any 
pretentions he may have put forth as a cryptanalyst 


CHAPTER 9 


eo Howard Russell Barnes 


Howard Barnes was born December 17, 1879. During his 
youth, his family moved to Washington, DC, where he attended 
public school and then attended (but may not have graduated 
from) Georgetown University. He variously worked as a clerk, 
secretary, and stenographer. In July 1908, Barnes was appointed 
to a stenographer and typewriter position at the State Depart- 
ment with a salary of $900 a year. Barnes was extremely musi- 
cal—he sang tenor and played the piano—and belonged to sev- 
eral musical societies in Washington. 

Barnes steadily progressed through the ranks as a clerk, 
reaching the level of “class one” in late 1909, “class two” in June 
1911, and “class three” in June 1913. It has been suggested that 
Barnes worked as a code clerk at the State Department, but the 
only evidence of this is from the April 1, 1919, Report of the Code 
Compilation Section in which he said he had “been engaged in 


code wells for several years both as an operator and in the con- Barnes, April 1919. NARA CP, RG 111. 
struction of codes.” This implies he performed code work at the Photographic Collection, 111-SC 

State Department, but there are no records confirming that. The 158244 

precise nature of his work at the State Department is unclear. 

From November 1914 to July 1916, he was detailed for duty in 

the American embassy in London. In December 1916, his wife died, leaving him with two young children. 

In late November 1917, Barnes applied for a commission in the Signal Officer’s Reserve Corps, and he 
was assigned to active duty on December 13. He sailed for France from Hoboken, New Jersey, in early January 
1918, where he took charge of the Code Compilation Section in early February. 

He returned to the United States on April 25, 1919. With others from the Code Compilation Section 
he worked for the Signal Corps completing the War Department Telegraphic Code of 1919 (issued in Sep- 
tember 1921). Barnes remarried in 1921 and was working as a bank clerk in Philadelphia when he died on 
September 26, 1930. He is buried in Arlington National Cemetery. 
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but because he had at least some experience with ants, and one corporal. The lieutenants—Mark J. 
codes and their handling in communications.”’ The Ryan, Wallace B. Chambers, and Halloran—all had 
section started with Barnes, three second lieuten- previous code experience."® 
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The work of the CCS was distinct from that of 
the Signal Corps Code and Cipher Section, which 
was responsible for encrypting and encoding AEF 
message traffic. This organization did not develop 
codes and used the 1915 War Department Telegraph 
Code until the CCS was able to provide alternatives. 
However, the two organizations did interact in the 
person of Colonel Parker Hitt, who, as the execu- 
tive to Russel, had a supervisory relationship with 
the Code and Cipher Section and then the CCS. 
Despite having other duties, Hitt frequently served 
as a consultant to Barnes and helped develop some 
systems. In March 1918, in the absence of Russel, 
Hitt took the time to request that Barnes’s Code 
Compilation Section have the use of Room 51 in 
Building A at Chaumont, a private room for devel- 
oping codebooks that could be locked at night." 

Organizational skills and preparation made the 
CCS staff very efficient, codes were prepared in 
advance and held in reserve. The CCS did not rely 
on one codebook meant to be used with a chang- 
ing series of distorted alphabets and keys for super- 
encipherment. This method, while easier to print 
and distribute, was insecure because loss of a code- 
book could compromise all future key systems. By 
preparing multiple codebooks complete with enci- 
pherment material, the CCS could quickly replace 
the entire system when a code was compromised 
or lost. The burden of the work fell on headquar- 
ters, where codes could be compiled under relative- 
ly calm and normal conditions. By putting all the 
needed material in one book, the system eased the 
work of frontline code men who frequently had to 
code messages under bombardment, gas, or on the 
move.” This system relied on rapid replacement of 
books to maintain secrecy. Because the section was 
small, it needed assistance distributing codebooks to 
the troops away from headquarters and the task was 
given to the G2A6 (see chapter 8)."° 

Barnes believed that codes had to be suited for 
use in the field and had to outwit the temperament 
and habits of the operators. For instance, when 
selecting a null to vary the code groups, operators 
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tended to pick the most convenient one, so the sec- 
tion eventually put nulls on every page. Straight- 
forward construction with encoding and decoding 
sections were the hallmark of the codes produced 
by the CCS, as were the clearness of type and the 
convenient size of the books.‘* He bemoaned the 
inclination of army personnel to avoid using codes 
and contrasted that to the navy, where every officer 
was trained in code from the beginning. It was not 
just carelessness in use of the codes that concerned 
Barnes; carelessness in handling the books and in 
keeping receipts was frustrating, and he noted that 
American codebooks were picked up all over the 
place. 


Organization 


Nothing is known of how section members 
organized or divided up their work, apart from their 
location in Building A and the fact that they worked 
“almost every night until midnight.” The organi- 
zation needed more space in early October 1918; 
Moorman chimed in that the space was “urgently 
needed” while reminding the G2 that the CCS was 
a Signal Corps organization.’ At some point in 
mid-October some of their lights were taken away, 
and Barnes had to request some more to accommo- 
date their late-night work." 


Staffing 


Very little is known about precisely what each 
member of the CCS did or even how they were cho- 
sen. Barnes, Halloran, Chambers (who later replaced 
Halloran as Barnes’s assistant),’? and Ryan came 
from different backgrounds but had all reportedly 
worked with codes in one capacity or another. Apart 
from their names and ranks, nothing is known about 
the backgrounds of the other men in the section. See 
appendix A for their names. 


Code Compilation 


From the start the section’s focus was on mak- 
ing codes, not creating ciphers. Barnes consulted not 
just with Hitt but with Moorman, for both men had 


familiarity and expertise in the subject.*” The goal 
was to provide a code that was sufficiently compli- 
cated to delay enemy solution but simple to use.”" 

The first US trench code was produced in Feb- 
ruary 1918 when the section had only five peo- 
ple.” General Nolan’s draft history states that the 
first codebook was produced “after seven months 
training,” but perhaps he meant that the book was 
produced seven months after the AEF arrived in 
France.” There is no record of the Code Compila- 
tion Section receiving seven months of training. The 
section's report at the end of the war does not say 
when this code was produced, just that it was the 
first. The material that guided the code’s prepara- 
tion was an obsolete British trench code, possibly 
the copy that Hartmann had given to Russel in Jan- 
uary 1918.” 

This first trench code was a very simple one- 
part code with a distortion table to encipher the 
code. The book was quickly made and simple for the 
CCS to produce (as opposed to a more secure two- 
part code) but pushed much of the work to the man 
at the front line who had to encipher the code.” The 
decision to choose the one-part format was likely 
made because there was an immediate need for a 
codebook as great numbers of American divisions 
were put into operations in frontline sectors in those 
early months of 1918. 

Captain Oswald T. Hitchings of the British 
Expeditionary Forces may have tested the code, 
as Nolan remembers that Hitchings declared the 
code was vulnerable to exploitation.*” While this is 
entirely plausible, and the British would test the first 
of the American Rivers codes, no documentary evi- 
dence has yet been found to back up Nolan’s asser- 
tion. On February 22, 1918, Russel asked the G2 
to approve the code and provide instructions for its 
distribution.” A delay caused by Hitchings testing 
the code would explain the apparent delay in issu- 
ing the code, for it seems to have not been distrib- 
uted when, in May 1918, it was tested by an officer 
of the G2A6, J. Rives Childs (see chapter 12). The 
G2A6 test, which assumed that the Germans would 
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have captured the codebook itself, led to a decision 
not to issue the code. The book was withdrawn, and 
the CCS, now a few months older and wiser, began 
again. 

Possibly with some advice from Hitt and Moor- 
man, the CCS then produced a series of new trench 
codes, dubbed the Rivers codes, that could be easily 
replaced. The Rivers and the Lakes series of trench 
codes—14 different codes named for American bod- 
ies of water issued between late June 1918 and the 
Armistice in November 1918—are the best known 
products of this section. By the time the Huron 
code was compiled in October 1918, many innova- 
tions and refinements had been made, including an 
emergency code chart in the front of the book” (see 
photo). 

When the British tested the Potomac code, they 
reported that “we have not been able to solve them 
or even to get any light. The Security appears of a 
high order.”*° Moorman, not one to praise lightly, 
reported that his office found the code “more dif- 
ficult than any employed by the Germans,” although 
not unsolvable. The men who tested the code pro- 
vided some “long and highly technical discussions” 
to Moorman about means of attack, to which 
he offered Barnes access, and declared the book 
“excellent,”* 

Hitt complimented the section staff on their 
work and informed Russel that “we believe that this 
code system will be better than anything now in use 
on either side, and that messages intelligently sent 
will be perfectly safe.” Russel even recommended 
both Chambers and Ryan for promotion for the 
good work they had done on the code.” 

There were not just trench codes to make, but 
many other sorts of codes—a short frontline code of 
500 words, a staff code that replaced the vulnerable 
1915 War Department Telegraph Code, and a radio 
service code for operators to establish and maintain 
communications. There was a telephone code (also 
known as the Female Code since it consisted of 
women’s names; this was developed by Hitt), a few 
short special-purpose codes, and a casualty code.* 
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DECLASSIFIED ° | 
Authority NN\)= O02: 


SECRET 


MUST NOT FALL 
INTO HANDS OF 
ENEMY 


The 


“SU W ANEE” 
CODE 


GENERAL HEADQUARTERS 
AMERICAN EXPEDITIONARY 
FORCES 


The Suwanee codebook, issued July 15, 1918. NARA CP, RG 120, Records of 
the American Expeditionary Forces, Entry 105, Box 6378. (Note that spell- 


ing differs from the Suwannee River.) 
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Discussion of some of these codes 
is in chapter 12; a complete list of 
codes produced by the section is in 
appendix B. 


Code Printing 


The CCS was the envy of the 
British codemakers as it had a full- 
size printing press, located in the 
Office of the Adjutant General, at 
its disposal. Code had precedence 
over all material except general 
orders and bulletins; sometimes this 
delayed printing codebooks, but the 
delay did not matter once several 
codes had been compiled and were 
in stock. Every effort was made to 
keep two complete codes in stock. In 
the best case scenario, a completed 
codebook could be set, printed, and 
bound in five or six days of “normal” 
work “under the most favorable con- 
ditions.” Three shifts, working 24 
hours a day, could accomplish the 
job in 48 hours. An officer from the 
section had to be on duty during the 
entire printing process to monitor 
the work, destroy spoiled sheets, and 
destroy any mats on the presses that 
might have an impression from the 
book. Once copies were counted, the 
metal type was melted down. Often 
two or three officers were on duty in 
the printing office. 

The ink used for codebooks was 
water soluble; if a codebook could 
not be burned, users were instructed 
to dip the pages in water and then 
to rub the sheets “briskly until the 
printing disappeared.”*® 


Relationship with G2A6 Radio 
Intelligence Section 


The men breaking the codes in the G2A6 fre- 
quently provided ideas to the CCS. Once the G2A6 
had established control stations (to monitor Ameri- 
can radio and telephone communications) and a 
Security Section (to report communications security 
violations), the instances of misuse of the American 
codes were shared with Barnes so that future books 
could be improved (see chapter 8). Barnes felt that 
both the CCS and G2A6 should work closely to 
“profit by the mistakes made by the enemy as well 
as those of our own army and by the improvements 
observed in enemy codes.”*° 

Barnes regretted that the distribution of code- 
books fell to the G2A6; it was a difficult problem 
to solve and took the officers from “manifold other 
duties of equal importance.”*” But there is no indica- 
tion that there was ever anything less than a cordial 
relationship between the two organizations. 


A Code for Transatlantic Service 


From the beginning of the US entry into the 
war, there had been a serious problem of capacity 
and speed for communications between the United 
States and France. Undersea cable could be slow, and 
the physical cable lines were vulnerable to being sev- 
ered. High-power radio from one of the navy’s radio 
stations on the East Coast directly to France was an 
option. Work began in March 1918 on a new Ameri- 
can high-power radio station in France—Radio 
Lafayette—to help increase the communications 
capability to and from the AEF (see chapter 6).** 

Whatever route these transatlantic communica- 
tions were to take, a code was needed. In September 
1918, Hitt discussed the matter with Barnes, and 
they agreed that the current staff code should not 
be used for this effort. Barnes was prepared to have 
his office construct a code and a set of distortion 
tables for encipherment when he learned that MI-8 
had issued a “new Army Code” called Military Intel- 
ligence Code Number 5, which was being used for 
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cable traffic. The new code contained a set of distor- 
tion tables for use in an emergency if messages had 
to be transmitted by radio. Hitt and Barnes agreed, 
without seeing the code, that it should solve the 
problem.*” 

Less than 10 days later, when Barnes had got- 
ten a copy of the code and examined it, he reported 
to Russel that it was “very comprehensive, easy of 
operation, and apparently entirely adequate for 
transatlantic communications.” There were secret 
instructions in a sealed envelope, which was not to 
be opened unless needed for emergency radio trans- 
mission; Barnes had not opened the envelope and 
explained that he had no authority to do so, but he 
presumed there were distortion tables inside. The 
new code was meant only for “ultra-confidential” 
messages, and the 1915 War Department Telegraph 
Code had to be used for routine work. Barnes felt 
that the distortion tables would provide only a tem- 
porary delay to enemy codebreakers and not be a 
great impediment. He suggested that Moorman 
and the G2A6 examine the emergency tables and 
offered, if needed, to formulate new ones.” 


After the Armistice 


Barnes, in his end of the war report, suggested 
the establishment of a central bureau in Washing- 
ton for code compilation, one that could assess the 
army’s needs, compile codes for emergency use, and 
instruct junior officers throughout the army. He was 
perhaps modeling his idea on the navy’s “very effi- 
cient bureau and organization.” He also hoped that 
the navy, army, and State Department could coordi- 
nate more thoroughly on the subject.*" 

There was no doubt that Barnes’s group was 
“keen on the job,” as Moorman would later say.” 
In mid-November 1918, after re-examining MI-8’s 
new code, Barnes approached AEF Chief Signal 
Officer Russel to propose that his group prepare a 
replacement for the 1915 War Department Tele- 
graph Code.* Russel, after a lengthy discussion with 
Hitt, agreed that this team could not be better occu- 
pied.** No doubt the work was necessary, but it also 
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enabled Barnes to keep his apparently tight-knit 
team together until they went home, for not one of 
his men was snatched up for another position, as 
was happening in the G2A6. The CSS men began 
their work in December. They had hoped to finish in 
March but were delayed by the illness of Hitt, who 
was assisting the group.* This massive replacement 
code, containing between 70,000 and 75,000 words, 
was completed on April 1, 1919. The final draft was 
to be printed in the United States. In March 1919, 
they also prepared and printed three new emergency 
codes—Field Codes #1, #2, and #3—as well as three 
sets of emergency code lists. Twenty-five hundred of 
each were printed but not distributed.” 

Barnes and his men sailed for the United States 
on April 15, 1919, and reported to the Office of 
the Chief Signal Officer in Washington, with 
hopes they could finish publication of the code- 
book, a task they thought would take two to three 
months.*” The code was completed in April 1920 
and eventually issued in September 1921 as the 
War Department Telegraph Code of 1919 (short 
title SIGRIM).* 


Conclusion 


After an initial rough start with the problematic 
first trench code, the Code Compilation Section’s 
work drew nothing but praise. They worked steadi- 
ly and quietly, drawing no attention to themselves 
and leaving no record aggrandizing their personal 
roles, just a report explaining the work of the sec- 
tion. Halloran and Ryan were the only two to write 
the required Signal Corps Officer personal narra- 
tive, and they were both detailed away from the sec- 
tion at the time. Barnes submitted his report with a 
note: “Inasmuch as the officers of this Division have 
been continuously on duty at General Headquarters, 
American Expeditionary Forces, during the war, it 
was believed that a report of the activities as a whole 
would be more valuable from a historical standpoint 
than personal narratives since the activities of the 
individuals were confined to the more or less routine 
work of headquarters. The work of this Division, 
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however, which was without precedent in our his- 
tory, has been set forth in such detail as was possible 
without verbosity.”” 

General Russel penned a note to Barnes upon 
the section’s departure in April 1919, which stated 
he knew “of no phase of Signal Corps work in this 
war that has brought into it a higher degree of pro- 
fessional ability, applied directly to fulfill an impor- 


tant need.”° 


Notes 


1. “The Wonder Boys of France,” from William 
Friedman, “World War I Codes and Ciphers,” 
Lecture at SCAMP [Special Cryptologic Adviso- 
ry Math Panel] 1958, William F. Friedman Col- 
lection, REG A38535, accessed on May 15, 2018, 
https://www.nsa.gov/Portals/70/documents/ 
news-features/declassified-documents/fried- 
man-documents/lectures-speeches/FOLD- 
ER_019/41700509073984. pdf. 

2. Parker Hitt to Dennis Nolan, March 17, 1918, 
Center for Cryptologic History (CCH) file series 
II.F.2.19 (copy held by author). Note this is from 
National Archives and Records Administration, 
College Park (NARA CP), Record Group (RG) 
120, Records of the American Expeditionary 
Forces (in the correspondence of the AEF Chief 
Signal Officer, file number 311.5). 

3. Friedman, American Army Field Codes in the 
American Expeditionary Forces During the First 
World War (Washington, DC: US War Depart- 
ment, 1942), 1, later issued as Special Research 
History 315 by the National Security Agency 
(NSA), declassified November 21, 1973. NARA 
CP, RG 457, Records of the National Security 
Agency, Entry 9002, Box 86. 

4. The code did not have uniform lengths of groups, 
made the confusion of letters inevitable, and had 
design flaws common to codes devised by some- 
one unfamiliar with coming up with a code. 

5. Nolan to Secretary, General Staff, December 13, 
1917; Frederick H. Swartz, AEF Code Office, 
to the Secretary General Staff, December 20, 
1917; Edgar Russel to the Commander in Chief, 
memo, January 11, 1918. All in NARA CP, RG 
457, Entry P11, Box 214. 

6. Commandant Army Signal Schools Carl Hart- 
mann to Russel, “British Trench Code,” January 
11, 1918, NARA CP, RG 457, Entry P11, Box 
214. 

7. Halloran, a 22-year-old graduate of Gonzaga 
College and a native of Hyattsville, Maryland, 
arrived in France in January 1918. He resigned a 
position as a confidential code clerk in the State 
Department to enlist in the Medical Corps in the 
spring of 1917 and was commissioned a lieuten- 


CHAPTER 9 


ant in the Aviation Corps, then part of the Signal 
Corps. He served on the Mexican border with 
Company F of the 1st Maryland Regiment. His 
precise duties in the Code Compilation Section 
are unknown, but this young man had a future 
ahead of him. On July 29, 1918, he was trans- 
ferred to establish the First Army Post Office, 
and then he was put in charge of the army’s Code 
Section (coding and decoding messages). He may 
have been moved because he was familiar with 
the codes, and an experienced man was needed 
to ensure the job was done properly. In Novem- 
ber 1941, Halloran joined the navy for intelli- 
gence training, but on December 7, 1941, he was 
assigned to press and overseas telephone censor 
work and then eventually as the commander of 
the Seventh Amphibious Force of the Seventh 
Fleet. After the war he was a public information 
officer. He retired as a rear admiral. 

8. Edward R. Halloran, Narrative 576, January 9, 
1919, NARA CP, RG 120, Entry 2040, Box 
131. 

9. Friedman, American Army Field Codes, 14. 

10. Mark J. Ryan, Narrative 719, January 12, 1919, 
NARA CP, RG 120, Entry 2040, Box 132. 

11. Hitt to Nolan, March 17, 1918. 

12. Howard Barnes, Report of Code Compilation Sec- 
tion, General Headquarters American Expedition- 
ary Forces December 1917-November 1918, 1. 
Reprinted as a “Technical Paper of the Signal 
Intelligence Section,” War Plans and Training 
Division, Washington, 1935, with a foreword by 
Friedman. Reprinted as Special Research Histo- 
ry 321 by NSA, declassified November 21, 1973. 
NARA CP, RG 457, Entry 9002, Box 87. 

13. G2A6 Logbook, NARA CP, RG 120, Entry 
105, Box 5769. Friedman, American Army Field 
Codes, 21. 

14. Barnes, Report of Code Compilation Section, 31-33. 

15. Barnes, Report of Code Compilation Section, 31-33. 

16. Barnes to George Gibbs with handwritten 
note from Gibbs, October 15, 1918, National 
Cryptologic Museum Library (NCML), Barnes 
Papers. 

17. Frank Moorman to G2, October 3, 1918, 
NARA CP, RG 120, Entry 105, Box 5767. 


207 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


18. Barnes to Gibbs, October 15, 1918. 

19. Wallace B. Chambers, known as Bud, graduated 
from Yale University in 1915 and was 25 when 
he arrived in France, leaving a job at the Inter- 
national Cable Company. Barnes paid tribute to 
his work in Chamber’s obituary, saying “I can- 
not speak too highly of his ability and loyalty to 
duty. His service was a source of great personal 
satisfaction to me, realizing as I did that in him 
I had an assistant competent and willing, should 
it devolve upon him to carry to completion 
the important confidential work of the office.” 
Undated and unattributed newspaper clipping, 
NCML, Barnes Papers. 

20. Hitt to Friedman, “Code Compilation,” January 
18, 1940, NCML, David Kahn Collection. 

21. Barnes, Report of Code Compilation Section, 1-2, 
33-34. 

22. Friedman, American Army Field Codes, 10. 
There is a great deal of confusion in the histori- 
cal record about when the first trench code was 
completed and how long it took to produce. This 
is complicated by the fact that the records of the 
Code Compilation Section do not survive as a 
cohesive whole. The records that survived the 
war in the files of the AEF were later removed 
from those files at some point in time by NSA; 
while those files have subsequently been declas- 
sified and released back to the Archives as part 
of NSA records, there are questions that remain 
unanswered. 

23. Nolan, chapter on codes and ciphers, first draft 
of proposed history of World War I (unpub- 
lished manuscript, n.d.), 4, US Army Military 
History Institute, Carlisle Barracks, Dennis E. 
Nolan Papers. 

24. Barnes, Report of Code Compilation Section, 2. 

25. David Kahn, The Codebreakers (New York: 
Scribner, 1996), 328. 

26. Friedman, American Army Field Codes, 13. 

27. Nolan, chapter on codes and ciphers, 4. 

28. Russel to Nolan, “Trench Code,” February 22, 
1918, CCH file series II].F.2.27, copy held by 
author. 

29. National Security Agency, American Army Field 
Codes Used in World War I, SRH-351, Volume 


208 


II, 29, NARA CP, RG 457, Entry 9002, Box 
92. This is a compilation of AEF codebooks put 
together by NSA at an unspecified date in the 
1980s and declassified in 1985; it differs from 
SRH-315, Friedman’s American Army Field 
Codes Used in World War I. 

30. Malcolm Hay to Moorman, June 24, 1918, 
NARA CP, RG 120, Entry 105, Box 5763. 

31. Moorman to G2, July 13, 1918, NARA CP, RG 
457, Entry P11, Box 214. The “long and tech- 
nical discussions” have not been located by this 
author at the time of this writing. 

32. Russel to Barnes, July 16, 1918, NCML, Barnes 
Papers. 

33. Hitt to Nolan, March 17, 1918. Friedman, 
American Army Field Codes, 245. 

34. Barnes, Report of Code Compilation Section, 30. 

35. Historical Background of the Signal Security Agen- 
cy, vol. 2, World War I (Washington, DC: Army 
Security Agency, 1945), 168, Special Research 
History 001, copy held by NCML. Also found 
in NARA CP, RG 457, Entry 9000, Boxes 1-2. 

36. Barnes, Report of Code Compilation Section, 31. 

37. Barnes, Report of Code Compilation Section, 31. 

38. See chapter 6 for details on the establishment of 
Radio Lafayette. 

39. Barnes to Russel, “Transmission of code mes- 
sages by radio,” September 2, 1918, NARA CP, 
RG 457, Entry P11, Box 214. 

40. Barnes to Russel, “Transmission of Code Mes- 
sages by Radio,” September 11, 1918, NARA 
CP, RG 457, Entry P11, Box 214. 

41. Barnes, Report of Code Compilation Section, 41. 

42. Lieutenant Colonel Frank Moorman, Lecture 
Delivered to the Officers of the Military Intelli- 
gence Division February 13, 1920, copy courtesy 
of US Army Intelligence and Security Command 
(INSCOM) History Office. 

43. “Construction of a new code for Trans-Atlantic 
communications,” November 16, 1918, NARA 
CP, RG 457, Entry P11, Box 214. 

44. Russel to Gibbs, November 22, 1918, NARA 
CP, RG 457, Entry P11, Box 214. 

45. Henry G. Gale to Executive Officer, February 
24, 1919, NARA CP, RG 457, Entry P11, Box 
214. 


46. Barnes to the Chief Signal Officer of the Amer- 
ican Expeditionary Forces, “Supplementary 
Report of the Code Compilation Section,” April 
1, 1919, NARA CP, RG 457, Entry P11, Box 
214. 

47. Russel to the Chief Signal Officer of the Army, 
“Code Compilation Section of the American E. 
F.,” April 11, 1919, NARA CP, RG 457, Entry 
P11, Box 214. 

48. This code was used by the War Department 
until 1943/1944 when it was replaced by the 
War Department Telegraph Code of 1942 
(SIGARM). Accessed October 5, 2018, http:// 
chris-intel-corner.blogspot.com/2014/03/unit- 
ed-states-cryptologic-security.html. 

49. Barnes, Narrative, January 2, 1919, NARA CP, 
RG 120, Entry 2040, Box 131. 

50. Russel to Barnes, April 9, 1919, NCML, Barnes 
Papers. 


CHAPTER 9 


209 


CHAPTER 10 


The Radio Section of the 
AEF Signal Corps 


Ithough radio was still a developing tech- 

nology during the First World War, the 

US Signal Corps had more than a decade 

of experience with wireless telegraphy by 
early 1917. Signal Corps radio stations at army posts 
along the US southern border had been informally 
conducting radio intercept since at least 1914, and 
radio intercept using truck-based radio sets took place 
during the Punitive Expedition in 1916. 

The first Signal Corps venture into the world of 
radio was in April 1899, when First Lieutenant (later 
Major General) George O. Squier (who had a PhD 
in electrical engineering and would serve as chief sig- 
nal officer from 1917-1924) and fellow Signal Corps 
officer James Allen successfully operated a radio link 
between Fire Island (New York) and the Fire Island 
Lightship, 12 miles away.’ In 1904, Captain Leonard 
D. Wildman established a radio link across Norton 
Sound in Alaska, a location where a telegraph cable 
could not successfully be maintained due to ice floes, 
thus completing a secure line of communication on 
American soil from Nome to St. Michael. The Signal 
Corps was actively involved with shaping US radio 
policy through its participation in the Inter-Depart- 
mental Board on Wireless Telegraphy (the Roosevelt 
Board) and was part of the first international confer- 
ence on wireless telegraphy in 1903 that examined 
radio policy and practices. Radio was part of the cur- 


riculum when the Army Signal School opened at 
Fort Leavenworth, Kansas, in September 1905. And 
the Signal Corps worked to develop portable radio 
equipment for army use; the first field sets were used 
in Cuba in 1906, and wagon sets were used in the 
Philippines in 1907 and 1908. By 1908, a new Signal 
Corps radio network was beginning to supplement 
the Signal Corps-constructed telegraph lines. 

The use of radio by militaries in wartime began 
just a few years after Guglielmo Marconi patented 
his “wireless telegraphy” system in 1896. The Brit- 
ish military used radio during the Boer War (1899- 
1902)° and radio communications played a role in 
the 1905 Russo-Japanese War.* All the combatant 
armies in Europe used radio technology during 
the First World War. So it is not surprising that 
the American Expeditionary Forces (AEF) Signal 
Corps established a Radio Division upon arrival 
in France. The Radio Division, headed by Colonel 
Louis Krumm, who came to the AEF from the US 
Commerce Department’s Bureau of Navigation 
with a wealth of experience in radio technology, 
handled all matters concerning American radio 
communication in France. And Krumm’s division 
was the ideal place for what was initially called 
the Signal Corps Radio Intelligence Section. The 
Radio Intelligence Section was renamed the Radio 
Section in April 1918 to avoid confusion with the 
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G2A6, which was already using the name Radio 
Intelligence Section.° 

The Radio Division did not form until October 
1917, when Krumm arrived in France. From June 
1917, when the AEF Chief Signal Officer (CSO) 
Edgar Russel, his executive officer Parker Hitt, 
and other members of the Signal Corps arrived in 
France, until October 1917, many discussions were 
held with the French military to address the need for 
a communications intercept capability. The French 
provided information on the operation of the radios 
they used and samples of their collection equipment, 
they also provided training for 13 American radio 
operators. A small group of Signal Corps officers 
prepared blank forms to be used to document col- 
lection, and new equipment was purchased.° 

Krumm’s assistant in running the division was 
Captain Robert Loghry (see sidebar), a man of great 
practical experience recently commissioned from the 
enlisted ranks, who had arrived in France in Sep- 
tember 1917. Loghry was given control of the new 
Radio Section (then still called the Signal Corps 
Radio Intelligence Section); it would be difficult 
to imagine a better choice for the job. Loghry had 
spent many years working under difficult conditions 
in Alaska and had hands-on, technical competence, 
which likely gave him great credibility with the 
skilled men he would soon lead.? Krumm handled 
the executive work relating to radio policies, and 
Loghry had complete charge of the Radio Section. 

Krumm and Loghry’s first step was to take a 
12-day tour, beginning on October 18, 1917, to 
observe the French Army’s organization, equip- 
ment, and methods of collection.’ Although the 
Americans relied on the French for the technol- 
ogy and methods of operation, they organized the 
service along the lines of the British. In the British 
Army, interception was technically controlled by 
the Signal Service, but the tasking of that service 
was under the direct control of the Intelligence 
Branch of the British General Staff? The AEF 
Radio Section took direction from the G2’s Radio 
Intelligence Section, the G2A6, as to where collec- 
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tion facilities were needed and what sort of inter- 
cept was wanted.’° 

The first intercept station—collecting press 
broadcasts and government communiqués, not mili- 
tary traffic—was established at AEF headquarters 
in Chaumont on September 17, 1917. This station’s 
intercept was forwarded to the G2A6 (see chapter 
8)."" With only two operators working just daytime 
hours, the station collected an average of 15 messages 
and seven press reports per day during its first month. 
The plan was to have six operators at the station to 
provide 24-hour coverage.” The first full-time AEF 
radio intercept site, collecting German military com- 
munications, was set up near the headquarters of the 
French IIT Army at Souilly in mid-November; there 
the American operators could learn from the French 
operators stationed at the same place." 

Building the Radio Section was not as simple as 
putting some equipment in the field with a few oper- 
ators listening for whatever they could hear. It was a 
large-scale operation that set up a staffing pipeline, 
trained operators, occupied existing stations, and con- 
structed new ones when needed. Trained primarily by 
the French signal and goniometric service personnel, 
this group developed technology and improved tech- 
niques to accomplish their mission. The Radio Sec- 
tion grew from two stations in 1917 to a service oper- 
ating dozens of stations (often in partnership with 
the French) that moved from location to location. 


Life in the Radio Section 


The anticipated move of the Signal Corps and 
the Radio Division to Tours (scheduled for the 
spring of 1918) caused Frank Moorman some con- 
sternation because of the close cooperation needed 
between the Radio Section and the G2A6.'* The 
distance between Chaumont and Tours was approx- 
imately 250 miles. 

But in late January 1918, Krumm arranged for 
the Radio Section to occupy facilities in Toul, 80 
miles from Chaumont and closer to the front to 
provide better support to both collection stations 
and the G2A6. Toul, an ancient city said to have 
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® Robert Loghry 


Robert Loghry was born in either Coudersport or 
Ulysses, Pennsylvania, a rural area in the north central 
part of the state. Though February 27 is consistently 
given as the day of his birth, the year is uncertain; anal- 
ysis of records reveals it was probably 1881 or 1882 
and not 1877 as is given on his military paperwork. 
The family moved to Elmira, New York, when he was 
six. Loghry graduated from School No. 2, which went 
through ninth grade; there is no indication that he 
attended the city’s free public secondary school. He 
then worked in an Elmira electrical shop. 

In the summer of 1898, Loghry, claiming to 
be 21, enlisted in Company D of the 202nd Regi- 
ment New York Volunteer Infantry. Company D was 
mustered in mid-July and the regiment assembled at 
Camp Black on Long Island, New York, and then “. ‘ 
moved to Camp Meade in Middletown, Pennsylva- _ Loghry in December 1918. National Archives 
nia, in mid-September to prepare to travel to Cuba. and Records Administration, College Park (NARA 
But before the 202nd left the United States, Loghry ey), Kesauircl civelup (Ne) V0, Keeovres Gi ite 

Chief Signal Officer. Photographic Collection, 
transferred to the 6th Company of the Volunteer 444 .6¢_49373 
Signal Corps on November 21, 1898. By the spring 
of 1899, Loghry was released from his volunteer 
enlistment. He then joined the Signal Corps as a regular (not volunteer) soldier and served a tour in the 
Philippines, returning to the United States via Port Said, Egypt. By 1901, he was in Alaska. 

Loghry was one of those members of the Signal Corps dubbed “Alaskans” who spent significant time 
in that territory in the early part of the twentieth century. From at least 1901 until 1906, he was part 
of the first expedition to build telegraph lines and knew senior Signal Corps officers George S. Gibbs, 
Edgar Russel, Leonard Wildman, and William “Billy” Mitchell (who re-enlisted Loghry in April 1902). 
Mitchell and his Signal Corps men spent months surveying the region east of Fairbanks; in 1902, Mitch- 
ell named a small tributary of Hutchinson Creek in the Fortymile region of Eastern Alaska “Loghry 
Creek.” Loghry served another tour in the Philippines, from 1907-1910, and then spent six years in the 
United States. In early 1910, he married Laurena Johnson of Omaha, Nebraska, whom he probably met 
while at Fort Omaha before his 1907 deployment. He spent five years at Fort Leavenworth where he 
was on duty with Company A of the Signal Corps from late 1910. While at Fort Leavenworth he again 
worked with Colonel Russel, the head of the Army Signal School who would go on to be the chief signal 
officer of the American Expeditionary Forces. Here Loghry also met Captain Parker Hitt, who often 
worked with the men of Company A as part of his duties as an instructor at the signal school. Loghry 
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also may have met then-Lieutenant Frank Moorman, a student at the signal school from the autumn of 
1914; the two men would work closely together in France. 

In 1915, having risen to the rank of master signal electrician, Loghry was back in Alaska as the chief 
operator of the military telegraph system of the interior as well as the army radio station in Fairbanks, intent 
on finishing his military career in the place he loved. But the war intervened. Loghry was commissioned as a 
captain, traveled from Alaska to New York and then on to France, arriving in September 1917. He served as 
the deputy of the Radio Division and then the chief of the Radio Section of the AEF Signal Corps. He rose to 
the rank of lieutenant colonel. When he returned to the United States in 1919, he was put in charge of Signal 
Corps recruiting. He left active service in 1922 but was immediately put to work in a reserve capacity as a radio 
engineer for the 9th Corps in San Francisco. He eventually became commander of the California and Nevada 
Department of the Veterans of Foreign Wars before his death from pleural pneumonia on January 20, 1928, at 
the age of 47. He is buried in the National Cemetery at the Presidio in San Francisco, where VFW Post No. 
466 carried the name “Colonel Robert Loghry Post” for many years. 
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been founded by an Irish monk,” was a medieval 
bishopric annexed to France in 1552; it had an 
attractive cathedral and impressive fortifications 
designed by Louis XIV’s military engineer Sébas- 
tien Le Prestre de Vauban. The city was about 25 
kilometers from the front lines; many French and 
AEF airfields were in this area. The Radio Sec- 
tion and its associated Toul-based radio intercept, 
goniometric, and control stations would eventually 
be located on the grounds of the Marceaux Bar- 
racks, about a mile southwest of the city’s fortifica- 
tions (see photo)."° 
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Little is known about the facilities the Radio 
Section occupied. There must have been provi- 
sions for housing enlisted men who were on breaks 
from listening stations. By the summer of 1918, the 
listening station men working the sites along the 
south side of the St. Mihiel salient were housed 
in Domévre-en-Haye, a small town much closer 
to their stations. Rest periods involved spending 
time teaching at the newly established advanced 
school so that new operators would have the ben- 
efit of learning from those experienced in field 
operations."” 
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Marceaux Barracks, Toul, France, in 2015. Photograph courtesy of the author 


After setting up intercept and co-located gonio- 
metric sites in Froidos and Landrecourt, both in the 
Verdun Sector in early 1918, that spring the Radio 
Section sent detachments of men to set up sta- 
tions in the area first occupied by the 1st Division 
and then 26th Division on the south side of the St. 
Mihiel salient. Operators were also sent to train at 
French listening stations in the part of the Baccarat 
Sector then occupied by the 42nd Division.'* 

On February 21, 1918, 55 men in the Verdun 
Sector and the 1st Division area were formed into 
one detachment of Administrative Company F 
located in Toul and under the command of Lieu- 
tenant Herbert R. “Caribou” Smith (his nickname 
came from his time in Alaska). The goal was to 
regularize training as well as food and housing.’ 


During the first half of 1918, housing, feeding, 
and keeping the Radio Section men aware of troop 
movements were continual problems.”® The men in 
the Toul and Verdun Sectors now had an office that 
took care of their subsistence and pay.*? Company 
F, however, could not prevent what happened in 
March when 1st Division troops withdrew from the 
front line without informing the Signal Corps ele- 
ments, leaving listening station personnel essentially 
in no-man’s-land.” On March 17, the planned move 
of the Radio Division headquarters from Chaumont 
to Tours took place. The Radio Section stayed closer 
to the front, with Loghry in Chaumont, Smith in 
Toul, and their men in the field or in school.” 
Unfortunately, no such administrative structure 
was provided for the men with the 42nd Division. 
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The men working at Le Chasseur, a listening station 
in the Baccarat Sector, were never notified about 
troop movements and had trouble getting rations. 
They must have reported this fact up the chain of 
command, for, on June 22, 1918, Ernest Hinrichs 
(see sidebar) and John P. Keller, while sitting in the 
non-commissioned officers’ club in Pexonne, were 
summoned outside to speak with a lieutenant colo- 
nel. He asked if they were from the listening service 
and then inquired how they got their meals. Hin- 
richs explained: “The signal platoon had refused 
us rations. The other kitchen in town was continu- 
ally changing and at each change we had difficulty 
explaining why we wanted two days’ rations and what 
we were doing around town anyway. They couldn't 
understand why we didn't eat with our outfit, and 
looked suspicious when we described the nature of 
our outfit. The root of the matter was that we want- 
ed to eat at the signal platoon kitchen because the 
food was better.” 

The lieutenant colonel ordered his lieutenant to 
speak to the signal platoon and tell them that the 
listening station men would eat with the signal pla- 
toon “by order of the commanding general.” This 
deeply impressed the “grouchy mess sergeant” who, 
at suppertime that day, instructed the cook to “give 
them all they want, heap it on.” After dinner, the 
sergeant approached them and asked “who the hell 
are you fellows, anyhow?” Keller spun them a yarn 
about going over the front line to ask the Germans 
what they were going to do next, then returning 
with the information for the general.” Just six weeks 
later, by early August, the Radio Section men had 
moved out of the sector and headed north.”* 

Keeping stations supplied with all the material 
they required was a challenge, and Lieutenant Hor- 
ace E. Hull, the supply officer for the Radio Sec- 
tion, did his best, obtaining small wood stoves from 
French authorities and tracking down difficult-to- 
acquire amplifier bulbs. “Quite often,” he explained 
“un litre vin rouge [a liter of red wine] would bring 
better results than a requisition” when looking for 
spare parts.*” Hull, a 19-year-old railroad clerk from 
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Alabama whose father was a telegraph operator for 
the railroad, would return to the Birmingham and 
Southern Railroad where he would work in various 
capacities for the rest of his life.”* 

Life in Toul included some of the same ben- 
efits as life in Chaumont, with access to the city’s 
facilities and entertainment. Hinrichs recounted 
the excitement of an evening in Toul in August 
1918. He and Anton Peterson walked from the 
barracks up to the railroad station to see what was 
happening and observed Algerian artillerymen, 
dressed in green and yellow, resting on the grass 
near their encampment. The rail yard was busy 
with freight cars, hundreds of horses and mules, 
and French sailors moving navy guns from a train. 
Hinrichs and Peterson walked to the Red Cross 
hut for chocolate and newspapers and then to a 
local café for beer. They entered the gates of the 
fortified town, showing their passes to a military 
policeman (MP) who warned they had to be out of 
town by 2130, and stopped in the “American Bar,” 
which was too crowded. Another soldier took them 
to a local place where there was much merriment 
until Hinrichs looked at his watch. It was 2145. 
Their new friend tried to get them past the MP 
just as a siren blared, and they were pushed into 
a nearby cellar. After the explosions stopped, the 
men were summoned from the cellar by the MP, 
who sent them off to their quarters.” 

At Toul the Radio Section was joined by rep- 
resentatives from the G2A6, first by Charles Matz 
and his First Army team on June 14, 1918, and then 
by Philip Whitehead with the Second Army Radio 
Intelligence Section; this promoted close coopera- 
tion between the sections and mission familiariza- 
tion for both organizations. The G2A6 was situated 
very near the Toul intercept station and had a direct 
wire from the station; it received all the intercept, 
goniometric readings, and air alerts.*° 

But life in the field was more difficult than back 
at Chaumont, and the conditions were constantly 
changing. Whether working at intercept and direc- 
tion-finding stations approximately 10 kilometers 
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® Ernest Henry Hinrichs 


class. 


Sources 


Ancestry.com. Vital records. Accessed June 7, 2014. 
Hinrichs, Ernest H. Listening In: Intercepting German Trench Communications in World War I. Edited by 
Ernest H. Hinrichs, Jr. Shippensburg, PA: White Mane Publishing, 1996. 


Ernest Hinrichs was born on November 16, 1891, in Baltimore, Maryland, into two well-established 
German-American families in which German was regularly spoken. He attended Friends School and start- 
ed with the engineering class of 1914 at Johns Hopkins University. Due to rheumatic fever, he was forced 
to drop back to the class of 1917 and then dropped out entirely in November 1915 due to health problems. 
In January 1916, he worked for the Chesapeake and Potomac Telephone Company. 

Hinrichs enlisted in the military as a private on November 6, 1917. He departed the United States 
on March 22, 1918, as a corporal in a casual detachment of radio operators and began his service with the 
Radio Section on May 1. He worked at the listening station Le Chasseur in the Baccarat Sector, at the 
listening station Le Renard (on the southern side of the St. Mihiel salient), at Souilly, and was involved in 
the radio deception effort outside of Verdun in the last weeks of the war. He was promoted to sergeant first 


Hinrichs returned to the United States on July 1, 1919. He worked as a Packard truck salesman and 
ran a cable code business at night. In 1921, Hinrichs started in dental school at the University of Maryland. 
He graduated in 1925 and opened a dental office. He died in January 1969 and is buried in Druid Ridge 
Cemetery in Pikesville, Maryland. After his death, his son, Ernest H. Hinrichs, Jr., compiled his father’s war 
diaries into a book: Listening In: Intercepting German Trench Communications in World War I. 


from the front line or in a listening station right 
at the front line, the men were generally cold and 
somewhat out of touch with the work of their own 
forces. They might be in a “muddy dugout, with a 
gas curtain over the entrance,” or “in the kitchen 
of an old stone house...damp, cold, and bare of 
everything that suggests a human habitation” and 
“covered with the grey mud of northern France.”*! 
The men often did not know the importance of 
their work, each one doing the mind-numbing task 
of receiving “groups of letters quite meaningless to 
him, put them on the wire, and got back a code 
message which he could not understand and did 


not know anything about.”*” 


Staffing 

Finding the right men for the job was not an easy 
task, even in the first months after the declaration 
of war. Many commercial and amateur radio opera- 
tors joined the navy right away—some of them had 
previously worked as operators on commercial ships. 
The lack of experts meant the army had to train the 
men it needed, and this caused a delay in opening 
collection stations.** Krumm, while working as chief 
radio inspector for the Bureau of Navigation, had 
viewed radio amateurs as “an omnipresent American 
evil, like mosquitos.” But Krumm’s respect for ama- 
teurs increased when they volunteered for the Signal 
Corps, and he gave them great credit for their work 
in the field “under the most discouraging circum- 
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stance, under the most trying and uncomfortable 
conditions.” In fact, Allied officers often mentioned 
to Krumm that they regretted that their countries 
had not had a supply of interested radio amateurs at 
the time of the war™ (see photo). 

When work began in the fall of 1917, there were 
only a handful of assigned operators, and members 
of the 2nd Field Signal Battalion were called on for 
assistance; Sergeant First Class LeRoy Claypool and 
eight men from that unit ran the station at Souilly.* 
A group of 53 operators arrived in November 1917; 
another group began training at the AEF Signal 
School in Langres in July 1918. A request went to 
the United States for 200 additional men, including 
100 German speakers. One hundred were needed 
immediately, and another 100 by October 1 (the last 
group arrived on September 27). By the Armistice, 
493 men had been on the roster of the Radio Sec- 
tion at one time or another with nearly 43 percent of 
the total still in training.*° 

There was a special effort to find German speak- 
ers to intercept communications. Skill in language 
had been the priority for frontline operators—they 
could be trained in telecommunications skills quick- 
ly, but the language was key. Krumm asked for more 
German speakers as late as early September 1918 
and declared, “It is not necessary that the German- 
speaking men selected for listening station work be 
radio operators, but it is absolutely essential that 
they be able to understand German thoroughly and 
they should have sufficient education and intelli- 
gence to become fair TPS [the abbreviation of the 
French term for ground telegraphy: ¢élégraphie par 
sol] operators within a short time. Lately the major- 
ity of the German speakers who have been sent to 
the Army Signal Schools for instruction in radio 
intelligence work have been uneducated, and unable 
to read or write the German language properly.”*” 

Not just any German speaker would do—they 
had to display intelligence and English skills. Some 
of them were found in fighting units; Krumm noted, 
“It has been our experience that only about 60 per- 
cent of the men received for training in listening sta- 
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tion work were properly qualified,” and “the soldiers 
selected from the line troops on this side have in 
the past been much more proficient than those sent 
from the United States.”** 


Mission 

In mid-December 1917, Moorman responded 
to a request to define the G2A6 requirements for 
the Radio Section. Moorman asked for as many 
messages from German ground stations in the Ver- 
dun Sector as could be supplied, and as many com- 
pass readings as possible on the same ground sta- 
tions, as soon as possible. Once the section had the 
needed equipment and personnel, he also wanted to 
receive German airplane messages and direction- 
finding data, and suggested that all stations “be so 
constructed as to be readily moved as a new sector 
will probably be selected in the near future.” At that 
time Moorman felt a delay of two or three days in 
receiving the intercept was not of particular impor- 
tance, so that transmission by telegraph was not 
needed; on December 17, Moorman had just lost 
his only clerk and his staff consisted of himself and 
one other person. They were not equipped to handle 
a constant flow of incoming traffic.*” 

While Moorman greatly appreciated the mes- 
sages he had received and the Radio Section’s 
improvements in accuracy and format, he soon 
wanted a larger message volume to adequately train 
his newly arrived codebreakers. On January 10, 1918, 
he requested an additional radio intercept station, 
two direction-finding stations, at least one airplane 
(aero) intercept station, two airplane direction-find- 
ing stations, the establishment of at least two listen- 
ing stations within 10 days, and enough people and 
equipment to support a complete army unit.” 

By January 14, the Signal Corps was working 
to obtain the needed radio and listening post opera- 
tors and had arranged to set up an additional radio 
intercept station and two direction-finding stations 
at Landrecourt and Froidos in the Verdun Sector. 
Operator training was underway at the AEF Signal 
School at Langres.*' While there was “considerable 
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The men of the Radio Section, taken December 1, 1918, in Dieuleuard, France. The photographer mistakenly 
identified these men as part of the G2 and may have been confused by the fact that the Radio Section supported 
the G2, although it was a separate organization. NARA CP, RG 111, Records of the Chief Signal Officer. Photo- 
graphic Collection, 111-SC-40371 


difficulty” in establishing and operating these sta- 
tions in the French-controlled Verdun Sector, AEF 
CSO Edgar Russel believed that the stations would 
fulfill Moorman’s requirements. The radio intercept 
stations would be able to collect both ground and 
airplane communications if needed. The airplane 
goniometric (gonio) work required wire communi- 
cation between stations, but this was too difficult to 
set up at either Landrecourt or Froidos. The Radio 
Section was prepared to establish two listening sta- 
tions once the desired locations had been deter- 


mined; Moorman asked that they be set up in the 
area soon to be occupied by the 1st Division, along 
the southern side of the St. Mihiel salient, and that 
the priority in that area be monitoring American 
phone lines.” 

The Radio Intelligence Specialist School at the 
signal school in Langres consisted of a five-week 
course that required students to have a general 
knowledge of elementary electricity, the ability to 
receive 25 words per minute, and a beginner’s knowl- 
edge of German. Significant portions of each day 
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were spent in the practical operation of the school’s 
collection stations; each student was to serve a tour 
in one of the stations (intercept, direction finding, 
or listening in) in one period of each day other than 
Saturday afternoon or Sunday. The practice stations 
were operated from midnight-0600, 0700-1130, 
and from 1700-midnight; men were scheduled on 
a rotating basis. Two hours of lecture or laboratory 
time occupied the afternoon hours.*’ In June, an 
advanced school was set up at Toul that specialized 
in training operators from the signal school for work 
in the intercept, gonio, and listening stations.“* Oth- 
er operators, particularly 40 destined to work with 
French Army stations, were sent from Langres to 
Gondrecourt in late May 1918.* 

Intercept was generally copied by hand, except 
at the control stations and press intercept sta- 
tions where it was typed. A wide variety of forms 
for recording intercept, direction-finding bearings, 
and other information were available, some of them 
designed by Frank Moorman. Stations were also 
supposed to keep logs, but little of this material 
survives. *° 

Reports and intercept were at first mailed to 
Chaumont, then telegraphed on at least a daily 
basis. The stations did not have their own telegraph 
or telephone equipment and had to make arrange- 
ments for transmitting intercept with a nearby sig- 
nal unit. When the First and Second Army Radio 
Intelligence Sections were put into place, they 
received the intercept from the stations, although it 
may have also been sent to Chaumont.*’ A printing 
telegraph was installed between the Radio Section 
base at Toul and the G2A6 at Chaumont in May to 
improve the accuracy of reporting. 

As the Radio Station expanded its operations, 
Moorman paid attention to the details of their 
reporting and made suggestions for organizing the 
reports so that they would be more readable and 
useful in the analytic process.” He (and later his 
junior officers) regularly provided feedback about 
the handwriting of the operators, technical mis- 
takes, and omissions, as well as praise for clearly 
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written reports.’ Loghry would later issue notes and 
a regular Radio Intelligence Circular to his opera- 
tors based on feedback from the G2A6, stressing 
the need for accuracy in call signs, the use of the 
correct German time, and general omissions and 
sloppiness. The G2A6 was not shy about calling 
out individual operators, who were required to use 
their name or op sign (a two or three alphanumeric 
designator assigned to an individual, often their ini- 
tials) on their intercept.°' The G2A6 criticism was 
taken seriously; operators were required to initial the 
circular to acknowledge its contents; notations were 
made on the personal records of each operator, and 
Loghry noted that this feedback would be consid- 
ered in making promotions.” 

As the American efforts expanded, the French 
called a meeting for the chiefs of “Listening Post 
Sections” of the various French Armies, to be held 
at Plessis-Belleville on February 28, 1918, to dis- 
cuss setting up listening stations for German wire- 
less messages and methods for telephone moni- 
toring. The Radio Section had no one to send, so 
the Signal Corps designated Lieutenant Edward 
Olson Hulburt,*’ accompanied by Sergeant Gaston 
Godeau, a French interpreter.** 

Moorman, as chief of the G2A6, had final 
approval over the location of Signal Corps Radio 
Intelligence Service assets. By May 1918, the G2 
levied additional requirements on the Radio Sec- 
tion. Moorman estimated needing a set of col- 
lection facilities for each anticipated AEF Corps 
area—one radio intercept station, two gonio sta- 
tions, one airplane intercept station (later called aero 
intercept stations), two airplane compass stations 
(later referred to as aero gonio stations), several por- 
table stations for testing sites, and two listening sta- 
tions per division. All of these needed to maintain 
24-hour service.** This request, based on the French 
model for a war of position, was unrealistic—the 
AEF would eventually form nine corps and have 43 
divisions*°—but Moorman was dreaming big. 

On May 20, 1918, Moorman made some sweep- 
ing recommendations on station placement. He asked 


that two aero gonio stations be located in the rear of 
the 26th Division (then located along the St. Mihiel 
salient). A special telegraph line would connect these 
stations to the radio intelligence officer at Toul. He 
proposed that the direction-finding work at Froidos 
and Landrecourt be discontinued, with the G2A6 
then relying upon French stations in the region for 
bearings on ground-based emitters. The radio inter- 
cept station at Froidos, where there was no telegraph 
station, was moved to Souilly so messages could be 
telegraphed to Toul as received. An aero intercept sta- 
tion was to be set up near Toul. Moorman planned to 
move Charles Matz and two clerks to Toul to handle 
the analytic work from this new collection source, as 
well as the intercept at Souilly.°” 

In late June, Moorman notified Loghry that 
it might be necessary to establish stations on the 
Marne front, and inquired if it would be possible 
for him to set up one intercept station, two gonio 
stations, and one listening station if required.** It 
proved unnecessary to move Radio Section assets to 
the Marne. 

One unexpected problem Moorman and 
Loghry faced in locating intercept stations was that 
some American troops objected to them being near- 
by because they were afraid that the stations could 
be located by German direction finding and shelled 
“whenever found convenient.” Moorman _pro- 
claimed their fears “quite groundless” for, of course, 
the intercept stations were not emitting signals, and 
requested that the daily summary of information 
include a memo he had written on the subject.*” 

By June 1918, the Radio Section began to 
realign its listening stations by moving manpower to 
the St. Mihiel salient, pushing radio intercept and 
direction-finding stations at Landrecourt and Froi- 
dos back to Souilly, and setting up (in some cases 
taking over from the French) additional intercept 
and direction-finding stations in the area between 
St. Mihiel and Nancy. Loghry and Moormar’s 
approach to collection would adapt to the mili- 
tary situation when the war of movement began in 
September. 
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Support to the First and Second Armies 


Just as the G2A6 released personnel to work 
within the First Army, the Radio Division released 
Loghry to become the radio officer of the First 
Army on September 1, 1918. In this role not only 
did he supervise radio intelligence collectors, but 
he also managed all the radio networks and sup- 
plies needed for the St. Mihiel and Meuse-Argonne 
offensives. On October 22, Loghry moved to direct 
the combined radio activities of the First and Sec- 
ond Armies. Captain Ernest A. Thompson joined 
Loghry in the First Army as personnel and sup- 
ply officer, Captain George W. Henyan supervised 
gonio and intercept stations, and Second Lieutenant 
George Alfred Benjamin (see sidebar) supervised 
the listening stations.” 

Twenty-one men and equipment for gonio, 
intercept, and listening stations were sent to the 
First Army at their original headquarters at La 
Ferté-sous-Jouarre in August 1918. But as soon as 
they got there, they had to return to Toul because 
the army’s sector of operations had changed abrupt- 
ly.°' On September 1, the majority of intercept, 
direction-finding, and listening stations in the First 
Army area came under the jurisdiction of Parker 
Hitt, chief signal officer of the First Army.” 

A special telegraph wire connected the Radio 
Section office at Toul with the Radio Intelligence 
office at the new First Army headquarters in Ligny- 
en-Barrois. Intercept was telegraphed to the First 
Army G2A6 every hour. Gonio readings were tele- 
phoned to Toul where they were consolidated for 
transmission to the First Army. At the same time, 
the three gonio tractors, which used undamped 
wave (continuous wave) transmitters to commu- 
nicate their results, were co-located with the three 
gonio stations, ensuring that reports could be sent 
by radio if the telephone lines were interrupted.® 

Following the St. Mihiel offensive, Captain 
Thompson, Master Signal Electrician Frank Wade 
Ballard (who had begun the war as a corporal), and 
Corporal William F. DeWitt were sent into the 
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@® George Alfred Benjamin 


Born in Grafton, Nebraska, on March 7, 1892, George 
Alfred Benjamin was a 25-year-old, married electrician, working 
for Western Union in Omaha, when he registered for the draft 
in 1917. He previously had spent three years in the Nebraska 
National Guard. In 1918, he was called up as a member of the 
319th Field Signal Battalion and sailed for France in early May. 
He spent two months at the headquarters of the French VII 
Army at Lure, observing and learning about radio communica- 
tions, radio intercept, and direction finding. 

On August 22, 1918, Benjamin was transferred to the Radio 
Section based in Toul and named listening post officer of the 
First Army. He supervised the establishment of listening stations 
on the south side of the St. Mihiel salient and moved posts to the 
new front line after the offensive. Promoted to first lieutenant 
on October 6, he reported to First Army headquarters two days 
later to establish listening stations on the Meuse-Argonne front. 

In an account written immediately after the Armistice, he 
says, “It was during the period between October 9 and 18, the 
American soldiers’ devotion to duty was demonstrated to me 


for the First Army. 
July 1963; his burial site is unknown. 


Sources 
Ancestry.com. Vital records. Accessed November 30, 2016. 


George A. Benjamin, taken December 
1919. NARA CP, RG 111, Records of 
the Chief Signal Officer. Photographic 
Collection, 111-SC-40373 


very strongly”; the men “worked practically continuously...to get the results desired, working in woods and 
gas and often ahead of the infantry outposts, with never a grumble as to food, clothing, or rest, but always 
showing a spirit of initiative and utter disregard of self, but a strong desire to further the common cause.” 
Benjamin became assistant to Captain George W. Henyan, who ran radio goniometry (direction finding) 


After the war, he returned to work at Western Union as an engineer in Minnesota. Benjamin died in 


Benjamin, George A. Narrative 869. n.d. National Archives and Records Administration, College Park, 
Record Group 120, Records of the American Expeditionary Forces, Entry 2040, Box 133. 


newly occupied territory to attempt to locate former 
German stations in order to verify the accuracy of 
Radio Section direction finding. Some of the sta- 
tions had been dismantled by the Germans as they 
left, and some of the equipment had been taken by 
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American forces, but in many places some evidence 
remained that a radio station had occupied the 
space. The men determined that direction finding 
had been “very accurate.”°* 


When the Second Army was formed on Octo- 


ber 10, 1918, the Radio Section moved some sup- 
port functions from Toul forward to Euvezin, where 
they were quartered in abandoned German dugouts 
on the side of a hill outside the town.” 


Relationship with the French 


Throughout the war, Radio Section men were 
trained by the French, co-located with the French, 
or took over positions occupied by the French so 
that resources could be used elsewhere. Much of the 
equipment used by the Radio Section was French. 
The French provided technical information and 
guidance, and the Americans first provided man- 
power and later improvements to methodologies, 
particularly in the area of direction finding. Krumm, 
Loghry, and more junior officers regularly conferred 
with their counterparts in the French II and VII 
Armies. 

While there were disagreements at times, the 
signal collectors of the two nations maintained a 
generally congenial and mutually productive work 
atmosphere. When the French left stations, many 
of the Americans not only missed their company 
but greatly missed their cooking.® Later in the war, 
some of the listening station personnel felt their 
work had been hampered by the French, who were 
sometimes considered inefficient (see the later dis- 
cussion of problems at the listening stations on 
the Woévre plain).°’ Even Krumm commented on 
the Allies’ belief that American radio men were 
successful because they were fresh in the work; 
he recounts meeting a “New York boy of French 
parentage” who had joined the French Army three 
years earlier, noting that “our men never experi- 
enced the depressing effect of the discouraging 
battles as did the Allied operators—so it is fair to 
assume that the Allied officers were right in their 
estimate of American effectiveness.” 

The generally good relationship with French 
collection personnel is credited to the efforts of 
Loghry, who, according to Nolan 

has by his energy and enthusiasm kept up 

the interest of his men and made the Radio 
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Section of the Signal Corps a live progres- 
sive organization. When the section was 
short of men and equipment he arranged 
with the French Armies to help. He has 
maintained continuous and friendly rela- 
tions with the French Radio men ever since 
the organization of the Radio Section. The 
fact that during the past year there has been 
no case of friction between the French 
and American Services and no instance in 
which either has failed to help the other 
when needed is due very largely to the tact 
and good judgment of Major Loghry. In his 
relations with this section and the members 
of a foreign army Major Loghry’s actions 
have been a credit to himself and the service 
he represents.” 


Intercept and Communications 
Intelligence at Division-Level 
and Below 


When the I Corps was set up in January 1918, it 
took control of four divisions: the 1st Division (hold- 
ing the line between Xivray and Flirey on the south- 
ern side of the St. Mihiel salient), the 2nd Division 
(between Dieue and Spada on the western side of 
the salient), the 42nd Division (between Lunéville 
and Baccarat), and the 26th Division (along the 
Chemin des Dames, the ridge in the region of the 
Aisne). The Radio Section located intercept stations 
with or near the 1st and 42nd Divisions but not the 
2nd or 26th.” 

Stations were specifically assigned to the 1st 
Division area (near Seicheprey) in the early part 
of 1918; whether this was a test to see if all divi- 
sions should be supported or a way to figure out the 
best mode of operations for the Radio Section is 
unknown. Few American divisions were occupying 
frontline sectors at that time, so this may have been 
a way to provide radio intelligence support to these 
early operations while ensuring that the Radio Sec- 
tion facilities were co-located with a command that 
could provide for their communication and supply 
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needs. The American intercept service was so new 
there was no US Army doctrine to determine how 
the work should be allocated; however, signal units 
(radio companies and field signals battalions) were 
expected to supply personnel to operate listening 
sets, intercept stations, and direction-finding units 
installed in their area.”’ This is why the men of the 
406th Telegraph Company were directed to support 
the earliest listening stations near Montsec.” 

After this experiment in the spring of 1918, 
intercept facilities were not specifically co-located 
with a divisional headquarters. When the 3rd Divi- 
sion asked to have intercept capabilities assigned, 
the request was refused, for the division was operat- 
ing in an area already well covered by French radio 
intelligence, and Moorman wanted to avoid dupli- 
cation of effort.’”> Moorman consulted with Parker 
Hitt, temporarily detailed as G3 (Operations Staff) 
liaison to the 3rd Division, about the request before 
turning it down.” Denied Radio Section support, 
the 3rd Battalion, 18th Field Artillery, part of the 
3rd_ Division, had radio operators at the battalion 
command post maintain “listening silence” and 
record “all intercepts for inclusion in the daily intel- 
ligence report.”” 

By the middle of 1918, the Radio Section was sup- 
porting and supplying their own units independent of 
the division areas in which they were located. Routine 
intercept from lower units did not usually make its way 
into the larger AEF system.” While a specific provi- 
sion for listening-in sets seemingly was not established 
for below army level, radio operators in the early years 
of radio before the war and during the war typically 
listened in for communications when not conducting 
their own radio business.” As in the example of the 
18th Field Artillery provided above, this intelligence 
was used locally and, in a few cases, may have been 
passed up the chain and to the G2A6. 

Intelligence units throughout the AEF took 
advantage of their organization's assigned signaling 
units’ abilities to intercept German communica- 
tions. A report dated June 12, 1918, from the 2nd 
Division's 4th Brigade during the Battle of Belleau 
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Wood remarked that “wireless intercepted message 
of German planes taking observations of fire on 
cross-roads [sic], where road branches to PYRA- 
MIDE, shells probably 150 caliber.””* This informa- 
tion was probably collected by Signal Corps troops 
supporting the brigade. General John J. Pershing’s 
final report noted that while every unit from battal- 
ion up had an intelligence detachment, only in divi- 
sions and larger organization was there the ability 
to “embrace all available means and sources, includ- 
ing radio interception stations and sound and flash- 
ranging detachments.”” 

From the uncorroborated report of a 42nd Divi- 
sion operator providing the key to break a new Ger- 
man cipher in June 1918 (see chapter 11) to the 
account of an unspecified regiment’s intelligence 
officer picking up “suspicious phrases” using a “lis- 
tening-in set” and warning of imminent attack and 
thus saving lives, there is substantial evidence that 
radio intercept was an intelligence tool for divisions. 
This intercept work was not systematic or regulated 
in any way by the Radio Section or the G2A6.* 

Division G2 officers were not always aware of 
the extent of intercept and codebreaking efforts 
at AEF headquarters. On the night of August 12, 
1918, an improvised wireless receiving set “rigged up 
by some Signal Corps wireless operators” of the 6th 
Division copied three coded German messages. The 
next day, the G2 of the 6th Division, W. E. Selbie, 
sent the messages to Chaumont, noting that he had 
“no data whatsoever regarding codes in use by the 
German Army” but they were trying to solve them 
nonetheless.*? 

Moorman quickly provided solutions to Selbie, 
noting that one message was too garbled to decode 
but explaining they were all weather reports inter- 
cepted by “our regular stations.” He added that it was 
impracticable to furnish keys to divisions as there 
were so many different codes in use that changed 
rapidly. Noting that the Radio Section did “copy 
most of these messages,” Moorman invited Selbie 
to send the G2A6 any intercept and promised to let 
him know if there was anything important. Selbie 


was cautioned by Moorman that this information 
was secret because, while the messages were unim- 
portant, there was a need to protect the extent to 
which the German codes could be solved.” 

The 6th Division persisted in intercepting Ger- 
man communications and informed Moorman that 
on September 8, 1918, from their position at the PC 
(command post) Payroux, Sector Gérardmer, they 
received a ground telegraphy message that seemed 
to be intercepted within 1,000 meters of the post. 
Circumstances led Selbie to believe that it may have 
possibly been sent by a spy within the lines of the 
division. The G2A6 was unable to break the mixture 
of code and clear text and provided the message to 
the G2B Secret Service for further investigation.* 


Sites—Types and Locations 


The Radio Section established six types of 
intercept stations: listening stations, [ground radio] 
intercept stations, goniometric stations [initially 
focused on ground radio], aero [radio] intercept, 
control stations, and press intercept. These distinc- 
tions in station type and collection mission seem 
odd to us today. Stations were initially set up in late 
1917 for specific categories of expected commu- 
nication; thus, there were stations that focused on 
radio intercept from ground-based transmitters and 
others that focused on radio intercept from aircraft. 
By the summer of 1918, AEF goniometric collec- 
tion was expanded to cover direction finding of both 
ground- and air-based emitters from the same facil- 
ity. Listening stations changed little over time, and 
control and press stations had specific and distinct 
missions. This section details the types, locations, 
and history of AEF signal collection assets. 

See appendix D for equipment used by the 
Radio Section. 


Listening Stations 


The listening stations, which collected both 
telephone and ground telegraphy, are the most well 
known, most written about, and the most “replete 
with thrills” of all Great War communications intel- 
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ligence collection positions because of their proxim- 
ity to the front.** The technical need for these sta- 
tions to be no more than 800 yards from the front 
lines led to these cryptologists experiencing the war 
in a very different way than their headquarters- 
based colleagues. The ground telegraphy job was 
dangerous and required venturing into no-man’s- 
land to anchor a stake trailing wire. This wire was 
connected to the intercept equipment in a trench or 
dugout near the front line. The information from 
these stations was useful, even though the station 
operators did not have the information needed to 
read encoded messages. Operators became skilled at 
noticing unfamiliar accents and chatter about loca- 
tions of aid stations and supply dumps that revealed 
new troops moving into an area.® The French called 
these postes d écoute (listening stations).*° The British 
first called this technique overhearing and were also 
experimenting with the system in the British First 
Army area in the summer of 1915.%” 

TPS (ground telegraphy) was first used by the 
French beginning in 1915 and was made possible by 
the development of amplifiers that used three-elec- 
trode vacuum tubes. Ground telegraphy transmitters 
had a 50-watt induction coil and were powered by 
storage batteries. The coil was grounded by wires 
carried to ground plates, or mats, approximately 100 
yards apart. The current between the mats carried 
the telegraphic transmission. The intercept stations 
used audio frequency amplifiers that were also con- 
nected to mats separated by 100 yards or more.® 
This crude means of communication was useful in 
some types of terrain when combatants were con- 
fined to trenches; it was not a viable means of com- 
munication during more mobile warfare. 

Significant drawbacks of ground telegraphy 
included maintaining the long ground leads and 
the need to place the mats relative to each other in 
places where intercept could be maximized. Com- 
munications (and intercept) were rarely reliable for 
a distance longer than 2,000 yards, and the distance 
was reduced when water or another path of low 
electrical resistance existed between the transmit- 
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ter and receiver.” There was also the problem of 
interference, a machine-generated “electric screen” 
that the Germans operated that effectively blocked 
communications. One station, normally blocked by 
the screen, surprised the G2A6 in Chaumont by 
copying an important German conversation one 
day. This station still had a complement of French 
operators, and, after some investigation, Moorman 
learned that a bored French corporal, tired of having 
nothing to do, set out from the station with a mile 
of wire, crossed no-man’s-land, entered the German 
trenches, and hooked up his wire to a trunk line of 
a German telephone junction. When he returned to 
the station, he connected the wire to his set and cop- 
ied telephone calls for four hours. This daring cor- 
poral also brought back some of the German wire 
from their listening equipment since he could not 
bring back the whole receiver “as there were several 
German soldiers sitting around and he did not feel 
like making any disturbance.””° 

While the primary function of these stations 
was intercepting both enemy telephone and ground 
telegraphy, station personnel also monitored, or 
“policed,” Allied telephone lines—both by inspect- 
ing the physical condition of the lines and by con- 
ducting communications security monitoring, which 
listened for “dangerous” language that might provide 
intelligence to the enemy. The German intercept 
operators were doing the same. Krumm recalled 
“many a high-ranking officer was embarrassed by 
having a verbatim report of his careless words hand- 
ed [to] him a few minutes after he had completed a 
telephone conversation.””" 

In early 1918, the Radio Section took over two 
frontline listening stations from the French at Mar- 
voisin and Seicheprey, both on the southern side 
of the St. Mihiel salient. Americans were also co- 
located at French listening stations in the Baccarat 
Sector. By May, 40 US operators were assigned to 
French listening stations—generally two Ameri- 
cans and two or more French per station. Despite 
the joint staffing, French authorities controlled the 
facilities and the work. The AEF would eventually 
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take over many of these French stations. The Radio 
Section began numbering their stations but, by July 
1918, abandoned this practice in favor of the French 
naming system.” 

After the St. Mihiel offensive, operations moved 
to the new front line, and here the Americans were on 
their own without French assistance. Listening sta- 
tions were attempted in the Meuse-Argonne but had 
to move frequently and were often ineffective because 
of the pace of operations. Division Signal Corps TPS 
station operators also used their gear to listen in to 
the enemy in their sectors (see chapter 11). 

A postwar AEF history captured the inherent 
drama of these facilities: 

There is no more thrilling page in the 

romance of the war than the little history 

of the American listening stations of the 

Signal Corps. They were always to the front 

and sometimes in No Man’s Land itself, but 

wherever they might chance to be located, 
they were, as one of the men described, 

“very near Heaven.” Their business was 

eavesdropping, and if they didn’t hear any 

good of themselves, they managed to do 
the doughboy lots of good. Time after time 
these men were caught by the spotlight of 

a star shell as they crawled out in the night 

toward the German lines and were seen 

no more. Often they were caught between 

a double barrage probably started by their 

own sentry. More often, however, they 

wiggled their way through barbed wire and 
shell holes, planted their wires, and returned 

to reap the benefit of their daring.”* 

There was no formal tasking; the men cop- 
ied what they could hear. Copying was done by 
hand.™“All the intercept was packed up and taken to 
a Signal Corps station where details could be tele- 
graphed to the G2A6.” Some handwritten logs sur- 
vive in records of the G2A6 indicating that they were 
couriered or mailed to Chaumont at some point. 

A more formal system of reporting began in July 
1918. Listening station operators made two copies 


of their reports, which included signals received 
and translations of clear German; if anything was 
of importance, it was to be immediately reported to 
the nearest officers. If French or American plaintext 
telegraph was collected, or if telephone conversa- 
tions of a dangerous nature were heard, the Signal 
Corps officer of the sector was to be immediately 
notified.” Both copies of routine reports went to the 
G2 of the division occupying the area of the station, 
who would note any action taken before forward- 
ing the original to the G2 of the corps to which 
the division belonged and sending the duplicate to 
the division signal officer. Once the First Army was 
assembled, reporting would go up the chain to the 
army radio intelligence officer, who, after examining 
the report, would forward it to the G2A6, prepare a 
weekly report on listening station activity, and let the 
army G2 know of any matter requiring attention.” 
Listening stations assigned to the First Army 
were directed to maintain a logbook, if they did not 
already have one.” The noncommissioned officer in 
charge was to make a daily record of his personal 
impression on enemy activity or inactivity, names 
heard, numbers of the German coordinate map, 
changes in the sector (new stations, new calls, new 
operators, artillery fire coinciding with messages), 
as well as modifications in lines and listening sta- 
tions. If the station was attacked, the book was to be 
burned; when it was full, it went to the Radio Sec- 
tion to be consulted by the officer in charge of lis- 
tening stations. On graph paper, the station counted 
enemy TPS calls, messages, and communications 
heard that could not be intercepted; the x-axis was 
for the day of the month and the y-axis for the num- 
ber of calls each day. Copied calls were document- 
ed in black ink; messages heard or noticed but not 
copied were in blue; and red was used for distant 
communications heard but impossible to copy. This 
graph was to be forwarded to the Radio Section 
headquarters in Toul with a monthly report on the 
28th of each month. The monthly report included 
an activity chart with the number of three-number 
code messages, the number of telephone conversa- 
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tions, and the hours that the generator was work- 
ing each day. Each station was expected to assign 
arbitrary call letters to every station recognized by 
name or operator, and equate this arbitrary designa- 
tor with each day’s actual call sign.” 

Stations also sent in a daily summary containing 
the number of enemy TPS calls, number of mes- 
sages that could or could not be intercepted, number 
of distant messages that were impossible to copy, 
number of three-number code messages, number 
of German telephone conversations and calls with 
the analysis as to the meaning of important con- 
versations, hours during which the generator was 
working, and a sketch of the “intensity” of each sta- 
tion that included call sign, net diagram, and signal 
strength (strong, average, weak, not heard). Non- 
commissioned officers were also to report their per- 


sonal impressions about changes in the sector.'”° 


South Side of the St. Mihiel Salient 
(See table 1.) 


American Stations near 
Montsec, March-June 1918 


On January 25, 1918, Lieutenant Herbert R. 
Smith was put in charge of the Radio Section men 
assigned to the 1st Division area along the south side 
of the St. Mihiel salient. Smith was joined by eight 
men from the Radio Section on March 1. Sergeant 
George J. Braun; Private First Class Lucius V. Pease; 
Privates Albert A. Munch, Rene T. Verhelst, and 
Robert Forbes; and Acting Corporal Frank Bates 
Fairbanks (see sidebar) had just completed training 
and traveled from Langres. They were joined by Ser- 
geant Eugene Peterson and Corporal Paul D. Her- 
rold. As there were not yet enough men in the Radio 
Section to staff the stations in this area, two details 
from the 406th Telegraph Battalion filled in: Com- 
pany D (in March and May) and Company E (in 
April and June).’% The listening stations were not 
ready when the men arrived, and they were quar- 
tered in “a filthy attic in an aged French farmhouse” 
in Ménil-la-Tour. Braun, Verhelst, Munch, Peterson, 
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Table 1. Listening stations on the south side of the St. Mihiel salient 


Designator, if 


Location Start date End date known 
Marvoisin (Sector H-3) — By February 1918 April 1918 Station #1 
Xivray (Sector H-3) April 1918 Probably June 1918 — Station #1 
Bois de Remiéres (Sector 
F-2) February 1918 Early April 1918 Station #2 
Seicheprey Cemetery 
(Sector F-2) April 13,1918 June 7, 1918 Station #2 
Unknown, no earlier than August 
Forét d’Apremont 1918 (French station) September 1918 Lamartine 
Unknown, no earlier than August 
Forét d’Apremont 1918 (French station) September 1918 Baudelaire 
Unknown, no earlier than August 
Forét d’Apremont 1918 (French station) September 1918 Obligado 
Near Mouilly (NW side | Unknown, no earlier than August 
of St. Mihiel salient) 1918 (French station) September 1918 Muette 
Bois de la Hazelle June 1918 unknown Station #5 
Taken over from French in July 1918; Station #2, 
Near Flirey American presence in early June September 13,1918 Le Renard (Fox) 
Near Limey/Remenau- Taken over from French July 17, 1918; La Cigogne 
ville American presence in early June September 13,1918 (Stork) 
Between Limey and Taken over from French August 26, LEléphant 
Fey-en-Haye™ 1918; American presence from July 15 September 13,1918 (Elephant) 
Taken over from French September 1, ; 
1918; American presence possibly as L’Epervier 
Near Fey-en-Haye early as April September 13,1918 (Sparrowhawk) 
Taken over from French September 1, 
1918; American presence possibly as Le Canard 
South of Montauville early as April September 13,1918 (Duck) 
Taken over from French September 1, 
1918; American presence possibly as 
Near Pont-a-Mousson early as April September 13,1918 Le Chat (Cat) 


Note: Start date reflects American presence. Many of these sites had been used by the French Army before the 
AFF Radio Section arrived.’ 
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e Frank Fairbanks 


Frank Bates Fairbanks was born August 3, 1891, in 
Springfield, Massachusetts. He was a private in the Signal 
Corps reserve and was called up in October 1917; at the time, 
he was working as an electrical engineer for Westinghouse 
in Pittsburgh. He arrived in France near the end of Decem- 
ber 1917. In March 1918, he set up the first listening station 


along the St. Mihiel salient at Marvoisin. 


He was placed in charge of the listening station at Flirey 
in June and at the end of July was put in charge of all listen- 
ing stations along the salient. His intelligence and compe- 
tence were reflected in his rapid promotions; he became a 
sergeant first class on August 14 and master signal electrician 
on September 1. After the success of the St. Mihiel offensive, 
he was put in charge of establishing new listening-in stations 
on the new front. He was then commissioned as a second 
lieutenant on October 29 and appointed to the command of Fairbanks in December 1919. NARA CP, RG 


listening stations for the Second Army. 


Fairbanks was awarded the French Croix de Guerre for 
his work and promoted to first lieutenant in February 1919. 
In an end-of-the-war report he wrote: “A word should be said of the unusually high character of the per- 
sonnel of this organization. It was carefully selected from the entire Signal Enlisted Reserve Corps of the 
Eastern Department and comprised men of unusual ability and specialists in all branches of electrical, tele- 
phone, and telegraph work. A large proportion of these men, who enlisted soon after the war was declared, 


have received commissions in the AEF.” 


In the 1940s, Fairbanks became the president of the Horix Manufacturing Company in Pittsburgh, his 
late father-in-law’s company. Fairbanks died September 13, 1947, in Pittsburgh; he is buried in Homewood 


Cemetery in that city. 


Sources 


Ancestry.com. Vital records. Accessed July 12, 2017. 
Fairbanks Personal Narrative 123. National Archives and Records Administration, College Park, Record 
Group 120, Records of the American Expeditionary Forces, Entry 2040, Box 130. 


and Herrold were assigned to Bois de Remiéres near 
Seicheprey, and Fairbanks, Pease, and Forbes were 
assigned to Marvoisin (which would move to Xivray 
in April).'* 

When the 406th went to the Marne in June, 
Radio Section men were ready to fill the slots in 
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111, Records of the Chief Signal Officer. 
Photographic Collection, 111-SC-40373 


other nearby stations.’ Smith was relieved by then- 
Lieutenant Ernest A. Thompson, in April, when the 
Radio Section moved their Ansauville stations to 
Toul. 

Two groups of four men—three operators and 
one lineman—worked two shifts, four to six days on 
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and the equivalent time off at a rest billet. While on 
duty the men worked intercept for four hours and 
then had eight hours off. They slept in the dugout 
when they were not assisting in repair of the lines. 
The precise schedules varied by station; some sta- 
tions, such as the one at Richecourt, may have had 
intercept shifts of six hours. At first the men spent 
their rest periods in Ansauville, where the Radio 
Section also operated a radio intercept and direc- 
tion-finding site. When those sites were moved 
to Toul in April, the men traveled to Toul for rest 
every five days. The men from the 406th returned 
to their companies near Beaumont during their rest 
periods.'°” 

Marvoisin/Xivray. First Lieutenant Bernard 
H. Rafferty and three operators took over a French 
listening station near Richecourt, in a sector held 
by the 18th Infantry of the 1st Division, in January 
1918. While Rafferty called the site Richecourt, it is 
almost certainly what others called Marvoisin—the 
two towns are only a mile apart, and the station was 
likely between the two. Richecourt was in German 
hands. The site was within a few kilometers of the 
German stronghold at Montsec—at 380 meters, 
the only high ground for miles around—and the 
site’s daily activity was closely monitored, both visu- 
ally and by the German listening stations. Rafferty’s 
timeline is slightly suspect as he says he reported to 
Meénil-la-Tour in mid-December; the 1st Division 
did not arrive until mid-January. As Rafferty had 
the assistance of 10 men from Company A of the 
18th Infantry, the station probably got underway in 
January. The men “proved to be willing and daring 
workers.” When the work had been underway for 
about 45 minutes, the group came under machine- 
gun fire, concentrated on their position but over 
their heads. It suddenly occurred to Rafferty that 
the Germans had been listening in on their work. 
The group rested an hour then continued their work 
“without any further annoyance from the enemy.”1°8 

The four men operated the station 24 hours a 
day, each taking a six-hour shift. Rafferty claimed to 
copy on average 50 pages of German telephone con- 
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versations each day as well as numerous messages in 
Morse code, which were encoded using a German 
trench code. He believed that the G2A6 were able 
to decipher these messages to obtain “very valuable” 
information.”'” Rafferty departed on February 10, 
1918. He went on to be an instructor in radio intel- 
ligence at the AEF Signal School at Langres.'"° 

Located in Sector H-3, the station at Marvoisin 
was of great value monitoring American communi- 
cations since, at first, it could not hear any German 
communications. Through experimentation and 
repositioning of the grounded antenna, the site was 
soon able to supply intelligence. Moving the anten- 
na was not a simple task. An unnamed private at the 
station volunteered to run the wire with a patrol to 
cover him. He crawled for three hours under cover 
of night to reach a point a few hundred yards from 
the station, crossing the American barbed wire to 
reach the edge of a creek. Here he buried a ground 
antenna and attached wires; it was already 2330 and 
the group needed to return by 0100. Although the 
Americans patrolling the lines knew that the team 
was out there, the team was shot at by their own 
patrol, and this triggered a German response. Sever- 
al American batteries in the rear of the station began 
to target the station; the lieutenant in command of 
the group smelled gas, and the team put on their 
masks. Then the lieutenant “skillfully extricated us 
from one perilous series of shell holes into another 
less dangerous, until the panting patrol, dazed by the 
tumult it had unwittingly raised, blinded by fire, at 
last stumbled against its own barbed-wired entan- 
glements.” The operator dashed to retrieve the wire, 
found the opening in the barbed wire, and returned 
to the station." 

Apart from the inherent danger involved in 
adjusting the antenna, there was a crucial problem 
with Marvoisin—the infantry withdrew from the 
area at night and occupied it during the day. The 
operators withdrew from the station, carrying all the 
equipment, every night. In April 1918, the station 
moved a little bit down the road to Xivray so that 
operations could be carried on around the clock. 


While at Xivray, the station collected and report- 
ed critical information during the April 20 raid on 
Seicheprey.'” 

Lieutenant Hulburt, who was working in the 
AEF Signal Corps Research Laboratory in Paris on 
problems related to intercept equipment, tested the 
newly developed SCR-72 amplifier at Marvoisin 
and Xivray during an eight-day visit in April; the 
station moved during his visit." The new Ameri- 
can amplifier proved to be superior to the French 
3-ter amplifier (see appendix D) although in need of 
some design changes. While at Marvoisin, Hulburt 
also tested a filter that helped eliminate the elec- 
tric screen that the Germans were using at nearby 
Montsec.'"4 

The electric screen was a “roaring in the ground” 
presumed to be an electric generator installed to 
prevent German TPS and telephone conversations 
from being overheard. Men listened for the noise, 
which stopped for an hour or two every day (prob- 
ably for equipment maintenance). All American 
telephone conversations were suspended during the 
quiet period; it was presumed that the screen was 
also blocking the Germans from intercepting the 
American lines and that in its absence communica- 
tions were vulnerable.!* 

Unfortunately, continuous shellfire on Xivray’s 
position made it difficult to maintain the wires, 
requiring all the men, aside from the operator on 
duty, to be out of the station, checking the lines and 
making repairs." 

Xivray had to be abandoned on June 7. Intercept 
indicated the Germans were preparing a raid on this 
position; the operators were disappointed that they 
had to leave as they were “anxious to copy the interest- 
ing messages which would be sent during the attack.” 
Some of these men, including Fairbanks, were sent 
to the French station near Flirey (Le Renard). When 
the raid occurred a few days later, the Germans were 
repulsed and had heavy losses; the station’s dugout 
was “completely demolished” by shelling.” 

Seicheprey. The first station at Seicheprey 
was a dugout just off a communications trench in 
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the Bois de Remiéres, 50 yards from the front line. 
Six feet square, the wooden floor was about a foot 
lower than the rest of the trench with the ceiling 
five feet above the floor. This space contained two 
bunks, a chair, and a horizontal board nailed to 
the wall to serve as a table. The equipment was on 
the table. One man remembered that when you 
stepped on some of the floorboards “you started 
a miniature geyser.”''® Another account described 
the station as a “dugout the size of a packing case, 
together with a smelly pool rising from the sub- 
soil, and rodents a foot long to complete their dis- 
"119 (see photo). 

Each day the lineman had to travel at least one 
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hour through the trenches to bring in fresh storage 
batteries. The round trip could take three hours if the 
area was being shelled. The batteries were charged 
in Ménil-la-Tour (code name Maxey) and then tak- 
en to Beaumont (code name Boston) by motorcycle 
before being picked up for their trip through the 
trenches. The approach to Beaumont from the south 
was along Dead Man's Curve, which, though usu- 
ally camouflaged, was clearly in view of the German 
guns on Montsec. One day Albert Custer of the 
406th Telegraph Battalion made the hazardous trip; 
Corporal Drew called him a “d— fool” for doing it, 
but Custer insisted that he had to get the batteries 
so the station would not shut down. Though he was 
knocked down by the blast of a shell and missed by 
bullets twice, Custer made it back “just in time, as 
the station had just stopped operating.”!”° While the 
radio equipment was always at the station, every- 
thing else—wire, batteries, candles—had to be car- 
ried in by the operators on every shift change. Food 
was carried to the station from Seicheprey, where it 
was cooked “in fireless cooker cans,” which “kept it 
pretty warm if the carriers did not get tired and stop 
somewhere.” 

It was not easy working in listening stations, 
disconnected from organizational support. As they 
werent part of the units around them, they were 
rarely warned of impending raids or attacks. Ray 
Tritle, one of the men from the 406th later said, 
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¢: 


SM-27.3876- 232.2 SEICHEPRET \ 


The ruins of the town of Seicheprey, February 1919. Several Radio Section listening stations were established near 
here. The station in the cemetery remained in place, unseen, during the German raid of April 20, 1918. Digitiza- 
tion courtesy of Meuse-Argonne.com. NARA CP, RG 120, Records of the American Expeditionary Forces, RG 120-G. 
Photographs taken by the "Griffin Group” of areas occupied by American troops during World War | combat opera- 


tions, 1918-1919, 120-G-1-SM-38-77, 120-G-1-SM-27-26 


“We had plenty of everything but food; plenty of 
rats and cooties and lots of shelling and gas.” On 
one occasion, the American infantry, in expectation 
of a German raid, moved back 600 yards and failed 
to inform the men at the station. The raid did not 
happen, although the area was shelled, which filled 
in the small trench leading from the communication 
trench to the station. Station personnel did not real- 
ize until the next morning that they had spent the 
night in no-man’s-land.'” 

Later in March 1918, the station at Seicheprey 
was moved back toward the town and set up in a 
dugout in the corner of the cemetery. Built on 
ground level and constructed from the ruins of 
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houses, the wall facing the front line comprised at 
least five feet of solid stonework. The roof was also 
of stone, about four feet thick. This station was spa- 
cious enough to have two decks of eight bunks each, 
with room for a table to hold the equipment. How- 
ever, this station was in an area receiving a “sprin- 
kling” of gas shells at 1700 each day. On March 23, 
Eugene Peterson and his crew, with gas masks on, 
noticed how the townspeople had gathered away 
from the shellfire in a place where the wind would 
carry the gas away from them and suggested the sta- 
tion personnel should move there. He left, but the 
others on duty—Braun, Verhelst, and Munch—did 
not follow. When the gas cleared away an hour later, 


Peterson made his way back to the station where he 
found the three men at a Red Cross station. They 
had attempted to follow Peterson, but a shell burst 
beside them as they took off their masks. All three 
survived: Braun had been knocked unconscious by 
a shell fragment before being gassed, Verhelst was 
not seriously affected, and Munch was sent to the 
hospital.’?* The three were no longer fit for frontline 
duty. Peterson, a lineman, spent the night alone in 
the cemetery; he was not an operator and could not 
run the equipment. He called up Lieutenant Smith 
and asked for three more operators who arrived two 
days later.'** 

The station at Seicheprey went unnoticed dur- 
ing the German raid on the town on April 20, 1918, 
and the men were feared lost. They were not and 
proved to have set the standard for radio intelligence 
collectors remaining at their post. This story is told 
in chapter 11. 

The French Stations from Flirey to Pont- 
a-Mousson, June-September 1918. The French 
had a large network of listening stations along the 
edges of the St. Mihiel salient. The Americans first 
worked with the French in these stations beginning 
in April, when a team of Americans under Sergeant 
Carleton R. McQuown’ was co-located in three 
French stations close to Pont-a-Mousson (most 
likely LEpervier, Le Carnard, and Le Chat).!° From 
June through August, the AEF Radio Section took 
over a contiguous set of these stations stretching 
from Flirey to Pont-a-Mousson. There is tenuous 
evidence that there may have been a Radio Section 
presence in at least three French sites in the Forét 
d’Apremont and in Mouilly. It is not impossible 
that Americans worked at other French sites in this 
region, but no definitive proof has been located.!”’ 
When the French and Americans worked together, 
the French were responsible for general operations 
and location of the antenna. At first, two operators, 
one French and one American, were on duty at all 
times.1?8 

By this time, Radio Section personnel for this 
sector had rest billets in Domévre-en-Haye and 
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spent three days on post and three days on rest. As 
few as three men might handle a station during their 
three-day shift.'” 

In June, a station was installed in the Bois de 
la Hazelle, although it is not certain that it was still 
there when the 89th Division was gassed in these 
woods on the night of August 7-8, 1918. The loca- 
tion seems to be just slightly too far from the front 
line to effectively intercept communications.'*° 

Le Renard, 15 feet underground in a daisy field 
near Flirey, not far from a feature labeled “salliant du 
Renard” (Fox salient) on a French trench map,'*' was 
taken over from the French in July 1918 as was La 
Cigogne, which was housed for a time in an obser- 
vation tower near Remenauville, although it possibly 
also had a dugout location. LEléphant, next down 
the line, was taken over on August 26, followed by 
L’Epervier, Le Canard, and Le Chat, so that Ameri- 
can operators operated the line from Beaumont to 
Pont-a-Mousson.'* Recently commissioned Sec- 
ond Lieutenant George Benjamin, who was trans- 
ferred to the Radio Section on August 22, was 
immediately appointed listening station officer for 
the First Army. He supervised this line of stations.’* 

These listening stations were placed in prepa- 
ration for the American attack on the St. Mihiel 
salient and provided the intelligence that revealed 
German troops had not withdrawn from the area 
(see chapter 11). Ernest Hinrichs of Baltimore, 
Maryland, was in charge of Le Renard. Hinrichs 
was the grandson of German immigrants, and the 
family continued to speak German at home. He 
kept a journal, later published by his son as the book 
Listening In, which provides a great deal of color 
and detail regarding the work of these men. He was 
on duty at Le Renard on the evening of September 
11 and observed that the enemy was quiet, but the 
American wires were “entirely too active...there is 
more telephone talk than there should be.”"* 

A little before 0100, the time the guns were to 
begin, Hinrichs left his post and went outside into 
the dark night. French artillery was arranged, in a 
line, across the daisy field. In a few minutes “the sky- 
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Table 2. Listening stations in the Baccarat Sector 


Location Start date End date 


April 1918. Moved to 


Unknown new location July 9 
April 1918. Moved to 
Unknown new location July 12 


Near Badonviller April 1918 


August 2, 1918 which is probably the correct name. 


July 4, 1918 


Designator, if known 


Station #3; Le Dragon (Dragon). Some- 


times seen as Le Dragoon (Dragoon), 
139 


August 2, 1918 Station #4; Le Hussard (Hussar) 


Station #2; Le Chasseur (Hunter) 


Note: Start date reflects American presence. Many of these sites had been used by the French Army before the 


AFF Radio Section arrived.!*° 


line was ablaze,” and Hinrichs watched a column of 
men on the nearby road moving into the front lines. 
He watched for an hour, returned to the station, and 
went to sleep. At 0500 Frank J. Weber woke him, 
noting that there was nothing to intercept, and that 
he and Paul E. Morach wanted to go out to see the 
action. By 0700 Hinrichs abandoned the urge to 
stay at his post and went outside as well.'* 
Hinrichs wandered through, and chatted with, 
the groups of German prisoners. One of them pressed 
a paper into his hand, saying it was a souvenir. It was 
1100, and Hinrichs headed back to the station. He 
stopped to look at the paper, which proved to be a 
recent, annotated map of German positions in the 
salient. He hurried back to Le Renard, arriving just 
a few minutes before Ernest Thompson stopped by 
with an unnamed colonel and major. It is possible 
that these men were Krumm and Loghry. Thomp- 
son asked where the other men were and ordered 
Hinrichs to dismantle a station; a truck would be 
coming for the equipment at 1400. Hinrichs handed 
over the map to divert Thompson's attention from 
his missing colleagues. The truck took the equip- 
ment and Hinrichs to Toul. Morach and Weber 
found their way back to Toul on their own, stop- 
ping in Domévre along the way to discover that the 
Radio Section had shut down the quarters there.'*° 
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On September 12, Loghry declared to Moor- 
man that he was going to bring in the listening sta- 
tions that had been along the southern side of the 
salient and hold them in readiness until the line 
stabilized and the Radio Section was able to install 
new stations on the new front.'®” However, the sta- 
tions on the east side of the salient (LEpervier, Le 
Canard, and Le Chat) stayed in place until at least 
September 16."** 


Baccarat Sector 


(See table 2.) Almost nothing is known about 
the precise location of these stations, but the men 
who worked at these locations were billeted in Pex- 
onne. They were on post for 48 hours and off post 
for 48 hours.'1 

Most listening stations were extremely rudi- 
mentary, but one, named Le Chasseur by the French, 
was relatively comfortable and well-equipped for a 
frontline outpost. This station, northeast of Bacca- 
rat (outside the village of Badonviller), is the one 
described in detail by Hinrichs.’ Le Chasseur was 
constructed by the French listening station servic- 
es; Lieutenant Andre Delavie, the French officer 
who pioneered the concept of listening stations, 
described it as a “model post” in “a comfortable shel- 
ter on a slope of the road from Badonviller to Allar- 
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The Radio Section listening station "Chausseur," on the front near Pexonne, June 20, 1918. NARA CP, RG 111, 
Records of the Chief Signal Officer. Photographic Collection, 111-SC-032577 


mont.”!3 The facility was built into the side of a hill 
with thick log construction. There was electric light 
and running water—the trickle of a spring running 
into a basin’ (see photo of Le Chasseur). 

Hinrichs arrived at Le Chasseur on April 25, 
1918. Two months after Hinrichs’s arrival, he not- 
ed that he had his “first real bath” (a very cold one) 
since arriving in the area in April, for the village 
horse trough had been turned into the community 
bathtub.'* The bathing situation highlights the dif- 
ference between life in this remote sector and that 


at AEF headquarters; in Chaumont William Fried- 
man was able to bathe only weekly." 

Sometime in April, Americans in these three 
stations listening to German communications 
overheard a time and an “anxious” reply; the opera- 
tors deduced an attack was imminent and alerted 
nearby units. With this warning, the 42nd Division 
repulsed Germans attacks on Ferme-le-Chamors 
(a nearby farm), Ville Négre (a small settlement on 
the road between the station and Pexonne), and La 
Chapellotte (a hill near the front lines).'*’ 
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Hinrichs tells a tale of a fellow soldier, Private 
William Gerard Greubel (whom he calls Treubel), 
that reveals a potential problem in using native 
German speakers. Greubel was born in Germany 
in 1894, and his family immigrated to the United 
States in 1901. He seems to have been just the type 
of person the army needed—spoke native-level Ger- 
man, had worked as an electrician, and had served in 
the New York National Guard.® But there was a 
problem. In early June 1918, while monitoring com- 
munications at Le Chasseur, Greubel supposedly 
intercepted a conversation that astonished his col- 
leagues with its detail and specificity. This happened 
again days later, at a time Greubel was alone in the 
station, and the other operators believed he was 
making up intercept. The lieutenant in charge of 
his section investigated and found that Greubel was 
indeed falsifying intercept, and he was removed from 
radio intelligence duties, although he remained in 
the Signal Corps." The fake intercept might have 
been sabotage, a deliberate attempt to be removed 
from the combat zone, or an unconscious reaction 
to the trauma of war.° A week or so before the 
fake intercept trouble started Hinrichs and Greubel 
encountered the bodies of dead German soldiers in 
a dugout.’*? After the Greubel incident, Moorman 
requested Signal Corps investigations of at least two 
other Radio Section men who were born in Germa- 
ny and still had relatives there; at least one of these 
men was removed from listening station work and 
transferred out of the Radio Section.” 

The 42nd Division left the Baccarat Sector on 
June 28. Wilbur R. Hogel and Snowden P. Beaman 
scrounged through the empty dugouts in the area 
and brought back a variety of treasures the division 
had abandoned—upholstered chairs, mirrors, china 
wash basins, guns, and a clock. The best finds were 
food—canned salmon and roast beef, sugar, and cof- 
fee—and several hundred rounds of ammunition. 
After a wonderful supper, the Americans indulged 
in some target practice and tossed some grenades 
for the fun of it until their French colleagues made 
them stop because they were afraid that the infantry 
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would mistake the noise for Germans coming over 
the line. 

Hinrichs and some of the men departed Le 
Chasseur on July 2; however, Delavie remembered 
that the Americans and French celebrated Bastille 
Day (July 14) at the station with a feast and “abun- 
dant libations.”* Because La Chasseur closed on 
July 4, it is possible that Delavie was writing about 
one of the other stations that remained open until 
August 2. 


The Woévre Plain 


(See table 3.) On September 14, Frank Fair- 
banks and 11 men were sent to Souilly to join up 
with a detachment of French listening station 
operators attached to the French II Colonial Corps. 
These men together established a series of listening 
stations along the new front line created when the 
St. Mihiel salient was reduced. The group control 
(and rest area) was at Dommartin-la-Montagne, and 
stations were first established at Saulx-en-Woévre 
and Fresnes-en-Woévre. Stations were later added 
in the Bois de la Grande Souche, near Haumont 
and near Woél, and then at the Bois des Haudron- 
villes-Haut, controlled from Bois de la Creué (near 
Vigneulles-lés- Hattonchatel).**° 

At Saulx-en-Woévre, a location described as “a 
desolate heap of ruins held by a handful of ‘dough- 
boys,” the station personnel suffered a constant 
bombardment of shrapnel and gas shells, com- 
plaining only that the “shell fire interfered with 
the most efficient operation of our listening posi- 
tion.” Shrapnel repeatedly cut the wires, but they 
were repaired “as fast as they were cut.” On October 
10, 1918, Privates First Class Oscar Meichtry and 
Jacob T. Krawitz went to repair lines after a severe 
gas bombardment and though they wore gas masks, 
were burned by the mustard gas that stuck to the 
wires; they were hospitalized. Later in October at 
the Fresnes station, Sergeant Elias VanderPyl and 
Private First Class Ernest H. Divoll were temporar- 
ily blinded by gas when they removed their masks to 


repair wires.!°” 


Table 3. Listening stations in the Woévre plain 
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Location Start date 

Saulx-en-Woévre September 20, 1918 
Fresnes-en-Woévre September 20, 1918 
Woél September 20, 1918 
Dommartin-la-Montagne September 20, 1918 


Bois de la Grande Souche, SW 
of Haumont Lés Lachaussée 
(Louisville Farm) Late September 1918 


Bois de la Creué near 
Vigneulles-lés-Hattonchatel October 20, 1918 


Possibly early October 
Bois des Haudronvilles-Haut 1918 


End date Designator, if known 
November 1918 — Station #1; HM-1 


November 1918 Station #2; HM-2 
Before November 
1918 


HM Group HQ in con- 
November 1918 trol of Saulx and Fresnes 


November 1918 — La Souche (Stump) 


Group HQ in control of 
La Souche (Stump) and 
November 1918 — La Rebois (Reforestation) 


November 1918 — La Rebois (Reforestation) 


Note: Start date reflects American presence. A few of these sites (outside the newly regained territory), par- 
ticularly Fresnes, had been used by the French Army before the AEF Radio Section arrived.' 


It may have been at La Souche, in the Louis- 
ville farmhouse (see photo), that the station caused 
something of a problem. George Sterling (see side- 
bar), a young candidate for master signal electri- 
cian, brought some batteries out to the facility. He 
stopped at a nearby artillery company to get direc- 
tions and was pointed to a farmhouse and asked to 
tell the people inside “for Christ sakes stop cooking! 
Every time the smoke comes out of that chimney, 
we get a barrage over here.”** The entire station was 
taken prisoner one night by an American patrol that 
had heard them speaking German. The patrol sur- 
rounded the station and ordered the men out, threat- 
ening to toss in some hand grenades. The operators 
were released from their brief captivity after proving 
their identity and explaining their work to the com- 
mander of the unit.’ 


Fairbanks believed these sites had a lot of prob- 


lems that stemmed from joint French-American 
control. Days before the Second Army came into 
being, Fairbanks thought it time for the long-stand- 
ing arrangement of joint French-American staffing 
and control of listening stations to end. In his view, 
the American practice of the chief listening station 
officer visiting the front and becoming familiar with 
the territory before setting up stations was more 
productive than the French system of sending a 
whole detachment, unfamiliar with the territory and 
without transportation, to visit various positions. 
The French system, according to Fairbanks, led to 
the inefficient location of stations on the Woévre 
plain.’* 

The French, according to Fairbanks, believed 
the Americans still lacked the necessary experience 
to set up and operate stations; Fairbanks, in turn, 
declared that the French were unprepared and unfit 
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SM 88° LovISVILLE FARM. | 48 INE SECTOR 


The Louisville farm, La Souche, 1919. The Radio Section set up a listening station in the ruins of the farmhouse in 
September 1918. Digitization courtesy of Meuse-Argonne.com. NARA CP, RG 120, Records of the American Expedi- 
tionary Forces, RG 120-G. Photographs taken by the "Griffin Group" of areas occupied by American troops during 


World War | combat operations, 1918-1919; 120-G-1-SM-38-77 


to deal with the “changed conditions of present 
moment warfare.” American operators had “supe- 
rior energy and initiative” that made up for their 
lack of experience, as well as there being a “nucleus” 
of noncommissioned officers with months of train- 
ing “who must shoulder the responsibility sooner 
or later.” Fairbanks also thought it was much more 
difficult to get technical supplies from the French 
supply chain. He lamented that the Bois de Creué 
group was sent out “without tools, not even plyers 
to repairs the lines, or insulating tape” and had been 
given unsatisfactory French wire that had high resis- 
tance and inadequate insulation.'*! 

Fairbanks’s grievances against some of the 
French personnel went on; he cited a lack of ambi- 
tion and skepticism of new techniques; they were, on 
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average, older than the Americans and, he claimed, 
less adaptable. He also complained that some of the 
French were less faithful to covering positions full 
time, for in some stations they shut down for meals 
and even for part of the night. By October, what had 
seemed charming about working with French col- 
lectors in early 1918'© had faded and their perceived 
inefficiency become aggravating to some of their 
American colleagues coping with a war of move- 
ment. The French operators, on the whole, spoke 
better German than their American counterparts, 
but they were less proficient at copying Continen- 
tal Morse; the Americans were better at copying 
through interference.’ 

Most annoyingly, Fairbanks complained, some 
of the French criticized the Americans for copying 
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i® George Edward Sterling 


Born in Maine on June 21, 1894, George Edward Sterling was among the earliest amateur radio opera- 
tors in 1908. When amateur licenses were issued as a result of the Radio Act of 1912, he obtained one of 
the first, LAE. 

Following his high school graduation, Sterling enlisted in the Maine National Guard and served with 
Company M of the 2nd Maine Infantry, based at Fort McIntosh in Laredo, Texas. Upon his return from the 
border, he was employed as a junior radio operator on the steamer Philadelphia of the Red D Line, sailing 
between New York and Latin America. He tried to enlist in the navy when war was declared but had not 
been released from the Maine National Guard. When he tried to transfer from the national guard to the 
Signal Corps, his commander would not let him go. In September 1917, when the 2nd Maine became part 
of the 103rd Infantry of the 26th Division, Sterling was off to war. 

In France, he was sent to the French Corps Specialist School, where he learned signal tactics, and then 
served as an instructor at the Army Signal Corps school in Gondrecourt. As a master signal electrician, 
Sterling managed to get transferred to the Radio Section in mid-June 1918. He ran a training program for 
operators at Toul, was involved in a radio deception effort, and helped to interrogate captured German radio 
operators after the St. Mihiel offensive. 

After the war, Sterling continued to work in radio and in 1923 joined the Bureau of Navigation of the 
Department of Commerce, where he was a marine radio inspector in Baltimore, Maryland, attending Johns 
Hopkins University at night. He was the radio inspector in charge of Fort McHenry for the Federal Radio 
Commission from 1927 to 1936. In 1937, Sterling took over the field division of the engineering depart- 
ment of the Federal Communications Commission (FCC). 

Later, Sterling became the chief of the FCC’s Radio Intelligence Division. On December 30, 1941, 
soon after Pearl Harbor, he told a meeting of government officials that the FCC monitored messages and 
needed direction-finding support. Sterling was one of the leading authorities on radio intercept and moni- 
toring at that time. The FCC direction-finding project was designed to suppress Axis clandestine radio 
stations in Central and South America during the Second World War. Sterling became commissioner of 
the FCC in January 1948 and retired in 1954. 

George Sterling died on November 14, 1990, and is buried at Pond Grove Cemetery on Peaks Island, 
Maine. 


Sources 

Ancestry.com. Vital records. Accessed September 21, 2016. 

Quarter Century Wireless Association. “November 14, 1990—W3DE.” Accessed August 9, 2018. http:// 
www.qewa.org/w3df-h0002-sk.htm. W3DF is the call sign of George E. Sterling, honorary member 
#H0002. 

Sterling, George. Interview by Louis Benson and Jerry Coates. NSA-OH-1975-01 (December 17, 1975). 
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everything as tasked and made little effort to moni- 
tor the communications of French units. This atti- 
tude was affecting the less experienced American 
operators and causing them to slack off while on 
duty. Additionally, Fairbanks felt it was a waste of 
time to have the two listening station chiefs contin- 
ually discuss matters and then have the same discus- 
sion between the two groups of noncommissioned 
officers. 14 

Careful to praise the French individuals to 
whom his criticism did not apply, Fairbanks urged 
that the American sectors should have stations 
under sole American control. He believed that the 
core of trained men could get new operators up to 
speed, and that by “working regular tricks at the 
front they will learn more in a day than they would 
in a week at any school.”!® 

Benjamin, who was running the listening sta- 
tions for the First Army, agreed with Fairbanks and 
thought the proposal would solve all the current dif- 
ficulties; he urged release of personnel from French 
control. Colonel Parker Hitt, chief signal officer of 
the First Army, concurred and recommended that 
Radio Section operations in the Second Army 
should be directly under the army chief signal offi- 
cer and should have “no connection with any Corps 
particularly the French Corps serving in the Army” 
and noted that he would have done this himself had 
the French II Colonial Army Corps stayed in the 
First Army.'° 

The AEF Second Army came into service on 
October 10, 1918. General George Gibbs, the assis- 
tant chief signal officer of the AEF, passed Fair- 
banks’s recommendations to Colonel Hanson B. 
Black, the chief signal officer of the Second Army, 
on October 15 and recommended that he choose 
an arrangement that worked well for him. Gibbs 
explained that the French-American arrangement 
had existed because there was no solely American 
area of jurisdiction and so that the Americans could 
learn from the French.’*’ The need for a formal pol- 
icy on listening station manning was overtaken by 
events in the last few weeks before the Armistice. 
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No change was made on the Woévre plain, and in 
the Meuse-Argonne the Americans would be on 
their own. 

Despite these problems, listening stations at 
Fresnes-en-Woévre and Saulx-en-Woévre were 
able to report that on October 26, German ground 
telegraph stations had moved back about two kilo- 
meters from the front line, perhaps because they 
expected an attack.’ 


Meuse-Argonne 


While the approximate locations of the sta- 
tions on the new front north and east of St. Mihiel 
are relatively well known, listening stations in the 
Meuse-Argonne are poorly documented because 
they moved frequently as the battle progressed (see 
table 4). Once the listening stations along the south 
side of the St. Mihiel salient were closed and moved 
to the Woévre plain, newly promoted First Lieu- 
tenant Benjamin was sent to Souilly, where Major 
Loghry was tasked with setting up listening stations 
on the Meuse-Argonne front. Two detachments of 
listening station operators worked under Benjamin, 
one attached to the 35th Division and one to the 
79th Division, as of September 26, 1918, at the start 
of the Meuse-Argonne operation. They brought 
the “light” listening station equipment that could 
be carried by hand.'” Benjamin’s sites near Nantil- 
lois and Chatel-Chéhéry did not collect any usable 
intelligence. The Radio Section learned that listen- 
ing stations were only successful during a war of 
position and were not useful in a war of movement. 

A second 11-day effort between October 9 and 
18 involved six men who were taken to Baulney and 
sent out to establish stations.’ Sergeant First Class 
Rene Verhelst, Corporal Matthew H. Scholosser; 
and Privates First Class Charles J. Brant, Stephen 
P. Foster, Henry C. Bukowski, and Anthony Leone 
worked under shell fire and in gas masks to estab- 
lish five different stations (there is no record of their 
locations except that they were at infantry outposts). 
Benjamin had nothing but praise for the men who 
kept trying to establish these stations, searching for 
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Table 4. Listening stations in the Meuse-Argonne (not all sites are known)'® 


Location Start date End date Designator, if known 
Near Chatel-Chéhéry October 1918 
Near Nantillois October 1918 
Fléville (NW of Exermont) October 1918 
Chaudron October 1918 


abandoned enemy communication lines and testing 
every wire, cable, and tramway rail to try to collect 
transmission. He commended them for their work 
“in woods and gas and often ahead of the Infantry 
outposts, with never a grumble as to food, cloth- 
ing, or rest, but always showing a spirit of initiative 
and utter disregard of self, but a strong desire to 
further the common cause.” After October 18, the 
effort to establish listening stations on this front was 
abandoned.!” 


Intercept Stations 


Field intercept stations are most familiar to us 
today as radio intercept stations. These facilities were 
designed to collect coded intelligence transmitted 
by radio stations. Nothing more than prefabricated 
wooden huts, they could be easily disassembled and 
moved.'”* They were relocated specifically to sup- 
port American operations, and often various com- 
ponents would be deployed to new locations (see 
table 5). Each station had a designator, and when 
the station moved, the equipment and portable shed, 
as well as the group of men attached to that sta- 
tion, also moved. As the Radio Section grew, new 
men were assigned to existing stations, and others 
were moved to operate new stations. See photo of 
the intercept station at Souilly. 

These stations had varying capabilities as to 
mode of transmission and wavelength. Damped and 
undamped waves were the modes. Damped wave 
was an early method of radio transmission pro- 
duced by spark gap transmitters that consisted of a 


series of damped electromagnetic waves. Informa- 
tion was carried on this signal by telegraphy, turn- 
ing the transmitter on and off to send messages in 
Morse code. Damped waves were the first practi- 
cal means of radio communication, used during the 
wireless telegraphy era, which ended around 1920. 
Such transmissions have a wide bandwidth and 
generate electrical noise (electromagnetic interfer- 
ence) that interferes with other radio transmissions. 
Undamped wave is better known as continuous 
wave, a more advanced method of radio transmis- 
sion where a carrier wave is switched on and off. 
Information is carried in the varying duration of 
the on-and-off periods of the signal, for example, by 
Morse code. Both types of transmission were used at 
the time of World War I. 

Stations had shortwave, medium wave, or long 
wave receivers, or some combination of the three. 
See table 6, which matches wavelength to frequency 
range. 

The first radio intercept site was established on 
November 14, 1917, at Souilly by Lieutenant Rich- 
ard M. Richbourg, who had been commissioned 
while en route to France but who, because of an 
administrative mix-up, did not receive word of his 
rank until March 1918. The station was manned 24 
hours a day by eight men and Richbourg. By the 
end of November, it had copied 393 messages and 
1,173 call-ups (a call-up could consist of one sta- 
tion calling for another to respond or two stations 
making contact without passing message traffic). At 
first their traffic was forwarded to AEF headquar- 
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Table 5. Field (radio) intercept station’? 


Designator Radio wavelength Start date End date Location 
Long wave and 
Intercept #1 shortwave November 17, 1917 January 19, 1918 Souilly 
Long wave and 
shortwave January 19, 1918 June 5, 1918 Froidos 
Long wave and 
shortwave June 6, 1918 November 1918 Souilly 
Shortwave Possibly October 1918 | November 1918 Verdun 
Undamped wave Possibly October 1918 | November 1918 Euvezin 
Long wave and 
Intercept #2 shortwave January 19, 1918 June 5, 1918 Landrecourt 
Long wave and 
shortwave June 6, 1918 November 1918 Souilly 
Long wave November 1918 November 1918 Verdun 
Intercept #3 Shortwave February 1918 March 29, 1918 Ansauville 
Shortwave March 29, 1918 April 13, 1918 Meénil-la-Tour 
Long wave, short- 
wave, and 
intermediate wave April 13, 1918 November 1918 Toul 
Intermediate wave | November 1918 November 1918 Verdun 
Shortwave November 1918 November 1918 Euvezin 
Intercept #3A Long wave March 6, 1918 March 29, 1918 Ansauville 
Long wave March 29, 1918 April 13, 1918 Meénil-la-Tour 
Long wave April 13, 1918 End of May 1918 Toul 
Long wave and 
Intercept #4 shortwave March 1918 November 1918 Toul 
Long wave November 1918 November 1918 Euvezin 
Intercept #5 July 25, 1918 August 6, 1918 Lunéville 
November 1918 November 1918 Verdun 
Training station June 19,1918 Toul 
School station Gondrecourt 
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Radio Intercept Station #1, Souilly, France, June 18, 1918. NARA CP, RG 111, Records of the Chief Signal Officer. 
Photographic Collection, 111-SC-32589 


Table 6. Wavelength and frequency equivalents 


Type of receiver Wavelength (approximate, in meters) 


Frequency range (approximate) 
Shortwave 10-100 3-300 kHz 
Medium wave 100—1,000 300-3,000 kHz 
Long wave >1,000 >3,000 kHz 
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ters in Chaumont by regular French military mail, 
which took two or three days to arrive. As the effort 
advanced, intercept was forwarded by telegraph. 
While work at the radio intercept stations was not 
as “exciting or spectacular” as that of the listening 
stations, the radio intercept stations provided the 
bulk of the coded and ciphered traffic essential to 
the work of the G2A6. A postwar report noted that 
while the work was “not specially thrilling, from a 
combat standpoint,” the operators suffered many 
“hardships and privations.”'”° By the end of the war 
about 73,000 radio messages had been intercepted 
by these stations.'” 

But some of the intercept stations “had their 
share of thrills.” One of the stations, paired with 
a direction-finding station, was located at Lan- 
drecourt, about 10 miles from the front line and 
about a mile from an ammunition dump. German 
forces spent 10 weeks trying to destroy the dump. 
Several shells lobbed at the dump landed close to 
the station. The six operators manned the station 
without interruption despite the fact that “no pro- 
tection was afforded them whatever, the station 
itself being of but thin boards.” When the dump 
was finally hit, the explosion broke the cloth win- 
dows of the station and a large storage battery fell 
on the head of one unnamed operator. He “showed 
his fortitude by calmly replacing it and continuing 
work.”!”” 

There was a need for these operators to be excep- 
tionally precise, as the intercept was largely coded 
messages and a mistake in copying just a single letter 
hindered the codebreaking effort. Feedback from the 
G2A6 noted that Frank Wade Ballard (see photo), 
the man in charge of Intercept Station #2 when it 
was at Landrecourt, had “formed the habit of writ- 
ing his messages so clearly and filling in all blank 
spaces, that all our code men are now trying to have 
his messages given to them for decoding.”’’* The 
message preambles were important, as was alerting 
the nearby direction-finding team to the need for a 
bearing. Operators at both radio intercept and lis- 
tening stations were quick to notice the individual 
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Frank Wade Ballard, taken December 1919. NARA 
CP, RG 111, Records of the Chief Signal Officer. 
Photographic Collection, 111-SC-40373 


characteristics of those sending messages, including 
their fist—that is, how they uniquely transmitted in 
Morse. It was here, Krumm felt, that the enthusias- 
tic amateur was greatly beneficial to the Radio Sec- 
tion, for they were able to keep their interest in the 
signaling process at a high level of intensity.'” 


Goniometric Stations 


Goniometric stations changed considerably 
over the course of the war. Initially, there were two 
sorts of direction-finding stations: radio goniomet- 
ric stations (often just called goniometric stations), 
which worked radio traffic sent by ground forces, 
and airplane compass, or aero (or air) gonio stations, 


which took bearings on hostile aircraft. Over the 
course of the summer of 1918 many radio and aero 
goniometric stations merged to cover both ground 
and air targets (using the designators Air-Ground 
and then ARG—presumed to be Air-Radio Gonio). 
The merged stations had the same characteristics 
as their predecessors; while they are delineated in 
table 7, they are not discussed below. Mobile gonio 
tractors (which worked ground radio traffic) were 
developed in the summer of 1918 and deployed in 
September.'® 


Radio Goniometric Stations 


The French had pioneered direction finding 
on the Western Front, but the Americans learned 
quickly and built on the knowledge and equipment 
provided by their partners. Goniometric operators 
not only could locate a transmitting radio station 
with a great deal of accuracy “if a considerable num- 
ber of readings are taken by several stations” but 
could also determine the enemy’s order of battle 
by practicing what would become known as traffic 
analysis. Goniometric stations were most often co- 
located with radio intercept stations. At first the sta- 
tions were operated jointly by American and French 
operators, but as the Radio Section gained experi- 
ence, the French moved out to establish additional 
stations. The bearings were transmitted by radio, 
encoded by a system that was used by the French 
and the British.'** 

Stations were located in portable wooded huts, 
with a roof-mounted loop antenna that was about 10 
square feet (see photo). This antenna could receive 
wavelengths between 250 and 1,400 meters (1,200 
kHz and 214 kHz). The antenna was rotated by a 
handwheel attached to a shaft inside the hut. When 
a signal was detected, the antenna was rotated until 
the signal became inaudible and then rotated in the 
opposite direction to determine an “average posi- 
tion of minimum audibility,” which determined the 
direction from which the signal emanated.'® 

The US direction-finding effort rapidly out- 
paced that of the French, and by September 1918, 
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there was some dissatisfaction with the lack of pre- 
cision of the French maps. This problem was nipped 
in the bud before it could damage the exchange by 
developing a way to overlay the more precise US 
map on to the French map, and both the technique 
and the more accurate locational information was 
then shared with the French.1®° 

Ballard, a native of New Jersey, was one of the 
first members of the Radio Section to arrive in 
France, in late November 1917, and he became an 
expert at running goniometric stations. He helped 
establish the first American practice radio inter- 
cept station at Souilly, and by January 1918, he was 
in charge of the radio intercept and goniometric 
stations at Landrecourt. Ballard also established 
the intercept station at Toul in March 1918 and 
was promoted to sergeant that same month. On 
the same day as his promotion, he established a 
goniometric station at Ansauville and “showed 
what could be accomplished by specializing in this 
work, for from obtaining 35 or 40 bearings per day 
of 12 hours we rapidly increased this number until 
we were averaging 150 per day.” The Ansauville 
station was soon moved to Ménil-la-Tour (which 
was slightly further back from the front line and 
thought to be safer) and sometimes processed as 
many as 200 bearings per day. It set a sector record 
of 670 bearings, recorded by three operators work- 
ing around-the-clock during an attack in their 
sector. Ballard then moved on, with master signal 
electricians Nathanial Foot and Herbert T. Schae- 
fer, to open the aero gonio stations at Royaumeix, 
Corniéville, and Saizerais.®” 

The May 27, 1918, Ménil-la-Tour one-day 
record, not “equaled or beaten” during the war, was 
so remarkable that it was included in the chief signal 
officer’s report at the end of the war.'* 


Aero Goniometric Stations 


The aero gonio stations were sometimes also 
referred to as airplane compass stations and were used 
to locate hostile aircraft. Stations were co-located 
with aero intercept stations and were substantially 
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Table 7. Goniometric (ground) stations, fixed and mobile, air compass (also referred to as air- or aero- 
gonio), and combined gonio stations (air and ground) 


Designator Type of station Start date End date Location 
Gonio #1 Radio (ground) January 19, 1918 June 5, 1918 Froidos 
Gonio #2 Radio (ground) January 19, 1918 June 5, 1918 Landrecourt 
Gonio #3 Radio (ground) March 14, 1918 March 31, 1918 Ansauville 
Radio (ground) March 31, 1918 June 5, 1918 Meénil-la-Tour 
Practice and 
Gonio #4 experimental By May 1918 Toul 
Gonio Control June 14, 1918 Royaumeix 
Training Gonio Training June 19, 1918 Toul 
Clermont (French 
Gonio #22 Radio (ground) = Unknown II Army) 
Sivry (French II 
Gonio #23 Radio (ground) © Unknown Army) 
Unlocated, in 
Gonio #25 First Army area 
ARG 25 (formed from Unlocated, in 
Gonio #25) Combined Mid-October 1918 First Army area 
Gonio #27 (became ARG, 
presumed to be Air- or Woimbey (French 
Aero-Radio Gonio, 11)" Radio (ground) ~~ Unknown II Army) 
ARG 11 (seen also as September 1, 1918 
Gonio #11) (formed from (taken over from Woimbey (French 
Gonio #27) Combined French) September 23,1918 II Army) 
Gonio #29 (became ARG Boncourt (French 
1) Radio (ground) Unknown August 21, 1918 II Army) 
ARG 12 (seen also as August 27, 1918 
Gonio #12) (formed from (taken over from Boncourt (French 
Gonio #29) Combined French) September 22,1918 II Army) 
Air-Ground #81 (became 
ARG 13) Combined June 8, 1918 September 20,1918 Corniéville 
ARG 13 (formed from Hattonville 
#81) (seen also as Gonio (coordinates 
#13) Combined September 20,1918 November 1918 246.2-352.2)'*1 
Royaumeix 
Air-Ground #82 (became (control station 
ARG 14) Combined June 8, 1918 September 23,1918 for net) 


Note: Start date reflects American presence. Many of these sites had been used by the French Army before the AEF 
Radio Section arrived.’ Table continued on next page. 
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Table 7 (con't.) 
Designator Type of station Start date End date Location 
ARG 14 (formed from #82) September 23, Euvezin (coordinates 
(seen also as Gonio #14) Combined 1918 November 1918 237.0-360.9) 
Air-Ground #83 (became 
ARG 15) Combined June 8, 1918 September 1918 Saizerais 
ARG 15 (formed from #83) Saizerais (coordinates 
(seen also as Gonio #15) Combined September 1918 November 1918 376.8-223.1) 
Air-Ground #84 (became 
ARG 16) Combined August 1918 September 1918 Bratte 
ARG 16 (formed from September 1918 
#84) (seen also as Gonio (taken over from Bratte (coordinates 
#16) Combined French) November 1918 388.4—224.8) 
Air-Ground #85 (became 
ARG 17) Airplane compass July 22, 1918 September 1918 Tomblaine 
ARG 17 (formed from #85) Tomblaine/Nancy (coor- 
(seen also as Gonio #17) Combined September 1918 November 1918 dinates 288.0—211.2) 
Air-Ground #86 Airplane compass July 18, 1918 August 6,1918 Lunéville 
Air-Ground #87 Airplane compass July 18, 1918 August 6,1918 Brouville 
Early September September 13, Corniéville (co-located 
Gonio Tractor 121 Mobile tractor 1918 1918 with Air-Ground #81) 
Mid-September 
1918 October 1918 Hattonville 
October 1918 October 1918 — Ville-sur-Tourbe 
November 6, November 13, 
1918 1918 Saint-Morel 
September 13,  Royaumeix (co-located 
Gonio Tractor 122 Mobile tractor July 25, 1918 1918 with Air-Ground #82) 
Mid-September Early October 
1918 1918 Verdun 
October 1918 October 1918 — Avocourt 
November 8, November 13, 
1918 1918 Montfaucon 
Early September September 13, — Saizerais (co-located 
Gonio Tractor 123 Mobile tractor 1918 1918 with Air-Ground #83) 
Mid-September Early Novem- 
1918 ber 1918 Verdun 
November 9, November 13, 
1918 1918 Saint-Juvin 
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Officer. Photographic Collection, 111-SC-32594 


smaller. The first American-operated stations were 
established in early June 1918 at Corniéville, Royau- 
meix, and Saizerais.'*” Royaumeix served as control 
and was connected by telephone to Toul and to the 
headquarters of the French VIII Army.’ 

The techniques for airplane compass work were 
first developed by the French Army’s radiogoniom- 
etry bureaus.’”' Stations were connected to other 
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Radio Section Aero Ground Gonio Station #81, Corniéville, France. NARA CP, RG 111, Records of the Chief Signal 
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stations of the same type and would take bearings at 
the same time on the same target. When the loca- 
tion of the enemy plane, usually observation aircraft, 
was determined, the stations reported this informa- 
tion to a chase, or pursuit, squadron by a direct tele- 
phone line. US or French aircraft would be launched 
to “take immediate steps to combat” the aircraft.'”” 
Some of the operations logs of the 94th Aero 


Squadron for May 1918 document the fact that the 
pursuit groups were indeed being alerted by wireless 
intercept, probably by stations operated jointly by 
the French and Americans, but these sparse records 
do not provide a great deal of detail.’?? The bear- 
ings were also sent to Charles Matz’s outpost of the 
G2A6 in Toul, where they were further analyzed.’ 

At first the pursuit squadrons were slow to 
appreciate the utility of these warnings. On July 
5, 1918, Matz documented multiple alerts report- 
ed to the 2nd Pursuit Group at 1257 and 1320. 
Although the station operators followed the air- 
craft and saw the shells falling, and then heard the 
aircraft reporting a dozen direct hits on target, no 
American or French aircraft launched in response 
tothe alert. 

Eventually the AEF Air Service came to appre- 
ciate the warning provided by these stations. Ballard, 
in charge of the three air compass stations, explained 
that “it was somewhat like turning in a fire alarm, 
for very soon after giving the alert the chase planes 
would pass over” the station.'”° 

With the establishment of the First Army 
in September 1918 and the move to more mobile 
operations, the seven aero gonio stations merged 
with radio gonio operations, and their equipment 
and personnel assigned to combined air and ground 
direction-finding efforts at five fixed stations and 
three mobile stations. Over the course of the war 
about 177,000 bearings were taken on enemy radio 


stations.!9” 


Goniometric Tractors 


The first gonio tractor, devised and assembled 
by the Signal Corps Research Laboratory in Par- 
is, was co-located with the gonio control station 
at Royaumeix on July 25, 1918. It was a standard 
Signal Corps radio tractor fitted with goniometric 
apparatus. The vehicles also had radio transmit- 
ters (undamped wave) so they could radio in their 
reports. By September, two more tractors were 
equipped and ready to deploy. A decision was made 
in late September that no more tractors would be 
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built, but the equipment would be installed on a 
two-wheel trailer instead’”* (see photo). 

The tractors were first co-located with three 
air-ground gonio stations (Royauxmeix, Sazerais, 
and Corniéville) with the intent to deploy dur- 
ing the St. Mihiel battle, but only one was needed 
as the American line advanced. All three tractors 
were later sent to the Verdun Sector to support the 
Meuse-Argonne offensive. At one point, all three 
tractors had problems at the same time—one with 
a faulty magneto, another with a broken clutch, and 
the third with a smashed steering gear. However, 
the operators managed to get all three trucks on the 
road when the order was given to advance.’” 

The goniometric tractors were an American 
innovation and well-adapted to serve the Radio 
Section at a time when the war was changing from 
one of fixed front lines to a front line continually in 
motion. As with the fixed intercept and goniometic 
stations, their placement was determined in consul- 
tation with the G2A6.?° 

Lieutenant Richard Richbourg was key to get- 
ting the three tractors set up during the Meuse- 
Argonne campaign. The stations moved forward 
as the Americans advanced, with final locations at 


Montfaucon, Saint-Juvin, and Saint-Morel.?” 


Aero Intercept 


In January 1918, Moorman, in consultation 
with Loghry, had declined to install aero intercept 
(or air compass) stations on the then quiet Verdun 
front since the French were furnishing their data to 
the G2A6. The lack of activity in that sector, at that 
time, would not give the Radio Section men much 
practice (see table 8).7° So it was not until July 1918 
that the Radio Section took over two French aero 
intercept stations and soon added a third. Aero 
intercept stations collected messages sent by enemy 
airplanes; they passed alerts to the AEF Air Service 
in Toul and sometimes were directly connected with 
French air pursuit squadrons. Photo following table 
8 shows the station at Royaumeix. 

These stations were larger and more substantial 
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Radio Section Gonio Tractor (probably 122), October 22, 1918. While the photograph's caption says this was 
taken "near" Montfaucon, France, the tractor was located in Avocourt on October 22 and did not arrive at Mont- 
faucon until November 8, 1918. NARA CP, RG 111, Records of the Chief Signal Officer. Photographic Collection, 
111-SC-37513 
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Table 8. Aero intercept stations 


Designator Start date End date Location 
Aero Intercept #1 June 14, 1918 September 1918 Royaumeix 
Aero Intercept #2 July 22, 1918 September 1918 Tomblaine 
Aero Intercept #3 July 25, 1918 August 6, 1918 Lunéville 
Aero Intercept #11 November 1918 November 1918 Verdun 


Note: Start date reflects American presence. Many of these sites had been used by the French Army before the 
AEF Radio Section arrived.”” 
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Radio Section Aero Intercept Station #1, Royaumeix, France, June 18, 1918. NARA CP, RG 111, Records of the 


Chief Signal Officer. Photographic Collection, 111-SC-032588 


facilities than the radio intercept stations. There is 
no evidence that the facilities themselves moved, 
although the equipment within moved when a sta- 
tion was discontinued. The first American aero 
intercept station opened at Royaumeix on June 14, 
1918, and was co-located with an air-ground gonio 
station. The location of this and other such stations 
was a collaborative decision between the AEF and 
the radio officer of the French VIII Army. In July 
1918, the Radio Section took over two French aero 
intercept stations: one at Tomblaine and one at 
Lunéville. 


Just two days after the Royaumeix station 
opened, those operating the station faced what would 
be the most dramatic incident of their three-month 
operation. On the morning of June 16, the village 
of Royaumeix was under steady fire, with 12-inch, 
high explosive shells falling all around the station. 
Shell fragments came through the walls of the sta- 
tion and the barracks. Despite the constant threat, 
Master Signal Electrician (later Second Lieutenant) 
Ballard, in charge of the new station, stayed at the 
telephone, where he was calling in the day’s report. 
His commander, Captain George Henyan, reported 
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that shell fragments went through Ballard’s cap, 
hanging on the wall beside him, and under the tele- 
phone in front of him. Ballard remembered that his 
hat was on his cot, and that it and the blankets were 
cut up by the shell fragments “as though they were 
tissue paper.” A picture taken on June 18 shows sta- 
tion personnel gathered around (and in) a shell hole 
near the station.” 

Alerts from Royaumeix were passed by telephone 
to the AEF Air Service in Toul. Tomblaine was 
directly connected with French air pursuit squadrons. 
The intercept often contained intelligence on areas 
that were to be shelled and were used to provide 
warnings to Allied troops. It was also sometimes pos- 
sible to determine, using the call signs transmitted 
and the location of the plane, which batteries were 
about to fire; operators would notify the appropriate 
counterbattery officer. If the operator could deter- 
mine the target for attack from the communications, 
they would notify the troops about to be shelled.?” 
This technique worked very well in the quieter Toul 
Sector; however, in the Verdun Sector, it was impos- 
sible to maintain the wire connection between the 
intercept sites and direction-finding stations due to 
the continual, intense shell fire. Work of this type was 
of value on the British front, when there were only 
small changes in the front line, but it was assessed 
to be of less value to American forces in sectors that 
were very quiet or very mobile.“ 

These stations kept track of individual planes; if 
a plane was known to consistently get results despite 
interference, it would be marked in red. A plane 
with an “easily frightened” pilot or excitable observ- 
er who failed to call shots was indicated by yellow. 
There were other colors used, but no records of their 
meanings survive. The chart showing the planes and 
their tendencies was hung where the intercept oper- 
ator could see it, and when a plane became active, he 
could immediately determine whether it was worthy 
of attention.7” 
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Control Stations 


Control stations (see table 9) performed a mis- 
sion that today we would call communications 
security (COMSEC) monitoring since they lis- 
tened to American radio traffic for “insecurity.” The 
first control station was established at Toul on July 
11, 1918, after it was found that the radio inter- 
cept sites, listening for German traffic, were hear- 
ing many American radio messages that were not 
encoded. This intercept went to the G2A6, which 
had an officer dedicated to recording and report- 
ing communications security issues (see chapter 8). 
The first station at Toul copied damped wave mes- 
sages and was soon joined by another station copy- 
ing undamped wave messages. The stations reported 
messages sent in the clear and “on several occasions 
succeeded in nullifying slips which might otherwise 
have been disastrous, if continued.” 

Additional stations were set up in Toul and 
Souilly as the AEF moved into active operations in 
September 1918. 


Press Intercept 


The press intercept station at Chaumont was 
part of the Radio Section (see table 10); collec- 
tion was analyzed by the G2A6 (where any coded 
messages were deciphered) and then shared with 
the other intelligence departments in the G2. This 
station monitored high-power radio stations; these 
stations transmitted not only press but diplomatic 
traffic, naval traffic, and official government com- 
muniqués. The operators performing this work did 
not face the same challenges as the radio intercept 
operators closer to the front since they largely moni- 
tored stations that used known call signs, frequen- 
cies, and scheduled broadcasts; however, it required 
experienced operators who could provide fast and 
accurate copy.”!! 

The station at Chaumont opened in September 
1917 and remained operational until the AEF left in 
1919; at its peak it had a staff of 13 people. It was 
initially set up in Building A but moved to another 
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Designator Radio wave type Start date End date Location 

American Control #1 | Damped wave July 11, 1918 Probably October 1918 Toul 

American Control #2. Undamped wave September 1918 November 1918 Souilly 
Late July or early 

Toul Control #1 Undamped wave August 1918 November 1918 Toul 

Toul Control #2 September 1918 November 1918 Toul 
November 1918 November 1918 Euvezin 

Souilly Control #1 August 1918 Souilly 

First Army HQ_ 

Control September 20, 1918 November 1918 Souilly 

Table 10. Press intercept stations” 

Designator Start date End date Location 

HQ press intercept station July 1917 Early 1919 Chaumont 

Press #1 Probably mid-1918 September 17, 1918 Toul 

Press #2 September 20, 1918 November 1918 Souilly 


site north of the main complex due to interference.” 
But by the end of October 1918, electrical interfer- 
ence from telephone wires began to interfere with the 
quality of the intercept at the second location. Plans 
were made to move this station to a building some 
distance away, but they were canceled after the Armi- 
stice.’’ Press intercept stations were also established 
in Toul in mid-1918 (but discontinued on September 
17) and at Souilly on September 20, 1918.74 

Among the more important messages intercept- 
ed by the station at Chaumont were the early August 
1918 messages in General Kress von Kressenstein’s 
homemade cipher and the messages from General 
von Mackensen sent from Bucharest, Romania, in 
early November. See chapter 11 for details on these 
incidents. 


After the Armistice 


After the Armistice, the Radio Section was 
quickly dismantled; all stations were closed by 
November 25,1918. The detachments of men serving 
the First and Second Armies left the field and came 
to Toul. Fifty emergency operators were retained to 
handle the proposed intercept stations for the Third 
Army. Men not transferred to the Third Army field 
battalion were assigned to the 12th Service Com- 
pany. The original plan had been to establish three 
stations—intercept and press—for the Third Army, 
under the command of Ernest Thompson; while 
Thompson and 10 men are known to have gone to 
Coblenz, Germany, no details are known about their 
operations. Some of the men were moved to other 
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Conclusion 


Despite the steep learning curve imposed by the 
subject matter and the lack of practical experience 
of the soldiers arriving for duty, the Radio Section 
managed to establish a surprisingly complex and 
well-thought-out system of collection in little more 
than a year of operation. The section was just gear- 
ing up when the Armistice took effect; 214 men (43 
percent of the men listed as assigned to the unit) had 
arrived in October and November 1918 and were 
still in training. About 280 men did the work dis- 
cussed in this chapter.” 

Without these men operating the signal collec- 
tion facilities, the G2A6 would have had no messag- 
es to break. First named the Radio Intelligence Sec- 
tion (until that caused confusion with the G2A6’s 
name), Radio Section personnel were closer to the 
front than most cryptologists. Their headquarters 
in the Marceaux Barracks in Toul was well placed 
to support collection efforts for both the Baccarat 
Sector and the southern St. Mihiel salient. The 
location of intercept and goniometric (direction- 
finding) stations was determined collaboratively by 
the AEF and the French II and VIII Armies. The 
Americans were at first dependent on the guidance 
of the French but were keen on the job and rapidly 
developed skills and techniques. 

Moorman, on November 26, 1918, commended 
the work of the Radio Section, noting “the assis- 
tance given by Colonel Krumm and Major Loghry 
has been so much beyond what could reasonably 
have been demanded of them that it seems proper 
they should be specially mentioned.” Krumm had 
“made a careful study of the needs of our section 
and done everything he could to help us on all occa- 
sions.” Loghry “worked without regard to hours or 
personal comfort, and by his energy and enthusiasm 
has inspired all his men to the greatest effort. He has 
been able to work with the French without friction, 
has secured their help and cordial co-operations, 
and has shown the greatest ingenuity in meeting 
emergencies and overcoming unforeseen difficulties. 
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During the war he advanced from grade of master 
signal electrician to that of major, and has conducted 
himself at all times in a manner which is a credit to 
himself and to our service.”?!” 

Krumm later declared that “every move the ene- 
my made after January 1918 was observed and fol- 
lowed by American radio intercept, radio goniomet- 
ric (compass stations) or ground listening stations” 
and that radio intelligence was “one of the most 
trustworthy aids to the operations of the Ameri- 
can army. Information was obtained by these means 
which could not have been secured in any other 
manner and the stations also continually served to 
check information received from other sources.”?"8 

The effort was unprecedented and could not 
have been accomplished without the work done by 
the French Army. The procedures and techniques 
developed by the Radio Section during World War 
I provided the foundation for signal collection work 
for the remainder of the twentieth century. 
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CONCLUSION TO PART THREE 


he matrix-managed system of the 

American Expeditionary Force’s (AEF’s) 

Radio Intelligence Section (G2A6), 

Radio Section, and Code Compilation 
Section worked well. Whether this was due to good 
design and good communication between the par- 
ties or just fortuitous can be debated. It is more 
likely that the joint success of the G2A6, the Radio 
Section, and the Code Compilation Section can be 
attributed to a combination of the obscure nature of 
the work and the personal connections between the 
men running the three organizations. Frank Moor- 
man, while technically an officer of the Coast Artil- 
lery branch of the army, was a graduate of the Army 
Signal School and had deep connections with the 
two other army cryptologic talents of that era, Park- 
er Hitt and Joseph Mauborgne. Robert Loghry, a 
Signal Corps veteran, almost certainly was known 
to both Moorman and Hitt from their shared time 
at Fort Leavenworth; it is hard to believe that the 
men had never interacted or discussed Loghry’s 
Alaskan adventures.’ Major Howard Barnes was 
an outsider to this army world but appears to have 
fit in and sought out the advice and guidance of 
Moorman and Hitt. Though not an official part of 
any of the three cryptologic organizations, Hitt, the 
most famous cryptologist of that era, was always 
willing to contribute where he could.” 


Perhaps the cryptologic functions of the AEF 
succeeded because their leaders recognized that they 
were starting from scratch, from the ground up, and 
they did not resent taking British and French advice. 
It is likely that few in the AEF hierarchy understood 
the role of cryptology; there was no sense of owner- 
ship by any of the branches of the military (except, of 
course, the Signal Corps), and they were given free- 
dom to do what was best. 

Radio intelligence faced challenges and obsta- 
cles in providing direct combat support, and it was 
often difficult to ensure the intelligence made it to 
those who needed it in a timely manner. Certainly, 
the level of support to operations was not that of the 
extensive communications intelligence work accom- 
plished during World War II. It was not real time— 
although turnaround times of one to three hours for 
warning was not bad at all for that time. From the 
relative comfort of Chaumont and Toul, where there 
was time for some relaxation, to the slightly less 
comfortable quarters at Souilly, the analysts learned 
(or developed) their craft to make the best possible 
use of the intercept they received. 

There was immediate recognition that the 
United States was unprepared cryptographically to 
protect their military secrets, and there was a valiant 
effort to minimize damage from insecure communi- 
cations. The variety of codes prepared possibly caused 
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some confusion at some levels, but the trench code 
effort enabled compromised codes to be replaced 
rapidly. Communications security, despite the best 
efforts of the codemakers, was always a problem, 
resulting in many communication compromises. No 
one expected perfection, and the best efforts of the 
codemakers and those monitoring American com- 
munication could not, in just 11 months, effect the 
changes in procedure and mindset required to secure 
the system. It was a valiant effort all the same. 
Collection efforts involved acquisition and 
deployment of technology, as well as training of 
men, on an unprecedented scale for the US Army. 
The majority of the Radio Section’s officer corps 
had little or no prior military service but had practi- 
cal experience with telephones, telegraph, and radio. 
The enlisted men were chosen, when possible, for 
their abilities in German. The men of the organiza- 
tion maintained a high sense of adventure, displayed 
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coolness under pressure, and were able to fend for 
themselves when they had to do so. 

The wise selection of personnel, unstinting sup- 
port from the French and British services, and the 
dedication and hard work of all involved made the 
American cryptologic effort on the Western Front a 
decided success. 


Notes 


1. Hitt had also spent time in Alaska, although not 
with the Signal Corps, and undoubtedly would 
have been interested in Loghry’s work. 

2. The role of Hitt in the cryptologic work of the 
AFF is explored in greater depth in a book writ- 
ten after this monograph was complete. See Betsy 
Rohaly Smoot, Parker Hitt: The Father of Ameri- 
can Military Cryptology (Lexington: University 
Press of Kentucky, 2022), 90-94. 


PART FOUR 


Cryptologic Challenges and Success 


INTRODUCTION TO PART FOUR 


Cryptologic Challenges and Success 


ew today can enumerate the significant 

and concrete successes of the US cryp- 

tologic organizations during the First 

World War—either in the United States 
or in France. There were a plethora of overlapping 
organizations, and many of the success stories were 
anecdotal. Establishing a complex cryptologic sys- 
tem from scratch was a grand accomplishment and 
an expensive effort, but can it be said that the work 
made a difference to the course of the war? How did 
the new discipline of radio intelligence effectively 
support the American Expeditionary Forces (AEF) 
combat operations and defend the homeland from 
threats? How did it provide information to decision 
makers? 

When radio intelligence is written about in 
accounts of the war—and these stories rarely appear 
outside Signal Corps channels or later works focused 
on cryptology—there are typically five stories that 
are always recounted. First of these is the March 
1918 recovery of the new German code. There are 


three stories about intercepted messages (two in 
April 1918 and one in June 1918), and finally the 
claim that direction finding and traffic analysis pro- 
vided the deciding bit of intelligence that convinced 
General Pershing to proceed with the September 12, 
1918, St. Mihiel offensive. On the home front, much 
is written about MI-8’s (the Code and Cipher Sec- 
tion's) ability to uncover spies and saboteurs using 
codes and ciphers. 

This section pulls the most significant of these 
stories out of the organizational records and jour- 
nalistic accounts, links disparate tales together, ana- 
lyzes their significance, and presents them in rough 
chronological order so that the reader can under- 
stand the breadth of cryptologic success across the 
entire system. Some of these stories are referenced in 
part two, but they are examined here as a standalone 
record of success—independent of organization— 
in three areas of cryptology during this era: radio 
intelligence, communications security, and the little- 
recognized work of radio deception. 
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HEADQUARTERS AMERICAN EXPEDITIONARY FORCES, 
THREE NUMBER CODE jw 
A. SOUILLY 00140 


March 11, 1916. 
wt a An vo X2 “sah | 
00:85 ORT=18 64s ae 792 240 245 068 632 781) AA 
ais 669 688 804 


Aeilie VERLIFFERU WS, 
00:53 XB v AN gora8 OHI-IS 8 AY up 


00725 
Sew 
RVD 


G2A6 listing of the first messages intercepted in the German three-number code (see ch. 11). National Archives 


and Records Administration, College Park, Record Group 120, Records of the American Expeditionary Forces, Entry 
105, Box 5749D 
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CHAPTER 11 


Radio Intelligence 


his section explores, chronologically, the 

most significant accomplishments of the 

American effort in radio intelligence— 

what today is called signals intelligence— 
during the war. It does not extend to cryptologic 
breakthroughs after December 1918. Each event is 
attributed to the participating organization (whether 
in the United States or France) and the contribut- 
ing subdiscipline of radio intelligence (cryptanaly- 
sis, traffic analysis, direction finding, collection). For 
each item I have listed both the organizations that 
participated in the effort and the analytics subdisci- 
plines that made the most significant contribution. 
Organizations are listed in the order they appear in 
the narrative; subdisciplines are listed alphabetically, 
not in order of importance to the effort. Though in 
all cases communications had to be collected, collec- 
tion is only listed as contributing if the work was of 
special note. 

While existing postwar accounts have identi- 
fied several of these accomplishments, my research 
discovered additional examples. There are other 
achievements that still require research. For example, 
I have not been able to correlate the identification 
of German airplanes and their communications with 
artillery units to successful American or French air 
pursuit missions or warning to units targeted by 
German artillery despite indications in the records 


that this intelligence provided warning and allowed 
for counterbattery work on the part of the American 
Expeditionary Forces (AEF). If relevant records can 
be located and analyzed, they will certainly provide 
additional data on the level of success of the AEF 
radio intelligence effort. 

I found it possible to document actionable intel- 
ligence in the form of strategic and tactical warn- 
ing based on analysis of radio, ground telegraph, and 
telephone intercept. The intelligence was extracted 
from German communications by breaking codes or 
ciphers, conducting traffic analysis, and using direc- 
tion-finding technology. Analysis of the changing 
German use of code and cipher—such as the intro- 
duction of the ADFGX (later ADFGVX) cipher sys- 
tem in early March 1918 (not included here because 
it was a French breakthrough) and the appearance of 
the German three-number code a week later—pro- 
vided a strategic indication of an imminent offensive, 
which came on March 21.! Attention to detail in the 
analysis of the radio traffic—looking for details of 
changing communication plans, call signs, and code 
and cipher systems—provided essential clues to the 
larger intelligence picture. 

Radio intelligence was essential to the officers 
responsible for constructing the day-to-day Ger- 
man order of battle.? Unit identification and loca- 
tion provided by analysis of radio traffic, combined 
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with information collected through other forms of 
observation and interrogation of prisoners, provided 
the in-depth knowledge commanders needed to 
face the opposing force. These contributions are not 
enumerated in this section, for while it is conceiv- 
ably possible to extract the information from radio 
intelligence reports and link it to the daily order 
of battle reporting, it would be a time-consuming 
effort to provide statistical evidence that supports an 
already acknowledged fact. 

But radio intelligence and cryptanalysis were 
important not just in France. There were significant 
achievements by the army’s Military Intelligence 
Division (MID) on the home front that are includ- 
ed in this examination of successes and challenges. 

As is true in any war where signals intelligence 
plays a role, it is not the cryptologists who win the 
battle on the ground, on the sea, or in the air. But it 
is the timely information intelligence provides to the 
war fighter that influences the course of the action. 


Zeppelin L-49 and German 
Codebooks, October 1917 


AEF G2 


Acquiring and analyzing collateral informa- 
tion. On October 20, 1917, French pilots from 
Escadrille 152 forced the German naval Zeppelin 
L-49 to slowly descend. It landed at Bourbonne- 
les-Bains, France, about 33 miles southeast of AEF 
headquarters at Chaumont (see photo). Dozens 
of officers and men from Chaumont came to the 
scene. Among them, Colonel Richard Williams, 
searched the ship for codebooks and then realized 
that the crew of the airship may have tossed mate- 
rial, including the codebook, overboard. A detail of 
men searched the path that L-49 had followed and 
collected approximately 20 sacks of torn paper.* 

The material was brought back to Chaumont, 
and Williams and his men worked through the 
night to try to assemble the pieces. Captain Samuel 
T. Hubbard of the G2A1 (the Order of Battle Sec- 


tion) wandered in about midnight and recognized 


272 


some of the paper as charts, including a code chart 
providing the key to the codes that gave submarine 
positions. At some point, one of the men turned in 
a small notebook that he had intended to keep as a 
souvenir. The team discovered it not only had pho- 
tographs of every German surface ship and subma- 
rine, but the call letters for each and a key to how the 
call letters changed.* 

Hubbard, in his memoirs, recounts his trip 
to London to personally deliver the material to 
Admiral William Sims and Admiral Sir William 
Reginald Hall of the British Royal Navy. Accord- 
ing to journalist Thomas M. Johnson, Hubbard’s 
trove of cryptologic material was used by the Brit- 
ish Admiralty to work against German submarines. 
Writer Fletcher Pratt called this event “one of the 
two greatest cipher coups of the war,” the other one 
being an intercept purportedly made by the 42nd 
Division in June 1918.° 

This dramatic story is frequently referenced in 
tales of US cryptology during World War I, although 
the incident in and of itself was not of a cryptologic 
nature. Whether or not the material recovered from 
L-49 actually did assist the British in tracking Ger- 
man submarines, the event is an important one. It 
shows that, even in the early days of the American 
experience in World War I, officers were alert to the 
fact that code keys and call signs were essential ele- 
ments of information that would assist in the broad- 
er intelligence picture. 


Messages from Nauen, January- 
February 1918 


Navy, MI-8, AEF G2A6 


Cryptanalysis. Two code messages, designated 
Message 1 G and Message 42 D, transmitted by the 
high-power Nauen radio station in Germany and 
intercepted by the US Navy station at Otter Cliffs, 
Maine, were intercepted more than 60 times in Jan- 
uary and February 1918. They were sent without 
address or signature. Back in Washington, MI-8, 
the Military Intelligence Department Code and 
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German Zeppelin L-49, October 21, 1917. National Archives and Records Administration, College Park (NARA CP), 
Record Group (RG) 111, Records of the Chief Signal Officer. Photographic Collection, 111-SC-005777 


Cipher Section, diagnosed these messages as using 
a dictionary code based on the English-French half 
of Clifton’s Nouveau Dictionnaire Francais and sus- 
pected that they were sent by the German Foreign 
Office and intended for Mexico, possibly for Ger- 
man secret agents. Message 42 D, sent at least 64 
times between January 23 and February 2, offered a 
bribe of 10 million Spanish pesetas to the Mexican 
government in exchange for that country’s neutral- 
ity. Message 1 G discussed a loan, plans for arms 
sales, and negotiations with Japan. Nothing ever 
came of these plots. The messages stopped abrupt- 
ly after the code was solved by MI-8. Herbert O. 
Yardley, when writing The American Black Chamber, 
suspected a German spy within his own organiza- 
tion as the cause for the sudden halt in messages, 
but no specific accusations appear to have been 
made.° Solution of these messages was, at the time, 


considered some of the most important work done 
by Yardley’s organization.’ 

The AEF also intercepted these messages 
from Nauen. G2A6 analysts in France noted that 
Message 42 D had an October 1917 date but was 
repeated without change of dates on December 29, 
1917. Message 1 G was dated January 4, 1918 and 
repeated with a change of date on January 5. Their 
conclusion was that the messages might be for a 
German secret agent in a hostile or neutral country 
or even in the United States. The G2 forwarded the 
messages and their analysis to MI-8, explaining that 
“due to lack of personnel and the necessity of put- 
ting most of our time on trench codes we have been 
unable to give this particular cipher much attention. 
The French are much interested in its solution, but I 
am told that neither they nor the British have made 


anything out of it up to the present time.”® 
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Solution of the German Three- 
Number Code (Schluesselheft), 
March 1918 


AEF G2A6 and Radio Section 


Cryptanalysis, Collection. 

March 13 - Solved first words in new num- 

ber code. We found a telegram in new code 

which was answered by receiving station in 

old code: “Not understood ... send in old 

code.” The same message was then found 

among the three letter telegrams in old 

code. By comparing the two we solved 11 

groups and sent first list to French the next 

morning. We also sent a telegram on the 
evening of the 13th calling attention to the 
three telegrams.’ 

The solution of the German three-number 
code is the most widely publicized American cryp- 
tologic success of World War I. The account given 
in the publicly disseminated 1919 “Report of the 
Chief Signal Officer” was repeated in magazines 
and newspapers for many years. Those who were 
there, including Frank Moorman (G2A6), Louis R. 
Krumm, and Robert Loghry, wrote about it for the 
public and lectured on the subject to army officers.'° 

Ten days before the beginning of the 1918 Ger- 
man spring offensive, on the evening of March 10 
and then more widely on March 11, the German 
Army began using the Sch/uesse/heft, a three-number 
enciphered code designed specifically to be used for 
communications within the danger zone of three 
kilometers from the front line. The code was also 
used for communications going into and leaving this 
zone.! 

The codebook itself was a simple one where the 
code groups were listed in numerical order against 
a list of alphabetically arranged words, phrases, and 
numbers. The codebook did not change; the code 
groups were enciphered with a “Secret Key” (geheim- 
klappe) on the last page of the book. The secret key 
had two 10x10 tables labeled 0-9 on both axes; the 
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100 squares were filled with two-digit numbers 
(from 00 to 99). These keys were produced at the 
division level and distributed as needed. To enci- 
pher the code, the sender took the first two of the 
three numbers of the code group, found the first of 
those digits on the vertical axis, and then located the 
second number on the horizontal axis. The number 
found in the box where the axes crossed replaced the 
first two digits of the code group. The third number 
in the code group remained unchanged. Although 
the code was designed to be enciphered, the instruc- 
tions permitted its use without encipherment when 
it was determined that “special secrecy” was not 
needed.” 

There were only 18 men assigned to the G2A6 
on March 11—11 officers and seven clerks. But 
Hugo A. Berthold and J. Rives Childs had gone 
to London and then Paris on February 27. Childs 
would return late in the day, but Berthold would 
remain in Paris until the next week. Charles Matz 
had been sent to the hospital the day before.’ Army 
Field Clerk Henri C. Jacques, who had arrived on 
February 24, had been in the hospital since February 
27. Captain Herman E. Osann had arrived just two 
weeks before and was likely not fully up-to-speed."* 
Moorman was in Chaumont, but generally left 
direct supervision of operations to Berthold. Lieu- 
tenant Philip B. Whitehead was in charge of opera- 
tions when Berthold was away.’ The office did not 
yet have a fixed structure; assignment of individuals 
to specific problems shifted as new men arrived. Of 
the 11 officers, Berthold, Lee West Sellers, Matz, 
Whitehead, John A. Graham, Childs, and Robert 
Gilmore had all worked on various code problems, 
while Erwin Falk and Wesley J. Ladwig focused on 
intercept, direction finding, and traffic analysis."° 

Radio intercept stations collected many mes- 
sages on the morning of March 11 (see listing in 
part four introduction). The German code change 
led to the implementation of new procedures for 
forwarding intercept to the analysts. All messages 
intercepted from stations at Ansauville, co-located 
with the 1st Infantry Brigade of the 1st Division, 


were telegraphed to the G2A6. Beginning on March 
12, the American radio intercept sites in the Verdun 
Sector, then located at Froidos and Landrecourt, 
sent their traffic via the French Army telegraph ser- 
vice; they had exclusive use of the French line from 
Souilly (headquarters of the French IT Army) to 
Chaumont each day between 1300 and 1400. Mate- 
rial from Landrecourt (about seven miles away) and 
Froidos (about 10 miles away) was probably deliv- 
ered to Souilly by courier.!’ French intercept from 
the French site at Souilly might have been sent to 
Chaumont at the same time; traffic had been shared 
since December 1917. 

The traffic from the American and French sta- 
tions in the new code began to reach Chaumont on 
March 12. On March 13, three messages between 
two stations using calls signs AN and X2 collected 
at the French station at Souilly in the early morn- 
ing hours of March 11 caught the attention of the 
analysts. The first message, sent at 0040 from X2 
to AN, was in the new three number code. Just 12 
minutes later, at 0052, AN replied to X2 using a 
different, three-letter, code. The three-letter code 
was immediately recognized as being what the 
Americans and French called Fritz 23, a code of the 
KRU type used in the G Sector of the front (see 
appendix C). The second message revealed that AN 
could not decode the initial message and asked that 
it be retransmitted in the old code. X2 quickly com- 
plied, and Souilly copied the message, sent in Fritz 
23, at 0057. As William Friedman later declared, “it 
seemed almost too good to be true.”* Moorman lat- 
er used this story as a cautionary tale about follow- 
ing rules when coding messages—never transmit a 
message in both new and old code—and noted that 
the German who repeated the message in the old 
code “must certainly have cost the lives of thousands 
of Germans.”” The first solutions were immediately 
telegraphed to the French Cipher Bureau and sent 
to the British by plane, providing the Americans 
with a “big scoop.””° 

Journalist William E. Moore’s account of the 
solution of this code, “The Jerry Who Spoiled the 
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War,” appeared in The American Legion Weekly on 
September 1, 1922, and described the reaction in the 
G2A6 to the solution in a lively manner: 

With the same report of progress in his 

hand Major Moorman, chief of the section, 

left the building and proceeded across the 
parade ground facing General Pershing’s 
office to the small building at the right of 
the entrance gate. Above this building flew 

the Union Jack. It housed the British mili- 

tary mission at American GHQ. ‘I have 

here a partly deciphered message in the new 

German code,’ Major Moorman told the 

chief of the British Mission. ‘Right-o’ cried 

the Englishman. “Leftenant Smith is leav- 

ing for our GHQ by airplane at once. I shall 

send it along.’ Within an hour from the 
time Major Moorman left the Glass House 

the British code experts were at work on the 

duplicate message with Captain Berthold’s 

partial solution to guide them.”! 

But Moore’s account of the entire story has so 
many inaccuracies that it must be used with care. 
Moore and others, including some official accounts, 
conflate the March 13 date of solution of the code 
with the day that the key messages were intercept- 
ed. However, the G2A6 report, written by Fried- 
man, clearly dates the intercept to March 11, and 
the office’s logbook reports the solution on March 
13. While Friedman was not present when this sys- 
tem was solved, he had the input of those who were 
there.” 

Records do not reveal who found the initial 
solution to the three-number code. Moore, the only 
postwar writer to name names, says it was Berthold, 
but he was in Paris, not Chaumont. Brigadier Gen- 
eral Dennis Nolan later claimed it was the work of 
Matz; if so, he must have returned from the hospital 
after one day.*? But Moore’s description of the break 
as a group effort rings true, as does the methodical 
approach employed.* Krumm’s account of “all avail- 
able officers and men ... were assigned to its solu- 
tion” seems most likely.” Sellers might have had the 
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lead, as records show he had the most experience 
with the three-letter code series designated Fritz. 

This is a well-known and often recounted Amer- 
ican success. From the perspective of the modern 
cryptologic historian, there remains one problematic 
issue to be resolved. It is claimed that only American 
radio intercept personnel copied the three key mes- 
sages with “sufficient accuracy to be useful.””° Fried- 
man’s work provides partial copies of the intercepted 
traffic, and they are clearly marked as having come 
from Souilly.”” While the Radio Section did have an 
intercept station at Souilly from November 1917 to 
January 19, 1918, the station was moved to Froidos 
on January 20 (as noted in chapter 10). There was 
no American radio intercept station in Souilly from 
January 20 until June 6, so any traffic marked from 
Souilly in March had to have come from the French 
intercept site there. Perhaps the attribution can be 
explained by supposing the Americans were the first 
to intercept this code (Moore says it was the British, 
but this cannot be verified). Conceivably, those writ- 
ing the reports forgot that the station at Souilly had 
moved. Or maybe the station at Froidos persisted in 
labeling its material as Souilly, although that seems 
unlikely. It is a discrepancy that will likely never be 
resolved, but the recognition of the role of the Radio 
Section in this cryptologic success was probably a 
morale boost for the signal collectors. 

Berthold, still in Paris on March 15, sent a 
telegram and a letter to Moorman about what a 
“fine impression” the American solution had made 
with the French Cipher Bureau and noted that the 
French were only able to start their solution work 
with the information provided by the G2A6.” It is 
possible, as Thomas M. Johnson said, that Allied 
ability to read the three-number code meant that 
when the German offensive began on March 21 
“messages were being read all along the line.” But 
while a great number of messages were sent in the 
six remaining months of the war, not many were of 
actual tactical importance, and those typically were 
sent in the early days of an advance or offensive. 
According to Friedman, the great majority of the 


276 


messages were practice or of a “very trivial nature.” 
They were also often lacking identification informa- 
tion, making them not particularly useful for order 
of battle updates.” 

The lack of operational usefulness of this cryp- 
tologic breakthrough does not mean this is not a 
success story. The G2A6, in addition to rapidly solv- 
ing a code problem, was able to quickly leverage the 
Radio Section to increase intercept. The teamwork 
needed to solve the problem undoubtedly helped to 
bond the men together and tested their mettle. On 
March 14, the office began working in three shifts 
to handle the press of work, which prepared them 
for the effort needed when the AEF began com- 
bat operations. This work helped the G2A6 define 
internal roles and responsibilities. The office dou- 
bled in size in the next month, and Moorman made 
organizational and reporting changes on April 1 
that solidified the G2A6 as a functional cryptologic 


organization.*° 


Radio Section Personnel Overrun 
during April 20, 1918, Raid on 
Seicheprey 


AEF Radio Section, 406th 
Telegraph Battalion 


Collection. One of the earliest engagements of 
the AEF in World War I took place at Seicheprey, 
north of Toul, in the St. Mihiel salient. On the 
morning of April 20, 1918, the 26th Infantry Divi- 
sion (the Yankee Division) was surprised by a Ger- 
man attack. 

In March 1918, the Radio Section had estab- 
lished a listening station in no-man’s-land near 
Seicheprey, one of two stations the Americans took 
over from the French (the other was at Marvoisin). 
These stations “were very close to Heaven,” not 
because they were wonderful places, but because sta- 
tion operators had a good chance of getting killed.*! 
In early April, the post moved to a dugout in the 
corner of the village’s cemetery.” 


The Radio Section was short of personnel in the 
spring of 1918, and soldiers from the 406th Tele- 
graph Battalion of the Signal Corps augmented the 
listening station effort. On the morning of April 20, 
Privates Tony Gallo, Almon D. McKay, and Joseph 
J. Grindell of the 406th as well as Corporal Paul D. 
Herrold and Sergeant Eugene Peterson of the Radio 
Section were trapped at their post during a German 
raid. Gallo later remembered: 

The barrages started at three o'clock in the 

morning and kept on advancing. About 

five-thirty or six o'clock the barrage passed 
over us. [he Germans were soon all around 

us, past us and everywhere, but some way or 

other they missed our place. Our station was 

kept working until six in the morning but 
then the noise was so terrific, our lines were 

so shot up, and the Germans were so close, 

that we could do nothing. Our orders were 

to keep the station going as long as possible. 

The day before we had received a Western 

Electric amplifier and telephones and had 

specific orders, in case of an attack or of 

being cornered, to dismantle the station and 
destroy instruments before the Germans 

got hold of them. So we had everything in 

readiness to destroy all instruments. The 

station records I hid under some stones near 

our place. At seven o’clock our station was 

reconnected as the Germans were pushed 

back and imminent danger of their getting 
our equipment had passed. 
The day after the raid our Lieuten- 

ant had searched everywhere, all the field 

hospitals and bases as well, but could not 

locate us. They gave us up as either killed 

or captured but at last they found us and we 

were ordered out and dismantled the station 

entirely. 

The men of the listening station at Seicheprey 
were commended by the Chief Signal Officer Gen- 
eral Edgar Russel for their “coolness, steadfastness 
and resourcefulness under trying conditions.” The 
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AEF suffered 650 dead or wounded, and 100 men 
were taken prisoner as a result of the raid. However, 
the American press hailed the battle as a great vic- 
tory because an American counterattack had recap- 
tured the town. One hundred Germans were killed, 
and the village of Seicheprey was in ruins with not a 
tree or building left intact. 


Postponed April 25, 1918, Raid 


AEF Radio Section and G2A6 


Cryptanalysis, Collection. At 0751 on 
Wednesday, April 24, 1918, the radio intercept site 
at Toul collected a coded message from station TK 
to station 7H, which, from direction finding, indi- 
cated the stations were in the St. Mihiel Sector. The 
G2A6 partially decoded this message, which read: 
“To ... regiment on the left operation postponed 
because weather unfavorable. Regiment X.”* 

Charles Matz delivered the message, in Ger- 
man and English, to Lieutenant William Dearden 
in the G2A1 late on the afternoon of April 24. Matz 
shared his opinion that based on the code used, this 
message probably came from the west side of the 
St. Mihiel salient, likely near Lamorville. Dearden 
called Colonel Williams, liaison to the French II 
Army, about the postponement of German opera- 
tions due to weather. He presumed that Williams 
would understand that the attack might happen 
when the weather got better and did not share all 
the details because he was trying to protect the 
source of the information. However, Dearden did 
tell Williams about Matz’s guess of the location.*° 

When Captain Hubbard came into the G2A1 
office before dinner, he learned of the situation and 
did some further checking on the location. Just 
before 1900, he discovered that the message likely 
came from the south side of the salient, rather than 
the west, for the goniometric bearings had finally 
arrived in Chaumont. Dearden telephoned Colonel 
Williams with an update on the location, although 
Dearden felt that the bearings were vague, but he 
did not want to use the word goniometric on the 
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phone.*” Williams telephoned the French liaison 
officer and on the following morning sent the bear- 
ings in the original German to the I Corps.** 

The next day, April 25, the stations at Toul and 
Toul-A respectively collected the following messag- 
es: at 1325, that the signal for the battery was “blue” 
and, at 1352, that “relief is coming tomorrow.” Both 
provided information on the expected attack but not 
the location.*” Reportedly, Allied forces were able to 
take “the necessary steps to meet the raid,” which 
took place that night.” 

The raid may have been both small and easily 
repulsed, as no account of it has been located. It is not 
known if it took place on the western edge of the St. 
Mihiel salient in the Toulon and Troyon areas, where 
elements of the French II Army were located along 
with elements of the AEF’s 2nd Division, or on the 
southern part of the salient where the 26th Division 
had been dealing with frequent German raids. 

Despite the fact that the warning appears to 
have been successful, problems related to these mes- 
sages demonstrate the difficulties that the G2 was 
having in disseminating intelligence, undoubtedly 
due to the lack of a fixed procedure and reasonable 
security consciousness in using the telephone. The 
message caused some consternation with the French 
who were “all stirred up,” according to what Colonel 
LeRoy Eltinge relayed to the chief of G3 (Opera- 
tions Section), Colonel Fox Conner. The problem 
was the French had received from the AEF a para- 
phrased report that had inexact language. Eltinge 
stressed to the G2 the need for (his emphasis) 
“the EXACT MESSAGE THAT WAS INTER- 
CEPTED.” Apparently, what the G2 relayed to the 
French Corps headquarters, via a liaison officer, was 
along the lines of the following: “From intercepted 
radio it is learned that the enemy postponed an 
attack originally intended for morning April 24th 
which was to have been made under Verdun, on the 
Heights of the Meuse, or west of St. Mihiel.”*' 

Eltinge was also upset because he could not 
reach by phone anyone who could clarify the exact 
wording of the intelligence, and he was frustrated 
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because “everybody was stirred up but nothing has 
or could be done on the account of the lack of pre- 
cise information.” 

Nolan’s deputy, Lieutenant Colonel Arthur L. 
Conger, who was the head of the G2A, immediately 
replied to this criticism. He explained that on April 
25, Hubbard had told him that the French Corps 
headquarters now wanted messages furnished in the 
original German, and Conger ordered this done. But 
on April 26, it was discovered that what the French 
Army actually wanted was to have the messages sent 
directly from the radio intercept stations. Moorman 
ordered this to be done, but there had been a “hitch” 
about how to send them and how they were to be 
addressed. 

More detail was given in memos that Hubbard, 
Dearden, and Moorman provided to Conger, which 
accompanied Conger’s reply to Conner. Hubbard 
explained that he had asked the G2A6 to provide 
at least a sector reference if no locations were given 
and, if not located at all, to make a statement to that 
effect. He also noted the liaison officer request- 
ed that the information be transmitted by phone 
directly to the French II and VII Armies if it came 
in late at night. 

Moorman was notified on the evening of April 
25 that the French thought it “rather extraordi- 
nary” that the Americans had obtained the infor- 
mation, while their own stations, so much closer to 
the source, had not. But they indicated they were 
very pleased to have the details. It is perhaps this 
incident that prompted either a French court of 
inquiry or a board of officers; Moorman much later 
mentioned that the warning of the attack prompted 
the inquiry “to find out why they got that informa- 
tion from the Americans instead of from their own 
stations.”*° Conger mentioned the commander of 
the French II Army investigating “why it was their 
wireless information always had to come from the 
American GHQ instead of being furnished by their 
own wireless, which was considered very superior.”” 

Meanwhile, Moorman recounted that the 
French VII Army liaison officer had called late on 


April 26 to ask if the German text from the radio 
intercept stations at Toul and Ménil-la-Tour could 
be furnished on a routine basis to the French VIII 
Army cipher officer. Moorman agreed to this, passed 
the information to Conger, and asked if the French 
VII Army would also be willing to send the G2A6 
their messages.** 

Despite the confusion, this sequence of messag- 
es was important enough to be included in a sum- 
mary of G2A6 success at the end of the war.” The 
information on the postponement and the barrage 
signal was unique to radio intelligence.*° 


Warning Provided for April 29, 
1918, Raid in the St. Mihiel Sector 


AEF Radio Section and G2A6 


Cryptanalysis, Collection. Just a few days later, 
at 2105 on April 28, 1918, the Toul intercept station 
copied a message transmitted from somewhere in 
sectors G-40 to G-50 (Beaumont to Bezonvaux).*! 
The code was broken by Lee West Sellers by 2355. 
The message read: “To all stations. From One 
O'clock Attack, absolute attention (on part of) wire- 
less stations.”°? Sellers hand carried the message to 
the G2A1 office, hoping to find Captain Hubbard. 
Dearden was on duty.® 

Dearden, assuming that Conger was gone for 
the night and “appreciating the need of immedi- 
ate transmission” to the French, went to the Battle 
Order Section to locate the sector on the map. He 
then tried to call the French I] Army and the French 
VII Army, as instructed. But the telephone opera- 
tor did not have the numbers nor did he know how 
to locate the numbers. So Dearden called the opera- 
tor at Neufchateau, who was equally unhelpful, but 
who noted that Colonel Williams, the American 
liaison officer, had a phone in his room. Dearden did 
not immediately call Williams but tried to remem- 
ber how to contact the French IT Army. Failing that, 
he called the Neufchateau operator again, who con- 
nected him to Williams. Dearden explained the 
situation, provided the location, and read Williams 


CHAPTER 11 


the message in German and in English. It was now 
about 0015 on April 29.°* Williams called Major 
Budd, the intelligence officer of the 2nd Division, 
who passed the message to the French Corps head- 
quarters at Dieu at 0030. The French were prepared 
for the German action, and while I have located no 
further details of the military action, the fact that the 
warning was documented as a success by the AEF 
suggests that the German raid was unsuccessful. 

Regarding this incident, Nolan explained that 
without “a well-organized system for copying, trans- 
mitting, and decoding these messages, the infor- 
mation would have been too late to be useful” and 
remembered that the operator who intercepted the 
message had “no knowledge of the important nature 
of its contents.”°° 

Moorman, too, used this successful warning to 
praise the collectors: 

We found in the work that the hardest job 

was that of the Signal Corps man. He sat 

in a cold station and received groups of let- 

ters quite meaningless to him, put them 

on the wire, and got back a code message 

which he could not understand and did not 

know anything about, so that his work was 

more or less mechanical. By lectures to the 

men who handled this we tried to impress 

on them the importance of the work, even 

though they could not see it themselves. 

The signal corps man handling it did 
not know the importance of the message. 
He was simply obeying orders. The signal 
corps men certainly deserve credit for stay- 
ing with the work and seeing it through. It 
took a kind of skill that is hard to develop 
and hard to find. That is one important 
item when looking for operators for radio 
intelligence work, to get operators to do the 
mechanical work or copying and sending 
messages. At the Army Headquarters they 
maintained a 24 hour service in three reliefs, 
two men on each relief. The result was that 
those men were always busy and had to be 
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familiar with all the different phases of the 

work.°® 

Hubbard would write of this incident 40 years 
later, getting much of the detail wrong (he claimed it 
happened in October and that Dearden first warned 
the 26th Division). Hubbard attributed the success 
not to the G2A6 or the collectors but to the well- 
organized work of the Order of Battle Section.*’ But 
it clearly was a collaborative effort. 


Jager Messages, March-April 1918 


AEF G2A6 


Cryptanalysis. Frank Moorman, in his 1920 
lecture to the MID, was the first to tell the tale of 
a German officer named Jaeger (or properly, Jager) 
who came to visit German units in an effort to 
improve their communications security. Unfortu- 
nately, in every report Jager transmitted back to his 
headquarters, he signed his name using the spell- 
ing code section of the then-current code. Whether 
there were no alternate groups or nulls available 
in this code to help vary the signature, or if Jager 
did not care to change the code groups used for his 
name, is unknown. But the fact that all these mes- 
sages were signed in a distinctive manner was used 
as a crib each time the code’s key was changed. The 
codebreakers at Chaumont knew to look for mes- 
sages that might be signed by Jager, for his spelling 
groups would help pry open the new key.°* Fried- 
man, writing much later, essentially repeated what 
Moorman said.* 

On the evening of March 30, 1918, the radio 
intercept station at Landrecourt copied a message in 
code that, when decoded by the G2A6 on April 5, 
revealed that an officer named Jager had summoned 
all station chiefs as well as one man from each wire- 
less station to report to his location, with their inter- 
cepted messages, at 0900 the following morning. 
On April 9, the G2A6 “Daily Code Section Report” 
contained a comment on another message from 
Jager that “it has been noted that Lieutenant Jager 
frequently issues orders to field stations.” Jager’s 
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messages all emanated from German stations in 
the G Sector. His communications security mission 
cannot be verified from intercept, but Jager appears 
to have had contact with many radio and ground 
telegraphy (TPS, from the French sélégraphie par sol) 
stations about procedures and staffing. 

Jager was not the only officer who signed mes- 
sages, but he may have been the most prolific dur- 
ing March and April (though some of his messages 
were from May). The distinctive 4 in his name, 
transmitted in the code’s spelling system, stood out 
to codebreakers. The daily reports, frustratingly, do 
not identify which code had been broken for each 
message (nor do they provide the code text, only the 
German decryption and the English translation). 
Given the time frame and the sector in which he 
was operating, Jager’s messages were probably first 
sent in the three-letter KRU code Fritz 23 (in use 
from March 1 through April 4), and these were used 
to break Fritz 28, which came into effect on April 5. 
Probably more significantly, the Jager messages pro- 
vided a crib used to break the new KRUS code Jean 
1 that came into use on May 5. 

William Moore, in “The Jerry Who Spoiled 
the War,” gave a dramatic rendition of the story. 
According to him, discipline among the German 
signal troops was growing lax, and Jager was going 
to fix this. Calling Jager a “live wire,” Moore not- 
ed that when Jager left the area, his absence was 
“seriously felt by the Yanks.” Moore dated this 
work to sometime after the German code change 
of March 11, but also explained that the Ameri- 
cans were using listening stations along a line from 
Seicheprey to Flirey. However, Moore was incor- 
rect on this point, as all the Jager intercept came 
from radio collection, not from the TPS collected 
by listening stations.* 

Moore is a problematic source for the modern 
historian. No one knows who supplied the infor- 
mation he used, and J. Rives Childs, when asked 
to evaluate the story, called it a curious mixture of 
truth and fiction.” Not one of these sources con- 
siders that Jager was very unlikely to be coding his 


own messages for transmission but likely wrote his 
report and handed the message over for coding and 
transmission. Perhaps it was not the communica- 
tions security-conscious officer who was making the 
mistake, but a clerk who did not take Jager’s lessons 
to heart, did not care, or, possibly, was playing a joke 
on Jager at the expense of security. 


First Information of New Units in 
the Verdun Sector, May 7, 1918 


AEF G2A6 


Traffic Analysis. Almost nothing is known 
about this incident, a success credited to the G2A6 
in a May 10, 1918, memorandum from Colonel F. 
L. Dengler of the G2A.% But the conclusion that 
German troops were being relieved by new units in 
the Verdun Sector almost certainly was drawn from 
traffic analysis. The “Field Radio Stations Report” 
for the week ending May 9, 1918, noted that radios 
in Sector G-20 in the Meuse West Sector had not 
been active during the week and may have been 
withdrawn. 


Decryption of Lothar Witzke 
Message, May 18, 1918 


MI-8 

Cryptanalysis. Everyone loves a tale of espio- 
nage and spies. On February 1, 1918, a German 
agent named Lothar Witzke, using the name Pablo 
Waberski (see photo), was arrested at the Mexican 
border near Nogales, Arizona. Witzke claimed to 
be a Russian-American returning to San Francisco. 
But investigators discovered a cryptogram sewn into 
the left sleeve of his jacket, dated January 15, 1918, 
which was 424 letters long (see photo). The message 
was delivered to MI-8 in Washington.” 

Witzke was a German naval officer and a sur- 
vivor of the SMS Dresden sinking, and had been 
interned in Chile. He escaped and came to San 
Francisco in May 1916. The German Consul Gen- 
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German agent Lothar Witzke, aka Pablo Waberski. 
NARA CP, RG 165, Records of the War Department 
General and Special Staff, Entry 65, Box 3453 


eral in San Francisco, Franz von Bopp, turned him 
into a spy and saboteur. Witzke implicated himself 
in the July 30, 1916, Black Tom Explosion in New 
York harbor, although his participation in the inci- 
dent has never been proved. Military intelligence 
did link him to the July 9, 1917, Mare Island Naval 
Shipyard munitions explosion." 

Ralph Van Deman later proclaimed the 
decryption of the Witzke cryptogram as “per- 
haps the most spectacular piece of work which the 
Code and Cipher Section accomplished, although 
it was by no means the most important.”*’ Signed 
by Heinrich von Eckardt, the German minister 
in Mexico, the message was addressed to all Ger- 
man agencies in Mexico and directed that Witzke 
be given up to 1,000 pesos in gold and all needed 


assistance. 
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15-1-18 


lrseggiesn nkleznsinm ehneshmppb 


ihuktnaeie tiebaeuera thnoieaeen 
hsdaeaiain ethunneecd ckdkonesdu 
eszadenpea bbilsesooe etnouzkdml 
neuliiurmrn zwhneezvcr eodhicsiac 
niusnrdnso drgsurriec egrcsuassp 
eatersheho etruseelca umtpaatlee 
cicxrnprga awsutemair nasnutedea 
errreoheim eahktmmhdt cokdtgceio 
eefighihre litfiueunl eelserunma 
znai 


mC TD wey ett 
DEC IPHERMENT 


Punkt. 
Strenggeheim Ausrufungs—Zeichen. 


Punkt. 


zuschiessen und seine Code-Telegramme an diese Gesandtschaft 
sularamtliche Depeschen abzusenden Punkt. 
Von Hckardt 


PRAVSLATION 


Very Secret: 


asueasriht hteurmvnsm eaincouasi | 2? eee De 
insnrnvegd esnbtnnren dtdrzbennuk ae ee. ie 
kolselzdnn auebfkbpsa tasecisdgt SGLVD 


Der Inhaber dieses ist ein Heichs~Angehoeriger der unter 
Pablo Yaberski als Russe reist Punkt. Hr ist deutscher Geheim-Avent 


To the Imperial Consular Officials in the Republic of ve 


Exeautive Bivssh 


ary Dp, KEPPsL 
= PAL Tet. Bs 
WAR ¢ LLEGE DIVISION ee ed 
WAR DEPARTMENT er mg AH OM PPPNC oO 
4 bebe ~abt & 
OFFICE OF THE CHIEF OF STAFF = oo 
WASHINGTON 4 agbeiv 


0 WAR 42 ceMent 
Following cipher, dated January 15, 1918, taken from Pablo Waberski: 


" 4918 


a 
seornatupk asiheihbbn uersdausnn : op NUMBER 


4n die Kaiserlichen Konsular-Behoerden in der Republik iiexiko 


dem Namen 


Absatz Ich bitte ihm anf Ansuchen Schutz und Beistand zu gewaehren 
Korma ihm auch auf Verlangen bis zu ein tausend Pesos Oro Nacional vor- 


als kon- 


2160. 


Me bearer of this is an adkerent of the kinsdom (or empire) who 
travels as a Russian under the name of Pablo Vaberski. He is a German 


7 


nm 


becret Agent. | 
I beg you at his demand to supply him protection and support and r 
at his request to rurnish him up to one thousand pesos oro nacional 7 
(iiexican sold) and to Zorvard his code-telegrams to this Legation as 
official consular despatches. 
Von sckardt 
NOf@4: The punctuation is all spelled out in the message as Will 
be seen in the German text. 
The enciphered message carried by German agent Lothar Witzke and its decipherment. NARA CP, 


RG 165, Entry 65, Box 3453 
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Van Deman claimed the message had been bro- 
ken overnight. Yardley remembered Van Deman 
bringing the message to him on a Saturday, several 
days after it was found, and wrote that “on only one 
other occasion had I seen Van Deman, usually even- 
tempered, so exercised over a cipher message.” Yard- 
ley had six copies made and distributed the copies 
to different clerks to do the preliminary work of fre- 
quency counts. He then went to gather more infor- 
mation on Witzke from other areas of MID. When 
he returned, he found “several cryptographers, under 
the direction of Captain [John] Manly,” working 
the problem.” 

But the version offered by John Manly, Yard- 
ley’s deputy, differs quite a bit. Manly explained in 
his essay on the subject that while the message was 
promptly forwarded to MI-8, it did not get imme- 
diate attention because when Yardley received it, 
there was no information about its source or impor- 
tance. The office was very busy, and the staff was 
not adequate for the volume of messages, so this 
unattributed document “was laid aside for attention 
at some more convenient season, and somehow in 
the press of routine business, it was sidetracked for 
a long time.” At some point weeks later, the office 
was asked if they had deciphered it, and only then 
did work begin.” Manly agrees with Yardley that 
the work for the underlying system began on a Sat- 
urday and that there was pressure to complete the 
work that day as the War Department chief of staff 
and members of Congress were due to inspect the 
MID office on Sunday morning. Manly and Edith 
Rickert were the staff members who focused on the 
solution. When they were not finished by 1800 (the 
normal conclusion of the working day), they had 
dinner near the office and came back to keep work- 
ing. They finished by late evening.” 

On Monday, May 20, Van Deman telegraphed 
the Southern Department headquarters in San 
Antonio, Texas, that there was important new evi- 
dence. A full translation of the message was sent to 
San Antonio on Tuesday, May 21, more than three 
months after Witzke’s capture, which places the 
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solution as completed on the evening of Saturday, 
May 18.” 

On July 3, Major Robert L. Barnes, the intel- 
ligence officer of the Southern Department, asked 
Brigadier General Marlborough Churchill, who had 
taken over from Van Deman, to provide the name 
of the person who broke the original message. He 
asked that these individuals be prepared to testify 
at the trial.’ On July 13, Churchill apprised Barnes 
that the message had been decoded by Manly 
and that he could be sent to testify.”* On August 
8, Barnes learned that both Manly and Rickert 
“principal assistant to Capt. Manly in deciphering 
the message” were coming to the trial, and Barnes 
hastily telegraphed back that there was no need 
to send “Capt. Manley’s (sic) assistant, Miss Edith 
Rickert.” Perhaps Barnes misunderstood the use 
of the term assistant. In a note on an earlier com- 
munication from Barnes, Yardley wrote that “Miss 
Edith Rickert assisted Capt. Manly in the decipher- 
ment of Waberski message more than anyone else. 
Others that helped some were Victor Weiskopf, 
Capt. [John] Powell, and myself.””° Both Rickert 
and Manly traveled to San Antonio for the trial, but 
only Manly testified.’” 

Many years later, Mary Lue Hitt, daughter of 
Parker and Genevieve Hitt, told historian David 
Kahn that Rickert had met her mother during Gen- 
evieve Hitt’s May 1918 trip to Washington, and that 
Rickert had explained to Genevieve that it was she, 
not Manly, who had actually broken the message.”* 

Witzke was tried in August 1918 at Fort Sam 
Houston in San Antonio and sentenced to death; 
the broken cipher was key evidence. He was never 
executed. His sentence was commuted by President 
Woodrow Wilson on May 27, 1920. He was par- 
doned by President Calvin Coolidge and released 
on September 26, 1923. Witzke was decorated with 
the Iron Cross upon his return to Germany. He later 
joined the Abwehr. After the Second World War, 
Witzke was for three years an elected representative 
to the Hamburg Parliament. He died in 1962 at the 
age of 66.” 
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Intercept of New Cipher by the 
42nd Division, June 1918 


The French 


Cryptanalysis, Collection. Two decades after 
the war, Fletcher Pratt wrote of an American suc- 
cess that he claimed was “one of the two greatest 
code and cipher coups of the war.” He explained 
that on a night in June 1918, the Germans were 
using “a brand-new cipher, evidently issued only a 
day or two before,” that had not been solved by the 
Allies. Supposedly, a German-speaking radio opera- 
tor with the 42nd Division intercepted a message 
saying the “rider with copies of new cipher has not 
reported. Feared killed. Please repeat last message 
in old cipher.” The operator copied the message in 
the old cipher, sent it off to Chaumont, and it was 
deciphered “before dawn,” revealing that the new 
German drive would fall east and west of Rheims 
in July.” This was the Second Battle of the Marne 
(July 15-August 6, 1918). 

Pratt did not cite his sources, but most of his 
material can be traced back to verifiable records. 
It is entirely plausible that a radio operator within 
a division could have intercepted a message (see 
chapter 10). There was no established protocol for 
forwarding this sort of intercept to the G2A6 in 
Chaumont; however, if the operator took the mes- 
sage to the division’s G2, they would have been 
able to make the connection. The 42nd Division, 
having spent time in the Baccarat Sector with 
active Radio Section operations, may have been 
more aware of the work of the G2A6 than other 
divisions. 

But no account of this critical intercept, where a 
message in the old cipher was used to solve the new 
cipher, can be found in the records of the G2A6. 
Had the event been the big success that Pratt 
claimed, I have no doubt that it would have been 
recorded in some way.*' The new cipher in question 
is certainly the ADFGVX cipher that was changed 
from the five-letter ADFGX to the six-letter ADF- 
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GVX on June 1, 1918, thus narrowing down the 
time frame for the supposed intercept. The Allies 
were unable to completely solve either the ADFGX 
or the ADFGVX system, but thanks to the work 
of French cryptologist Georges Painvin, they were 
often able to recover daily keys, which allowed solu- 
tion of messages using that key.” 

There are multiple possibilities here for what 
Pratt described as an American success. The first 
is that he, or his source, described and somehow 
conflated this event with the March solution of the 
three-number code. This seems unlikely as Pratt dis- 
cussed the March solution and tied the June inter- 
cept firmly to the German attack near Rheims. The 
second is that there was a cipher that was broken, but 
the work was done by the French. In early June, the 
42nd Division was working in the area of the French 
VIII Army, and intercept may have been passed by 
an American liaison officer to the French Cipher 
Bureau elements within one of the French armies. A 
third possibility is that Pratt heard the story of Pain- 
vin's solution of the new ADFGVX and the message 
solved by the French Cipher Bureau that provided 
the French indications of an approaching German 
assault in June 1918.*° Or perhaps the event took 
place as Pratt described and there are records yet to 
be found by historians, potentially in the files of the 
42nd Division. 

The fact that there was an intercepted message 
that alerted the French to the German intentions 
in the area of Rheims before the Second Battle of 
the Marne is quite likely; General Ferdinand Foch 
is said to have commented on this fact.** It is pos- 
sible that the key message was intercepted by the 
42nd Division and then broken by the French. 
There is, however, no record of this event in extant 
G2A6 files, and Pratt’s great coup should properly 
be attributed to the French.® 


Warning, June 14, 1918 


First Army G2A6 


Cryptanalysis. On June 14, 1918, Charles 
Matz, newly deployed to Toul to set up the First 
Army’s Radio Intelligence Section (also known 
as the G2A6) and to coordinate with the Radio 
Section, reported that at about 1450 his office in 
Toul decoded a message indicating that the Ger- 
mans were expecting an attack by Allied troops. 
This likely was the message sent at 1425 from sta- 
tion GXT to station GFW that read “Strength- 
en by one brigade at the railroad emplacement. 
Expect enemy attack. 2 Battalion.”** Matz passed 
this information by telephone to the AEF I Corps 
and the French XXXII Corps, and by telegraph to 
Chaumont. After he had done that, another mes- 
sage came in that stated this had been a practice 
message. Matz relayed this information to the 
same organizations.*” 

Later that afternoon, Captain d’Abboville, the 
chief of the Second Bureau of the French XXXII 
Corps, asked Matz to come to see him. Matz 
explained that he had just arrived in Toul and 
outlined his mission, remarking that he had tried 
to visit the captain earlier that day. D’Abboville 
thanked Matz and divulged to him that the mes- 
sage was authentic despite the practice message 
indicator Ubung in its preamble. The French 
were planning an operation in front of the Thia- 
court Sector (H-45) according to D’Abboville; 
D’Abboville, upon receipt of Matz’s report, had 
notified the troops concerned. Matz agreed to send 
D’Abboville a daily report on all messages he was 
able to decode. Matz concluded that the Germans 
were prefixing messages with Ubung to deceive the 
Radio Intelligence Section.® 

Moorman sent Matz a note the next day con- 
gratulating him on his “first victory” and stating 
“that is what you were sent there for and we are all 
very pleased.”* 


CHAPTER 11 


Unable to Warn, July 16, 1918 


First Army G2A6 


Cryptanalysis. There were occasions when the 
analytic process did not move quickly enough to 
provide warning. On July 17, 1918, Matz noted a 
missed warning opportunity on the previous day. A 
message came on July 16, but it was not until the 
next morning the key was solved. The message indi- 
cated there would be heavy shelling at 2020 on July 
16.” Also on July 17, Matz received a message about 
a US plane shot down in the St. Mihiel region, and 
that two officers had been captured. Matz provided 
this information to IV Corps.”! 

This incident is important because it reflects 
awareness on the part of the G2A6 of the shortfall 
in their message-solving process and shows atten- 
tion to the cryptologists’ mission of providing warn- 
ing to Allied forces. The radio intelligence system 
had demonstrated its ability to provide quick turn- 
around of critical material in April, but the failure to 
warn in July reveals the ability to identify shortcom- 
ings in the interest of making improvements. 


General Kress von Kressenstein 
Cipher, Early August 1918 


AEF G2A6 


Cryptanalysis. All the combatants—but par- 
ticularly the Germans, the Ottomans, and the Brit- 
ish—were interested in the region between the 
Black Sea and the Caspian Sea because the oil fields 
around Baku (the largest city on the Caspian Sea) 
had been supplying Europe since the early part of 
the century. Control of Baku by the Germans or 
their allies, the Ottomans, would enable the Ger- 
mans to access resources denied to them by the Brit- 
ish blockade of the North Sea. While this area, then 
known as the Russian Trans-Caucasus, was osten- 
sibly controlled by Russia, that nation was in tur- 
moil and unable to exert control. On May 28, 1918, 
the new Democratic Republic of Georgia, through 
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the Treaty of Poti, granted the Germans the right 
to protect their nation. General Friedrich Freiherr 
Kress von Kressenstein was sent to Tbilisi (then 
called Tiflis), the capital of Georgia, to manage Ger- 
man interests in the region. 

The press intercept station at Chaumont began 
to see messages addressed to General Kress von 
Kressenstein in early July. These messages were of 
the Alachi ADFGVX cipher variety and used dou- 
ble transposition. They could be solved by Allied 
cryptanalysts with some effort, but not consistently. 
For a few days in early August, though, von Kres- 
senstein used a simple substitution cipher, dubbed 
the 777 cipher by J. Rives Childs because of the 777 
in the preamble of each message. The first message 
appeared on August 5 and revealed that the Otto- 
mans had taken Baku without assistance from the 
Germans. It also revealed some of the steps von 
Kressenstein was taking to hinder his supposed 
allies. He did not use this system for long. By August 
8, Chaumont intercepted a ciphered message (in the 
Richi ADFGVX cipher) from the chief intelligence 
officer in Berlin, telling von Kressenstein to stop 
using his homemade cipher.” 

There was nothing extraordinary in the tech- 
niques used by the G2A6 and other Allied crypt- 
analysts to break these messages. Rather, the sig- 
nificance was that they revealed discord in the 
German-Ottoman relationship that could conceiv- 
ably be exploited by the Allies. Similar observations 
of a rift between the two powers could be gleaned 
from other military and diplomatic intelligence, but 
those few days of messages unwisely transmitted 
in the simplest of ciphers revealed the insights that 
radio intelligence could provide in a crucial situation. 


St. Mihiel Offensive, September 1918 


AEF G2A6, First Army G2A6, AEF 
Radio Section 


Collection, Traffic Analysis, Direction Find- 
ing, Cryptanalysis. It was in the weeks before the 
American offensive against the St. Mihiel salient 


286 


(see map), and during the attack itself, that the 
AEF radio intelligence effort dramatically demon- 
strated its worth. The American attack was planned 
for September 12, 1918. A week before D day,” 
many sources of intelligence—particularly prisoner 
interrogations and aerial observation—indicated 
that the Germans would withdraw. The combined 
radio intelligence effort—the G2A6 at Chaumont, 
the First Army G2A6 at Ligny-en-Barrois, and 
the Radio Section collectors in their numerous 
stations—attempted to detect this withdrawal to 
confirm the general belief that the Germans were 
leaving the salient. General John J. Pershing had 
a decision to make about how, and if, the long- 
planned attack would occur. Radio intelligence was 
the key to that decision. 

Starting in mid-August, German operating 
procedures had changed, and the volume of mes- 
sages sent in the three-letter trench code increased 
considerably in the St. Mihiel Sector. The code for 
the H Sector changed on August 22, slightly ear- 
lier than expected, from Albert 16 (KRUSA type) 
to the newer KRUSA type, dubbed Albert 17.° The 
number of code groups per message had increased 
for several days as of August 27, and messages had 
identical groups as signature, which the analysts 
presumed to be the assumed names of military 
units. These changes were very pronounced in sub- 
sector H-25, the west side of the St. Mihiel salient. 
The weekly Code Section report for September 10 
remarked that the use of the three-number code had 
fallen off in both the Verdun and St. Mihiel Sectors 
and that the messages were hard to decode—they 
appeared to be fake messages. Meanwhile, the vol- 
ume of three-letter code messages was still at a high 
level.” 

The AEF Radio Section goniometric collec- 
tors and G2A6 goniometric and traffic analysts 
were consistently making procedural improvements. 
In April, delays in transmitting station positions 
had made it difficult for the G2A6 to provide use- 
ful warning messages. But by early September, the 
Radio Section, thanks to the work of Lieutenants 
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George Benjamin, Frank Ballard, and Fred E. John- 
ston, and Master Signal Electricians Virgil L. Long 
and Myron Tong, was able to deliver every report 
and message within an hour of intercept.” 

Radio Section men occupied six American-run 
listening stations on the south side of the St. Mihiel 
salient and probably worked in several more sites 
run by the French Army and located in the Bois 
d’Apremont, in the southwest corner of the salient 
(see chapter 10). They were busy, for while the vol- 
ume of ground telegraphy was down, the number of 
telephone conversations increased in the early days 
of September. The voices were new, they had dif- 
ferent accents, and the speakers seemed unfamiliar 
with the area.”” 

Further deviation from the norm was observed 
on September 8, when the Radio Section report- 
ed unmistakable “signs of nervousness” along the 
southern side of the salient, with increasing activity 
(or chatter in modern terms) between September 8 
and 11. The German radio station at the observa- 
tion post on the Butte de Montsec was reported 
to be exceedingly active during that period, attrib- 
uted by the G2 to the Germans reporting on US 
movements.”® 

Several of the listening stations, including Bois 
d’Apremont and Limey on September 9 and Fli- 
rey on September 10, noted abnormal conversations 
and reported that enemy ground telegraphy stations 
had moved back; the analytic interpretation was fear 
of surprise attack. Conditions remained normal on 
the western side of the salient; the analysts took 
this to mean that the Germans expected the United 
States to attack between St. Mihiel and the Moselle 
River.” 

Corporal Ellis C. VanderPyl submitted a par- 
ticularly comprehensive report on September 9 from 
his post at listening station Le Renard (near Flirey), 
noting that there were many new stations and com- 
menting that he had “never received as large a num- 
ber of calls as today.” Some stations had drawn back, 
with one very close to the front testing communi- 
cations with other stations. VanderPyl suggested “it 
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may be that they know of what is coming here and 
this drawing back is done as a precaution.”'° 

On the afternoon of September 11, analysis of 
the day’s goniometric information revealed that all 
enemy radio stations were still in their normal posi- 
tions and in operation—then judged to be an impos- 
sibility if the Germans had actually withdrawn, for 
they had never kept radio stations in operation as 
late as one day before a withdrawal (and would not 
have left the radio stations behind). The First Army 
Radio Intelligence Section, led by Matz, prepared 
a map showing that all the German radio stations 
were in their usual places and had been very active. 
Matz knew that the preponderance of the other 
intelligence indicated a withdrawal had taken place 
or was underway. Observation airplanes flying just 
before dark at a height of 100 meters had circled 
the German position at Montsec—not only had 
they not seen any enemy units, but the planes took 
no fire. The map, which Matz took to Colonel Wil- 
ley Howell, the chief of the First Army G2, was the 
only direct evidence the Intelligence Section had 
that the Germans were still in place.’ 

Howell took the map to the staff meeting.’” In 
his office at Ligny, Pershing was “urged by almost 
everyone present to call off the attack, as the ter- 
rific artillery barrages which were scheduled were 
likely to result in only a needless waste of ammuni- 
tion. He was advised that it would be better to wait 
and occupy the salient later when all German forces 
had been withdrawn.”! But Howell convinced the 
group that the barrage should be used as planned, 
based on the overwhelming evidence provided by 
radio intelligence showing that three lines of sta- 
tions were in place." 

The barrage began at 0100 and the attack com- 
menced at 0500. The Germans were still in the 
salient, although some units had indeed begun prep- 
arations for withdrawal. Had US forces attacked 
without the preparatory artillery fire, many more 
American lives may have been lost. The value of 
radio intelligence as a battlefield tool was proved on 
September 12, 1918. Matz expressed his pleasure to 


Moorman, writing, “I think that shows that even if 
we never solve another code message we still have a 
right to live.”!° 

There are many reasons why this clear-cut 
contribution of radio intelligence to success at St. 
Mihiel has been forgotten in the history of this piv- 
otal American engagement. The St. Mihiel offen- 
sive itself quickly began to slip from memory fol- 
lowed, as it was, by the massive, bloody, seven-week 
Meuse-Argonne offensive that culminated in the 
Armistice. St. Mihiel has been greatly neglected by 
historians except as an example of things that went 
wrong and for the exploits of George Patton’s tank 
unit.'° The contributions of radio intelligence at St. 
Mihiel appear in many articles and lectures during 
the 1920s, but they start to disappear from accounts 
of the battle, and the war, in the 1930s. Even Nolan, 
who seems to have been impressed by the G2A6 
effort at the time, by 1933 placed emphasis on the 
role of captured documents rather than radio intelli- 
gence. The decline in discussion of radio intelligence 
success is perhaps attributable to the chilling effect 
of the government reaction, in the form of changes 
to the Espionage Act in 1933, which resulted from 
the revelations of Herbert O. Yardley’s The American 
Black Chamber (see chapter 15). 

Radio intelligence continued to provide opera- 
tional support once the offensive began. Although 
German radio stations showed great disorganization 
on September 13, the next day Matz’s team was able 
to reconstruct new divisional networks and provide 
the G2 Order of Battle Section with valid divisional 
boundaries and locations of command posts.'°” 

Another success during the St. Mihiel offensive 
was the warning of US troops three hours prior to 
a German counterattack. At 2115 on September 14, 
the site at Toul intercepted a message that was prob- 
ably in the three-number code.’ When broken, the 
message revealed Germans would counterattack in 
the area of the Souleuvre Farm, outside of Rember- 
court. This attack was expected near midnight, and 
American forces were warned.’ 

This intercept was a critical piece of infor- 
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mation in First Army Field Orders No. 12: “The 
enemy has made a considerable aeroplane [sic] 
concentration near Conflans. There has been con- 
siderable railroad activity today on the lines lead- 
ing south through Mars-la-Tour, Conflans, and 
Chambley, indicating a possible enemy concentra- 
tion. An intercepted message stated he will coun- 
terattack tonight near Rembercourt. Our patrols 
have crossed the Hindenburg Line in numer- 
ous places. The French II Army has occupied the 
towns of Wadronville, Saulx, Fresnes, Manheulles, 
Avillers, Riaville, Pintheville, and St-Hilaire. The 
army corps report further capture of enemy offi- 
cers, soldiers, guns and materiel.”!”° 

Although the attack appears not to have 
materialized,'" the First Army Radio Intelligence 
Section continued to monitor the situation as the 
AEF worked to consolidate operations in the 
salient. The First Army would soon move on toward 
the Verdun Sector to prepare for their next offensive. 
The First Army Radio Intelligence Section did the 
same, confident that their work was making a differ- 
ence in the fight. 


Meuse-Argonne Offensive, 
September 26-November 11, 1918 


AEF Radio Section and 
G2A6, First Army G2A6 


Direction Finding, Traffic Analysis. Looking 
specifically at the mobile direction-finding effort, it 
seems unlikely that the AEF Radio Section would 
have spent all the time and effort on the gonio trac- 
tors if there had not been an expectation of success. 
The tractors were a wholly American innovation, 
and their movement was determined by the Ameri- 
cans alone, marking the first time that radio intel- 
ligence site locations were not influenced by the 
French. 

The Germans did not make great use of radio 
in the initial stage of the battle in the Argonne For- 
est, but in the days prior to September 26, 1918, 
radio intelligence personnel noted the same opera- 
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THE MEUSE-ARGONNE OFFENSIVE OF THE AMERICAN FIRST ARMY, SEPTEMBER 26-NOVEMBER 11, 1918 


The Meuse-Argonne Offensive of the American First Army, September 26-November 11, 1918. Courtesy of the 
American Battle Monuments Commission and the Virginia Tech Libraries; digitized by Technology-enhanced Learn- 
ing and Online Strategies (TLOS) Virginia Tech, Blacksburg, VA. https: //www.abmc.gov/sites/default/ files / 
galleries/AABEvol01_map03.jpg 


290 


tor behaviors and signs of nervousness that they had 
seen prior to St. Mihiel.1” 

After the first phase of the Meuse-Argonne 
operation, one tractor was moved to the far west of 
the front while the others remained in Verdun. In 
early November as the front line advanced, the trac- 
tors did, too, and were put on high ground in newly 
gained territory. 

The November report of the Radio Division 
remarked: “The importance of having the gonio- 
metric stations mounted on tractors was fully dem- 
onstrated during the first part of the month, as oth- 
erwise, it would have been impracticable to keep 
the Radio Intelligence, General Staff, informed of 
the locations of the enemy stations due to the rapid 
progress made by the American forces and the rapid 
withdrawal of the enemy. These tractors being pro- 
vided with undamped wave transmitter sets were 
able to send in bearings by radio direct to G-2.”!" 
Equipping the tractors with transmitters was an 
innovation that meant the G2 could then pass the 
intelligence to the commanders in the field. 

The report later noted there were excellent 
results from the radio intercept stations that had 
been moved to Verdun. Additionally, just prior to 
November 11, the Radio Section had been able to 
test a new system for communication between the 
Verdun area intercept and the aero gonio stations 
and the sound-ranging aviation and artillery, which 
seemed to have great potential.'”° 

A G2 memo from late November agreed that 
the goniometric service had done excellent work 
for “despite daily changes in call letters of enemy 
stations your goniometric stations have made dai- 
ly locations of nearly all enemy stations. The care 
and accuracy shown by operators has enabled us to 
follow the movements of enemy stations with pre- 
cision and certainty. From such movements it has 
been possible to get much valuable information, 
obtainable from no other source in regard to enemy 
intentions.”!” 

Robert Loghry was relieved as First Army 
chief radio officer on October 22 so that he might 
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combine the radio activities of the First Army with 
those of the newly formed Second Army. Two inter- 
cept stations were moved from Souilly to Verdun 
on October 15 and 25, and two others, including 
one for aerial use, were established there on Octo- 
ber 21. Three goniometric stations were placed in 
the Meuse-Argonne, at Ville-sur-Tourbe, Avocourt, 
and Verdun. A special telegraph wire sent intercept 
back to the G2A6 at AEF headquarters in Chau- 
mont. A gonio net formed at Souilly with three sec- 
ondary stations, one of which was held in reserve 
for the telegraph lines. After unsuccessful attempts 
to establish listening stations in the fast-changing 
front lines of the region, these stations were discon- 
tinued except on the extreme right of the American 
front in the Woévre plain."”* 

During the period between the second and 
third phases of the Meuse-Argonne offensive, radio 
intelligence was on watch for changes in German 
posture. On October 17, Matz noticed a general 
withdrawal of radio stations west of the Meuse Riv- 
er. In the next week, almost every station between 
the Meuse and the Aisne Rivers—17 of them—dis- 
appeared. Stations began to reappear west of the 
Meuse but farther to the rear.!” 

Colonel Howell, First Army G2, credited radio 
intelligence as being “the most positive evidence 
thus far that the enemy is actually arranging a with- 
drawal,” which “clearly shows that the enemy is 
organizing a zone of resistance back of the present 
lines...he may organize his zone of resistance in the 
Freya Stelling.” On about October 29, however, 
the German reorganization ceased, and, taken in 
combination with other information, it was decided 
that the enemy’s plans for a withdrawal had been 
changed and that the current line would be held.'”! 

After 10 days of monitoring “an extremely 
nervous attitude” on the part of German ground 
stations, a marked decrease of station activity was 
noticed on October 27. Operators reported that 
German radio stations in the sectors of the 13th 
Landwehr Division and the 94th Division appeared 
to have drawn back to positions between Fresnes 
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and Port-sur-Seille, much as had happened prior to 
the St. Mihiel offensive. Matz warned of a potential 
attack in this region.” 

By watching the traffic and movements of Ger- 
man weather stations, analysts were able to report 
that by October 23 the Germans did not consider 
their line east of the Moselle River secure. By Octo- 
ber 29, the fact that the German meteorological sta- 
tions near Etain were twice put on alert and were 
sending an increased number of tactical messages 
strengthened an analytic conclusion that the Ger- 
mans intended resistance in the area between Etain 
and the Moselle River.’? Another indicator that an 
attack was feared between Etain and Pont-a-Mous- 
son was a “markedly disproportionate” amount of 
artillery adjustment for 10 days at the end of Octo- 
ber. Ten or more planes were monitored on each of 
seven days; on October 30, signals were intercepted 


from 33 different planes.’* 


It seems highly likely 
that some of this activity was in response to radio 
deception efforts underway east of Verdun (see 
chapter 13). 

While no single warning or intercept can be pin- 
pointed as significant during the 47-day battle, there 
is little doubt that radio intelligence was now fully 
accepted as a valid form of battlefield intelligence in 


this last significant American battle of the war. 


Mackensen Message, 
November 3, 1918 


AEF G2A6 


Cryptanalysis. Called the “most important 
message we have deciphered yet,” most of a 13-part 
message from General August von Mackensen to 
the German High Command was intercepted by 
the press radio intercept station at Chaumont on 
November 3, 1918.”° When broken, the message 
provided Mackensen’s proposed retreat from Roma- 
nia, where he had been the high commander of the 
army of occupation. Mackensen commanded an 
army group bearing his name, consisting of Bulgar- 
ians, Ottomans, Austro-Hungarians, and Germans, 
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which had advanced into southern Romania in 1916 
and taken Bucharest. Because of Allied success in 
Salonika and Bulgaria, the German High Com- 
mand ordered Mackensen to prepare to withdraw 
on October 26. The Treaty of Mudros (between the 
Allies and the Ottoman Empire) on October 30 
and the Armistice of Villa Giusti (between Italy and 
Austria-Hungary) on November 4 required all Ger- 
man troops to be out of Austria-Hungary within 15 
days, making retreat a necessity.'”° 

J. Rives Childs was the G2A6 expert on the 
ADFGVxX< cipher. The keys for the cipher changed 
daily on the Western Front but late in the war were 
often used for multiple days on the Eastern Front. 
On November 2, Childs solved, in just 90 minutes, 
the Eastern Front key used on November 1 and 
2. When the Mackensen message was received on 
November 3, it was easily read, for it used the identi- 
cal key." 

The message of November 3 read in part: “In 
case a general armistice cannot be expected in the 
immediate future, it is proposed that the army 
of occupation be withdrawn from Rumania (sic) 
at once and to start the march to Upper Silesia 
through Hungary, together with the German units 
of the [garble] Army. Approval is requested.” As 
soon as the message was deciphered and translated, 
it was dispatched to the Supreme War Council in 
Versailles. It reached the decision makers there less 
than 48 hours after it was read by the German High 
Command.'”® 

On November 5, a clear text German message 
intercepted at Chaumont from General von Weber 
to the Austrian High Command explained that 
von Weber had been trying to get the timeline for 
German troop withdrawal extended but had been 
unsuccessful, so that any German troops in Austria- 
Hungary after 15 days would be considered prison- 
ers of war.'”? German forces began to leave Roma- 
nia on November 7, and Mackensen left Bucharest 
on November 11, but travel was difficult. Multiple 
negotiations took place along the way; eventually 
all German troops were out of Austria-Hungary on 


January 1, 1919. Mackensen and his staff were on a 
train that was halted in Budapest on December 16, 
1918. They were interned first in that city and then 
taken into French custody and moved several times, 
finally ending up in Salonika, Greece. Mackensen 
was allowed to return to Germany on December 1, 
1919? 

These pieces of intercept from high-power 
long-distance radio links showed the ability of radio 
intelligence to provide strategic information to deci- 
sion makers in a timely fashion. While a French- 
Serbian army was already moving from Bulgaria 
toward Hungary and did not necessarily need to 
know Mackensen’s intentions to complete their mis- 
sion, the G2A6 clearly understood the importance 
of supplying current intelligence to the decision 
makers at Versailles. 


False Armistice, Early 
November 1918 


Navy 


Collection. Harold Castner, an operator at 
Otter Cliffs, Maine, remembered that the German 
radio station at Nauen was “strangely silent” dur- 
ing the first week of November 1918. Then one day, 
“out of a clear sky,” Nauen called out to Otter Cliffs. 
Castner recollected: 

This electrified everyone. It caused consid- 

erable excitement, as in cases of this kind, 

if you are attached to the military forces in 

time of war, you should be sure you know 

that only three people are permitted to com- 
municate with the enemy in time of war. 

They are the President of the United States, 

the Secretary of the Army, and the Secre- 

tary of the Navy. The great question was 

what to do. It was settled by quick action. 

It was apparent that the Bar Harbor naval 

radio station was about to make history. 

Realizing that if one hint of this got 
out to the public, there would be a national 
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upheaval, so, we immediately “put the ship 

to sea.” This is a Naval custom of complete 

isolation, originating from prevailing condi- 

tions of a ship at sea. You cannot telephone, 

no one can leave, and no liberty of any kind. 

This practice is resorted to at times in 
case of theft or the disappearance of some- 
one. Having made sure that we were isolated, 

we immediately forwarded the information 

to the Director of Naval Communications 

in Washington over our private wires and 

requested instructions.'*! 

The station was ordered by Washington, under 
the signature of the secretary of the navy, to answer 
Nauen. The operators called the Nauen call sign, 
POZ, and sent a “QRU,” meaning “Have you any- 
thing for me?” Nauen answered instantly, saying 
they had an urgent message for President Wilson 
that asked for an armistice.” 

According to Castner, when the information 
leaked out on November 8, 1918, Washington 
denied it as a rumor.’ 

It is impossible to assess the validity of this story 
written decades after the fact. Widespread celebra- 
tion of a false armistice happened in many places 
around the world on November 7—in France, the 
United States, Britain, and places as far-flung as New 
Zealand and Argentina. The celebration appears to 
have been triggered by a radio transmission, heard by 
many on November 7, declaring a temporary cease- 
fire so German delegates to the Armistice meeting 
in Compiégne could safely cross the lines.'* This 
story does not match up with Castner’s version in 
any way except the timing of the message. 

Multiple messages from Nauen, reported as col- 
lected by “United States naval radio” on November 9 
and 10, were published in The Official U.S. Bulletin 
of Monday, November 11, 1918." These messages 
probably were sent once German anti-government 
forces took over the Nauen station just before the 
Armistice; their content is concerned with the abdi- 
cation of the Kaiser and general unrest in Germany. 
As Castner does not specify the date of the false 
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Armistice message, it is possible that it was sent by 
the anti-government forces who had taken over the 
radio transmitter. Castner’s tale remains an unsolved 
cryptologic mystery. 


Berlin-Madrid Communications, 
Autumn 1918 


Allied Cryptologic Agencies 


Collection, Cryptanalysis. Communications 
between Germany’s radio transmitter at Nauen and 
the radio station of the neutral but German-leaning 
government in Spain were of interest to all parties, 
and technological developments used on this link 
challenged Allied intelligence personnel. The com- 
munications remained of interest after the Armi- 
stice; however, exchange of information gleaned 
from this link was complicated by the fact that, once 
the war was over, political and military interests in 
Britain, France, and the United States diverged and 
there was no interest in sharing intercepted diplo- 
matic communications.'*° 

Transmissions between Nauen (the high-power 
radio station serving Berlin) and Madrid were first 
heard by the British and French in May 1916. They 
were unusual in character, described as a “rustle” or a 
“buzz” in the radio signal. Allied operators thought 
it an unusual sound and tried to figure out if it was a 
communication. Most often the noise was diagnosed 
simply as an odd form of static.'*” 

An operator, believed to be in France, recorded 
the signal on a phonograph record. Reports say 
that the spring in the recording machine wound 
down, and as the operator went to wind it again, 
he realized that when the cylinder revolved slowly, 
he could hear identifiable Morse traffic. A machine 
was rigged to speed up the recording, so that when 
the buzz appeared it could then be re-run at a mod- 
erate rate of speed. Nauen and Madrid had been 
transmitting messages that were cut into a perforat- 
ed roll, which was then run through the transmit- 
ter at a rate of 400 words per minute. This created 
the buzzing sound heard by intercept operators.'8 
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By recording and slowing down the transmission, 
code and cipher messages could be transcribed and 
decoded. 

The Berlin-Madrid radio link was active and 
attracted attention throughout the war. The inter- 
national agreement in September 1918, mandating 
exchange of intercepted radio messages going to and 
from the Western Hemisphere, did not include the 
Berlin-Madrid link, but that did not keep the Amer- 
icans from collecting the traffic and trying to obtain 
information from Britain and France. On December 
12, 1918, the MID’s station at Houlton, Maine, col- 
lected 14 cipher messages sent between Berlin and 
Madrid. Seven messages (720 code groups) were 
deciphered by MI-8 and “proved of exceptional 
value.”1°? 

In his history of the French cipher bureau, Mar- 
cel Givierge discussed a series of letters he consult- 
ed and implied that after the Armistice, US Army 
Major Barclay H. Warburton approached the French 
to discuss ciphers being used on the Berlin-Madrid 
link. Givierge stressed that the interallied relation- 
ship had been limited to field radios rather than 
diplomatic traffic, although Warburton might have 
been provided some information.'”° 

The lack of cooperation between the parties on 
this subject after the Armistice presages the next era 
of cryptology, where each country focused on diplo- 
matic communications and did not find it in their 
political interests to exchange information. 


Conclusion 


Standard histories of the First World War 
largely overlook the success of the radio intelligence 
effort likely because the supporting details are bur- 
ied in the archived records, although the superficial 
facts are present in many postwar accounts. Even 
with the details, it may be difficult for a researcher 
unfamiliar with radio intelligence to assess their 
accuracy and importance. While these contribu- 
tions may not change our modern understanding of 
American offensives and engagements, they should 
be considered in future analyses of the role of intel- 


ligence in preparation and warning and, in the case 
of St. Mihiel, in shaping the direction of American 
actions. 

Radio intelligence, although a new discipline 
in 1918, had substance both in Washington and in 
France. While obscure to most, its accomplishments 
had proved the worth of the efforts to both com- 
manders and decision makers. 
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CHAPTER 12 


Communications Security 


he US Navy, with a long history of 

practicing communications _ security 

and using codes and ciphers, was best 

prepared for the challenges of war- 
time operation, and the American Expeditionary 
Forces (AEF) was the least prepared. The vulner- 
ability of radio to interception was well known to 
both services and all the combatant forces. The 
United States made serious, centralized efforts to 
secure critical information from enemy exploitation 
despite beginning the war with limited experience 
and tools. 

This chapter will look at specific examples of 
communications security practices and interesting 
stories on the subject. It focuses on the massive effort 
confronted by the AEF in France. See the appendi- 
ces for brief descriptions of code and cipher systems, 
official and unofficial, used by the US Navy and by 
the US Army, specifically the AEF and the Military 
Intelligence Division (MID) Code and Cipher Sec- 
tion (MI-8). 


AEF Communications 
Security Practices 
The AEF senior commanders, intelligence staff, 


and members of the Signal Corps were extremely 
conscious of the criticality of good communica- 


tions security—protecting the secrecy of operational 
information from an enemy who was always listen- 
ing. Then as now, agreement on the importance of 
secrecy and the urgent press of operations some- 
times conflicted; as a result personnel often made 
the choice to transmit material quickly and easily 
rather than securely. Despite the attempt to central- 
ize cryptographic operations, some commanders and 
individuals chose to develop their own codes and 
ciphers, which were usually insecure and frequently 
caused confusion. 

In the void between the arrival of American 
troops and the promulgation of code and cipher 
guidelines in March 1918 (and the dissemination of 
unit codewords in September 1918), American forc- 
es employed an undisciplined mishmash of coded 
language and homemade call words. The AEF did 
not have a preplanned set of call signs, frequencies, 
and codes and ciphers ready when they arrived in 
France; all these things had to be created once on 
the ground. Understandably, local commanders, with 
varying degrees of security awareness, created their 
own plans. 

Despite the fact that these practices were explic- 
itly forbidden in the AEF’s March 1918 “Instructions 
for Use of Code and Cipher in the Armies and Lower 
Units,” the four most prevalent violations committed 
by radio operators of the AEF were the following:' 
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1. Use of plain language in the same message 
with code or cipher 

2. Repetition of a message in any code or cipher 
other than that in which first sent 

3. Repetition of a code or cipher message in 
plain language 

4. Repetition of a plain language message in 
code or cipher. 

The instructions were prepared by Frank Moor- 
man following a careful study of the Signal Corps 
system of communications established for the 1st 
Division in February 1918.7 Moorman recommend- 
ed that the Signal Corps prepare a general order 
about the use of code and cipher; he believed that 
this responsibility fell under the Signal Corps’s duty 
to establish operating regulations.* Edgar Russel, 
the chief signal officer of the AEF, demurred and 
suggested that the G2A6 was better placed to issue 
such regulations.* The very respectful attempts to 
assign responsibility for communications security 
reflect underlying tension in the split of crypto- 
logic duties between the intelligence organization 
and the Signal Corps. Moorman took on the work, 
with some guidance from Parker Hitt, and followed 
these instructions with a memorandum on the “Use 
of Code and Cipher by the A.E.F.” in the summer 
of 1918, which discussed the encryption methods 
then put in place by the AEF; recommendations for 
handling, disseminating, and reissuing codebooks; 
and guidance on the use of ciphers. This became 
AEF General Order 103 dated June 26, 1918.° (See 
appendix E.) 

In March 1918, Moorman suggested that 
army corps schools add a short course in the use of 
codes and ciphers to their curriculum—suggesting 
a day broken into five periods of 45 minutes each. 
The course would cover the AEF code system, the 
importance of following instructions, terminology, 
and practice, as well as time for discussion. Moor- 
man noted that “at least 75% of our success in solv- 
ing German code and cipher messages is due to 
carelessness and easily avoidable mistakes on the 
part of German operators. Unless our troops are 
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impressed with the absolute necessity of follow- 
ing, and do follow, instructions in use of codes 
and ciphers, the Germans will read our messages 
almost as soon as the person to whom addressed.” 

Moorman was relentless in finding methods to 
get officers to take communications security seri- 
ously. On June 20, 1918, he recommended to the 
G2 that officers, in groups of 12, be sent to G2A6 
to get instruction in the use of American codes. He 
reminded the G2 of that recommendation on Sep- 
tember 26, noting that the experience of the First 
Army showed the importance of such training. 
The army had, since its formation, “kept the enemy 
informed of its battle order and given much valuable 
information as to location and intention of troops in 
reserve. Our code has been used in such way as to 
make its solution by the enemy certain.” Moorman 
blamed this situation on the officers’ lack of appre- 
ciation of the care needed using the radio, telephone, 
and code, hoping that training would cause them to 
make a greater effort to comply. “If they could see 
how very far from simple the German codes now 
are, and the methods used by our code men to solve 
them, they would be able to prepare messages so as 
to give the German code section some very interest- 
ing work.”” 

Lamenting the fact that, as far as American use 
of codes at the time, there was “little need for a Ger- 
man code section,” Moorman claimed that “two or 
three officers with a stenographer could, and prob- 
ably do, give commanders fairly complete informa- 
tion as to our battle order and probably intentions.” 
The situation had become so bad that the First 
Army had demanded that one of Moorman’s code- 
breakers, “a highly trained specialist,” be sent to the 
army message center to code and decode operational 
messages, leaving a vacancy in the G2A6 that was 
difficult to fill as well as putting a specialist in a job 
he was not trained to do. Moorman recognized it 
was “too late to do much in the way of reform in 
our use of code this Fall,” but suggested that before 
March 1919 he could train about 60 officers who 
would be able to spread the word. Dennis Nolan 


forwarded a shortened version of Moorman’s pro- 
posal to the AEF chief of staff the same day.§ 

Perhaps as a result of Moorman’s memo, on 
September 30, 1918, the G2 appointed a board on 
the use of code by the AEF, consisting of Brigadier 
General George S. Gibbs (representing the Sig- 
nal Corps and the G4 [Logistics]), Colonel S. R. 
Gleaves (representing G3 [Operations]), Moorman 
(representing G2 [Intelligence]), and Major L. T. 
Walker (representing G1 | Personnel]). After several 
meetings, on October 11, they recommended the 
publication of a general order on the use of codes. 
This became AEF General Order 190 issued on 
October 29, 1918. (See appendix E.’) 

As the Meuse-Argonne offensive raged on in 
mid-October, Lieutenant Erwin Falk of the G2A6 
sent a memorandum to Moorman concerning the 
negative impact the scheme of training officers on 
the use of code might have on the office. Falk was 
concerned that having large numbers of people 
rotating through the office for training would be dis- 
ruptive and suggested that someone should instead 
be sent to the headquarters for each army corps to 
provide training. He also suggested that perhaps if 
personal contact were made by one-on-one instruc- 
tion, an officer with a question about using codes 
would not hesitate to call on an instructor in the 
future. Falk was also concerned about keeping the 
work of the office secret and felt the constant flow 
of officers would lead to a betrayal at some point." 

Even in the midst of battle, commanders spent 
time pushing back against communications security 
violation notices they had received. Major General 
Edward F. McGlachlin, commanding artillery for 
the First Army, protested a violation received by 
his organization. McGlachlin acknowledged that 
the enemy may listen in on telephone lines as much 
as five kilometers from the front line, but that this 
was no reason “why all use of telephone should be 
prohibited, nor is it any reason that if the telephone 
be used all messages should necessarily be first cod- 
ed. Consideration must be given as to whether the 
intended conversation would be of any value to the 
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enemy.” First Army G2 Colonel Willey Howell’s 
reply hedges on the matter a bit: 

It should be remembered that the enemy 

has listening-in sets and wireless intercept 

stations which enable him to pick up a great 
many of our front line messages. He has also, 
doubtless, a set of code experts who spend 
their time trying to discover our code and 
decoding our messages. Under these condi- 
tions it is practically impossible to keep the 
enemy from getting hold of the information 
sent by telephone, telegraph and wireless 
within about five kilometers of the front. 

The best that can be done in any event is 

to give him so much trouble in connection 

with the securing of the information that it 

will be valueless by the time he is in position 

to use it. If the information or order would 

afford him no assistance in the beginning 

there is no apparent reason for not send- 
ing it in the clear by any of the available 
means of communication. I think that this 
principle probably should be published to 
the command and that restrictions on the 
use of the available means of communica- 
tion should be removed with the general 
understanding that disciplinary action will 

be visited in all cases where poor judgement 

is used in the connection referred to." 

In his final report, Moorman suggested that each 
headquarters should have an officer who understood 
the use of codes and the importance of communica- 
tions security. When William Friedman republished 
the report, he added that “it took twenty years for 
this recommendation to be put into practice for it 
was only in 1938 that the War Department directed 
that at each headquarters a security officer be desig- 
nated to insure the observance of the rules of cryp- 


tographic security.” 


Testing Pletts’s Cipher Device 


British cryptologist John St. Vincent Pletts, who 
worked in MI1(b) in the British War Office, invent- 
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ed a cipher wheel that used two mixed alphabets. 
John Powell saw the device in operation during his 
trip to London in February 1918 and made a favor- 
able report to Colonel Ralph Van Deman when he 
returned to Washington. On April 20, Van Deman 
approached Colonel Charles French of MI1(b) and 
asked if it would be possible for the United States 
to use the device, and, if so, should Pletts be com- 
pensated; the British responded that they did not 
mind if the United States wanted to use the device 
and that “some small sum” might be appropriate for 
Pletts.” 

When Major Malcolm Hay of MI1(b) and 
Captain Oswald Hitchings visited Chaumont in 
early May 1918, they demonstrated the device to 
Moorman and others at headquarters. Moorman 
described the device as “very ingenious” and noted 
that neither he nor Hitt (then serving as assistant 
to AEF Chief Signal Officer Edgar Russel) had yet 
found a quick solution for messages enciphered by 
Pletts’s device. Mulling over the pros and cons of 
using it, he hoped to have some of the men of the 
G2A6 test it out and asked that it be sent to Wash- 
ington.'* Moorman was cautious in general about 
using cipher and on May 28 recommended that the 
device not be adopted until there were more tests." 

By late May, the device had found its way 
to Herbert O. Yardley in MI-8, via Joseph O. 
Mauborgne in the office of the army’s chief sig- 
nal officer.'° It seems likely that Mauborgne would 
have examined the device, though no record of his 
thoughts has been found to date. The MI-8 exami- 
nation in early June pronounced it superior to the 
Wheatstone cryptograph (of which it was a modi- 
fication). According to the initial report, “our study 
of it has brought to light several important char- 
acteristics of its operation but none as yet which 
indicates that there is any possibility of solving a 
single message when the alphabets are unknown. 
It seems possible, however, to solve several mes- 
sages enciphered with the same unknown alpha- 
bets and keys.”!” But within a couple of weeks, the 
MID reported that “the attention of the British 
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War Office has been called to the vulnerability of 
the Pletts Cipher machine.” 

The device was also sent to Riverbank Labo- 
ratories for evaluation where William Friedman, 
working with his wife, cryptologist Elizebeth Fried- 
man, in the days before he left for France, was able to 
exploit a weakness after studying just six messages, 
each of only 40 letters, and all enciphered using the 
same key word." Elizebeth remembered there being 
five messages and she disclosed how the two had 
discovered the key word for the device’s inner disc. 
William had determined that the key word for the 
outer disc was “cipher” and he had Elizebeth stop 
her work, lean back in the chair, close her eyes, and 
make her mind blank; he then asked her what was 
the first word she thought of when he said “cipher.” 
Elizebeth replied “machine,” and that was the right 
key word. The messages were solved in three hours.” 

On June 11,1918, the MID notified Major Ste- 
phen LHommedieu Slocum, the military attaché in 
London, that the “system is considered dangerous in 
presence of enemy.””! The Pletts device was rejected 
by the AEF on June 19, as it had been by the MID. 
Moorman reported that he had “personally made a 
careful study of this cipher, and find solution less 
difficult than at first appeared. In my opinion, this 
cipher should not be used by our services.”” 

William Friedman later had cause for amuse- 
ment in August 1918 when he asked J. Rives Childs, 
just back from a trip to London, whether the Brit- 
ish were doing anything with devices. Childs told 
him that on his last trip to London he mentioned 
the Pletts cipher to Malcolm Hay who exclaimed 
to Childs, “Oh we've dropped that. Your people got 
into it” before immediately changing the subject. In 
a letter to Elizebeth, William wondered who might 
be “getting the credit” for their solution.” 


The Insecure Trench Code and 
Childs’s Test 
Many stories have been written about the dis- 


covery that the first American trench code was inse- 
cure, and the most widely known version, provided 


by Yardley in The American Black Chamber, is incor- 
rect. Yardley tells of a young officer in France (Lieu- 
tenant Childs), trained by Yardley’s office in Wash- 
ington, who “induced” his superiors to intercept 
American radio codes. In Yardley’s version, Childs, a 
novice cryptologist, solves the codes with no knowl- 
edge of how they are constructed in a matter of hours 
and finds that the messages have given away the dis- 
position of troops in the St. Mihiel salient and the 
start time for the American operation in Septem- 
ber 1918. This version of events outraged William 
Friedman, who was not even present in Chaumont 
at the time the code was examined, to the point that 
he went to great lengths to track down the accounts 
of all involved and thus preserved documentation of 
the real story.” 

As discussed previously (see chapter 9), this 
trench code was a relatively simple one-part code 
that included encipherment tables and put a great 
deal of work onto the individual charged with cod- 
ing the message. The code did not have to be com- 
pletely secure; it just had to protect information 
for tactical purposes. The encipherment may have 
accomplished that job; however, if the codebook 
itself was captured by the Germans, the whole sys- 
tem would be vulnerable. 

On May 17, 1918,” Hitt paid a visit to How- 
ard Barnes in the Code Compilation Section 
office; according to Childs, Hitt was “appalled” by 
the simplicity of the trench code. He left the Code 
Compilation Section in Building A and rushed 
across the headquarters courtyard to Building C, 
“very hot and bothered” to discuss the matter with 
Moorman.” 

Moorman and Hitt devised a test and picked 
Childs, who had little experience with codes using 
superencipherment, as the cryptologist who would 
try to break the code. Childs was given the code- 
book, since Hitt wanted to know if the encipher- 
ment could be solved if the codebook was captured. 
Moorman and Hitt provided 44 enciphered mes- 
sages to Childs but did not tell Childs anything 
about the encipherment system. Childs also had one 
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of the army field clerks to assist him (it is not known 
which clerk assisted).78 

The clerk spent the first three-and-a-half hours 
making letter frequency counts; at the 90-minute 
mark, the first letters of the cipher were identified, 
and, at the end of the third hour, the word 4i//ed was 
solved. By the end of the fifth hour, the pair recov- 
ered the entire cipher alphabet and, five hours later, 
had all 44 messages decoded and typed up. Childs 
found that there were several weaknesses in the 
code: the group TKG was always preceded by BCN 
and appeared as a doublet five times, indicating that 
it was a single letter and that the spelling section 
of the codebook had been used.” The system was 
solved reportedly “to the consternation of the code 
section and the great satisfaction of Colonel Moor- 
man and Captain Hitt.”*° 

While this test was underway, Barnes and his 
team, likely alarmed by Hitt’s reaction to their work, 
were reexamining the code and decided that the sys- 
tem was too difficult to use at the front, whatever 
the outcome of the test. From this experience, the 
section developed the first of the River trench codes, 
the Potomac, which was issued in late June 1918.*? 


Communications Security 
Monitoring Gives Away Plans for 
St. Mihiel Offensive 


Not only did Yardley twist the story of the 
trench code test, but he claimed that this inadequate 
code resulted in the Germans learning of the Amer- 
ican plan for the St. Mihiel offensive in September 
1918.” But Yardley’s convoluted story, though often 
cited as fact, is incorrect, for he seems to have mixed 
up two incidents that he learned about in a lecture 
by Moorman to the MID in 1920. This confusion 
was the subject of multiple letters between William 
Friedman, who was frustrated by Yardley’s inaccu- 
racy, and Yardley, who was amused by Friedman’s 
insistence on precision.** 

The G2A6 and the Signal Corps Radio Section 
teamed up to form a communications security mon- 
itoring effort. Listening stations had always been 


305 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


assigned the duty of monitoring any American (or 
French) communications that could be heard (tele- 
phone and ground telegraphy), and in July 1918 the 
Radio Section added four control stations that tar- 
geted American radio communications. The G2A6 
Security Section (see chapter 8) examined the con- 
trol station intercept and issued violation letters. But 
material collected by the control stations was also 
given to section member Edwin Woellner so that 
he could analyze it as if he were his German code- 
breaking counterpart.** 

On the morning of September 13, 1918, the 
day after the St. Mihiel offensive began, Woellner 
reported to Moorman the American order of battle 
and the designations of the troops engaged in the 
attack, and noted that the attack was to have taken 
place 48 hours before the time of his report. He was 
off by 24 hours due to, according to Moorman, “the 
misinformation of a telephone operator who reported 
by telephone that certain wires from his switchboard 
had been broken by the passage of tanks and heavy 
artillery, which had been moving into a small wood 
near him all night, and that the attack would take 
place next morning.” Woellner’s analysis documented 
significant communications insecurity in the Ameri- 
can organization, but it is not known if the Germans 
intercepted the same material and came to the same 
conclusions.» Many years later, Thomas M. Johnson 
declared Woellner had “out-Germaned the Ger- 
mans, for General Fuch’s report shows that although 
they expected trouble, they too had guessed the date 
wrong—by about six days, not just one.”* 


AEF Codes and Ciphers 


As discussed in chapter 9, the AEF’s Code 
Compilation Section produced a wide variety of 
cryptographic material in a very short time. But oth- 
er organizations and individuals produced their own 
codes and ciphers that were not developed by the 
Code Compilation Section or tested by the cryp- 
tologists of the G2A6. Some of these systems are 
examined further below. The known codes, official 
and unofficial, are listed in appendix B. 
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No one, not even the Code Compilation Sec- 
tion, could determine the number of codes in actual 
use, when they were used, or who had issued some of 
them.*’ Units using call words that had been used by 
other units at some other time created unintended 
confusion for the AEF Historic Section when they 
tried to write a postwar operational history. And 
unwise selection of call words, such as the unit that 
used the codeword LONDON, delayed commu- 
nications when messages were forwarded to Eng- 
land rather than the proper unit.** And, of course, 
randomly selected call words and homemade codes 
were vulnerable to enemy exploitation. 


Playfair 


Although it was known that the Playfair cipher 
was insecure, General Order 103 allowed its use in 
case of emergency, and the AEF adjutant general 
issued a monthly memo providing key words to be 
used for the cipher over the course of the month.” 
Childs later told William Friedman that he had 
encountered an official communication enciphered 
with Playfair in 1918; he took it to Moorman “and 
requested his permission to decipher it in order 
to illustrate its ineffectuality. Colonel Moorman 
demurred; I concluded he feared to disturb the brass 
hats.” Both Childs and Friedman agreed that Play- 
fair was probably rarely used by the AEF. 


Use of Code in 
Personal Correspondence 


In this era, it was not unheard of for private 
individuals to communicate in code, particularly 
to save money when sending telegrams. Standard 
codebooks were available for general use, and some- 
times people devised their own codes. But the AEF 
needed to control the use of code in personal mes- 
sages to make sure that correspondents were not 
evading censorship guidelines. 

General Order 3, issued on June 28, 1917 (and 
revised as General Order 13 on July 13, 1917), was a 
regulation about censorship. It mandated that plain 
English or French be used in communications with- 


in France. But it also specified the allowable use of 
code for communications to the United States. Sev- 
en codebooks were permissible: T4e.A B C Universal 
Commercial Electric Telegraphic Code (5th Edition), 
Scotts Code: The Ship Owners’ Telegraphic Code (10th 
Edition), Western Union (except for five-letter), 
Lieber’s Standard Telegraphic Code (except for five- 
letter), Riverside (5th Edition), Bentley's Complete 
Phrase Code (not including mining and oil supple- 
ments), and Broomhall’s The Imperial Combination 
Code. Censors had the ability to force the sender to 
change the wording (whether plaintext or code) if it 
was thought the message had a hidden meaning.*! 


Unit-devised Codes and Ciphers 


There are many examples of organizations with- 
in the AEF devising their own codes and ciphers, 
particularly in the first half of 1918 when troops 
were beginning to move into frontline positions 
and before the distribution of many of the official 
cryptographic measures. These attempts at secure 
communication, while well-intentioned, were most 
often used for telephone conversations and provided 
little to no security. Colonel John L. Hines of the 
16th Infantry created his Cauliflower Code in the 
spring of 1918; other units substituted words such 
as horses for guns in an attempt to counter German 
radio intelligence.” These bad practices could not 
withstand even minimal efforts by a German analyst 
fluent in English. 

Aristides Moreno of the G2B3 (counterespio- 
nage) approached Moorman in March 1918 about 
his need for a code to support his organization's 
espionage work. Moorman told him that for gen- 
eral correspondence between AEF headquarters and 
the rest of the AEF, the War Department Code had 
to be used until the new codebook was finished by 
the Code Compilation Section. However, Moorman 
suggested for “correspondence between particular 
offices, a special code or cipher may be desirable.” 
Suggesting that Moreno’s need for a code required 
something to “disguise the appearance of the mes- 
sage that telegraph operators and others through 
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whose hands the message passes could not readily 
become acquainted with its contents,” Moorman 
recommended a simple transposition cipher for 
“it has the advantages of being easy to handle, not 
liable to become unintelligible through small mis- 
takes of operators and quite difficult of solution by 
one not having the key.” Moorman cautioned that 
it was not necessarily secure “against the systematic 
study of trained cipher men.” He then gave Moreno 
some basic instructions on how to prepare such a 
cipher and stressed that the key should be frequently 
changed.* 

While serving part-time with the G3 staff, Hitt 
commented on a cipher submitted to the AEF adju- 
tant general by the commander of the 9th Infantry. 
Quickly realizing the system was a simple substi- 
tution system using a single mixed alphabet, Hitt 
reported that the cipher was “worse than useless 
because it takes time to use and gives an entirely 
false idea of security to the user. Its use should be 
disapproved at once before something serious hap- 
pens. Any messages sent in a cipher of this gen- 
eral character must be classed as DANGEROUS 
ENGLISH.”" 

Despite his disapproval of systems constructed 
by individuals, Hitt developed his own codes for his 
communications with Major (later Colonel) Sos- 
thenes Behn, who was supervising the construction 
of telephone lines for the Signal Corps. Correspon- 
dence identifies one code as dated April 2, 1918, and 
parenthetically refers to it as “Behn-Hitt,” but noth- 
ing else is known about this code’s properties. Later 
in April, Hitt documented a spelling code for proper 
names and place names to be used in conjunction 
with the April 2 code. This spelling code consist- 
ed of digraphs to represent alphabetical characters, 
and two nulls. Names were spelled out and broken 
into 10-character groups, which were filled out with 
nulls or the lesser-used letters Q, X, and Z. Only a 
handful of examples of this code’s use can be locat- 
ed, and these messages violate standard practices by 
mixing clear text with the words enciphered with 
the spelling code.* There is no evidence that this 
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system was used beyond communications between 
Hitt and Behn.” 

Even when the Code Compilation Section was 
fully functioning, there are instances of codes devel- 
oped outside their auspices, such as a temporary 
code for reporting casualties issued on September 
16, 1918, by the G3 to quell French objections to 
reporting casualties in plaintext.*” 


French Geographical Coordinate 
Strips and Squares 


A  strip-and-square system, designed by the 
French, was used to encode geographical coordinates 
passed by aerial observers and goniometric stations 
so they could be transmitted by radio in a secure 
manner. The system consisted of strips and squares 
that corresponded to the standard French maps in 
use (see photo). The strips and squares changed each 
time they were compromised (see chapter 8). This 
system was used in conjunction with the manual 
Liaison for All Arms. 


Location and Unit Codewords 


Little advance thought was given to prepar- 
ing codenames used by American forces. On 
August 19, 1918, nine days after the First Army 
was established, Hitt, the First Army’s chief sig- 
nal officer, outlined his plan for codenames. Each 
corps and division was issued either a one-letter 
or a two-letter combination for its exclusive use 
in making codenames. The division signal officers 
had to use these letters to devise their codenames, 
which they would provide to Hitt no later than 
August 25, and which would go into effect when 
the First Army assumed tactical command of the 
corps.*® 

Hitt stressed that care needed to be taken to not 
duplicate codenames within their unit, and not use 
geographical names of towns for codenames if they 
were likely to be confused with the towns them- 
selves. He suggested that it would be good practice 
to not use names of French towns and that it was 
“absolutely prohibited” to use women’s first names 
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as codenames (because of the conflict with the tele- 
phone code).” 

Operations specific to the First Army itself, 
including telephone exchanges, used W, thus, 
WATERFALL for the army’s headquarters and 
exchange at Ligny-en-Barrois. The 5th Division 
received SA to SM, the 82nd Division AA to AM, 
the 90th Division TZ4 to TM, and the 42nd Divi- 
sion ON to OZ. The I Corps was assigned B, and 
its headquarters was BUSTER. One unit was called 
BONEHEAD. The 5th Division would eventu- 
ally use SLAYER as its name, the 82nd Division 
ALBANY, the 90th Division TAYLOR, and the 
42nd Division OPTIMUS.” 

In addition to the codenames, a system of num- 
bers was assigned to officers and staff positions to 
be used after the codename; for instance, BUSTER 
ONE would refer to the commanding general of the 
I Corps and WATERFALL 10 to the chief signal 
officer of the First Army.*! 

The selection of some of these names resulted 
in some amusing anecdotes, which have a person 
answering the phone, unaware of the codename, and 
taking umbrage at the operator addressing him as 
Buster. Tony Gallo of the 406th Telegraph Battalion, 
who had been promoted to corporal since his adven- 
ture supporting the Radio Section at Seicheprey (see 
chapter 10), recalled working at BONEHEAD and 
trying to make a connection for a lieutenant who 
called in, but who did not respond when Gallo tried 
to connect him. “Hello, Bonehead!” Gallo called 
again. This evidently revived the lieutenant for he 
came back: “Who's a bonehead? Young man, do you 
know who you are talking to?” “No, sir,” said Gallo. 
“Well this is Lieutenant ------ and I want you to 
understand that I’m no bonehead.” “Yes, sir,” Gallo 
replied. When the lieutenant asked for Gallo’s name 
and organization, he replied, per regulations, with 
“I don't know,” which further upset the lieutenant. 
Gallo promptly switched the call to a French opera- 
tor as he “was too busy to continue the fight; there 
was some real fun because the lieutenant couldn't 
speak French and the operator couldn't understand 
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English, so I left him to cool off.” Gallo immediately 
reported the conversation to his signal officer, Colo- 
nel Alvin Voris, who, he said, “had a good laugh.”* 
Many organizations issued lists of codewords 
for place names, control points, and internal people 
and organizations, primarily for use on the tele- 
phone. One example provides a code issued by the 
G3 to the 82nd Division on June 24, 1918. The 
codenames for towns were a mixture of Civil War 
battle names, names of other French towns (a prac- 
tice that would be strictly forbidden later in the year 
for the possible confusion it could cause), and names 
of US states; people were given bird, insect, or snake 
names. It was a bizarre mixture of codenames, with 
one French location, Bernécourt, inexplicably given 
the name Rain-in-the-Face, which is also the name 
of a Lakota chief present at Custer’s last stand. This 
system inevitably caused confusion because other 
organizations often assigned different codenames 
to the same place—for instance, the 82nd Divi- 
sion used BULL RUN for Ansauville and another 
unnamed unit used VICKSBURG for Ansauville 
and BULL RUN for the town of Minorville.** 
Another point of confusion was the use of names 
of French towns from other regions of France as 
codenames for units. General W. D. Conner of the 
63rd Infantry Brigade pointed out that the names 
in use in the 32nd Division for units were “much 
alike—that is MARSEILLES, VERSAILLES, and 
EMILE.” He proposed that the names DETROIT, 
SAGINAW, LANSING, and GRANDRAPIDS be 
used instead. This system was immediately imple- 
mented. The 32nd Division largely consisted of 
volunteers and draftees from Michigan and Wis- 
consin; no consideration seems to have been given 
to the fact that these codenames would give away 
their identity in this way.** This confusion was never 
entirely brought under control, but progress in stan- 
dardizing codenames was made in August 1918. 
Records of the 32nd Division illustrate the 
wide range of ever-changing call names. In May 
1918, the names provided were those of the French 
central telephone offices through which American 
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offices could be reached by adding the letter F to the 
French codeword. Thus, the 63rd Infantry Brigade 
was Ludovic-F beginning in May 1918, DETROIT 
beginning July 30, 1918, and FREEBOOTER from 
mid-September 1918.°° 


Special Codes for the G2A6 and 
Radio Section 


Moorman used an unspecified code for short 
telegraphic communications between the French 
Cipher Bureau in Paris and G2A6 beginning in 
early 1918. The messages probably involved the 
exchange of key recoveries for the German trench 
code as they correspond in size and date with entries 
in the G2A6 logbook.”® 

A special code was developed, probably in Sep- 
tember 1918, for communications between the First 
Army G2A6 (Charles Matz) and the G2A6 at 
Chaumont. It was not enciphered and was used to 
transmit special information only, used in combina- 
tion with the German codebook. The code groups 
covered the subject of keys and types of codes, 
groups to represent which radio station had inter- 
cepted the code, and other phrases that the codes 
sections would need to communicate. German text 
within a message was sent using another (unspeci- 
fied) special codebook.°’ 

Moorman raised the issue of a special collection 
operators’ code with Robert Loghry on October 2, 
1918, that could protect what were currently plain- 
text exchanges between stations.** This idea became 
the Code Compilation Section’s American Radio 
Service Code No. 1 later that month.*? 

On June 5, 1918, Captain Georges Painvin of 
the French Cipher Bureau proposed to Moorman a 
cipher to be used for telegrams when the two orga- 
nizations exchanged ADFGVX key recoveries.” On 
July 1, this system was extended to the British, and 
Hitchings shared it with MI1(b) and the Belgian 
Army. The first group in the message provided the 
date, where the day was given in numbers, followed 
by a digraph for the month (for example, June was 
JN), and then the group was filled out to five plac- 


es using the letter X. So June 1 would be 1JNXX 
and June 28 would be 28JNX. The key, normally 
expressed in numbers from 1 to 25, would be turned 
into letters using a simple substitution where 1 = A 
and 25 = Z. For the substitution grid, letters would 
be substituted with the next letter in the alphabet (so 
a C became a D) and numbers remained the same. 
When the last group was less than five characters, 
it was filled out with numbers; if the encipherment 
had characters that equaled a multiple of five, a five- 
number group would be added at the end. If a partial 
key was sent, the missing letters were represented by 
a question mark.*" 

This relatively simple system provided minimal 
protection to the regular key exchange. The system 
was used at least into the middle of November 1918, 
although MI1(b) appears to have preferred to send 
written notes, with the keys and table unenciphered, 
to the G2A6 rather than using the telegraph. 


MI-8 Codes and Ciphers 


The Military Intelligence Division’s MI-8 had a 
Code Compilation Section to handle codes needed 
by attachés for internal military intelligence matters 
and for the War Department in general. See appen- 
dix B for a list of codes. 


Navy Codes and Ciphers 


As discussed in chapter 6, producing crypto- 
graphic material was the sole cryptologic focus of 
the Navy Code and Cipher Section. Russell Will- 
son’s Navy Cipher Box was considered so secure that 
it was used to protect transatlantic communications 
during the Paris Peace Conference as well as for 
President Woodrow Wilson’s communications. See 
appendix B for a list of codes. 


Conclusion 


As the range of communications technology 
available to the war fighter expanded, the need for 
communications security increased. Telephone and 
telegraph transmittals using ground telegraphy were 
vulnerable on the front lines, and radio was more 
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so. No European combatant force in World War I 
was initially prepared to secure their communica- 
tions from exploitation, and the AEF was similar- 
ly unprepared. The few cryptologic experts of the 
US Army knew that their existing code and cipher 
systems were insecure in advance of the American 
entry into the war, but there was no mechanism for 
improvement. There was no doctrine of communi- 
cations security to consult, and no advance planning 
took place to ensure that the first American forces in 
France had the cryptographic material they needed 
to protect their conversations and messages from 
enemy intercept. The result was a chaotic series of 
homemade call words, codes, and ciphers that were 
ineffective. Dennis Nolan remembered that the 
failure to use codes properly “kept the enemy fre- 
quently informed as to our movements, although we 
were amused to find in a German report captured 
in October 1918 which gave the Allied battle order 
over a large part of the front, an apology for hav- 
ing passed an entire week with no identification by 
radio of one of the American Divisions.” 

Thanks to the efforts of Frank Moorman, How- 
ard Barnes, and Parker Hitt, better systems were in 
place by the time of the first large American action 
at St. Mihiel in September 1918. But secure sys- 
tems, vigilant communications security monitor- 
ing, and corrective actions could not overcome the 
fact that many officers and enlisted men lacked the 
training to understand the importance of securing 
their communications and the practical experience 
to effectively use protective measures. The creation, 
production, and distribution of codes and other 
cryptographic material were successful and impres- 
sive in speed and scope. It would be a difficult (if 
not impossible) task to reconstruct the information 
that the German Army radio intelligence gained 
from monitoring the communications of the AEF, 
but, even without that analysis, it should be assumed 
that, at a minimum, better communications security 
would have saved lives. 
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CHAPTER 13 


Radio Deception 


ne of the most intriguing, and poorly 

documented, aspects of World War 

I-era radio intelligence is the use of 

intelligence assets to conduct radio 
deception in the fall of 1918. On at least three occa- 
sions, men from either regular Signal Corps units or 
the Signal Corps Radio Section implemented plans 
to set up fake radio networks meant to deceive the 
enemy. 

The British, French, and German armies used 
a variety of means, including false radio traffic, to 
deceive their adversaries, particularly in the period 
1917-1918. The British were particularly skilled at 
combining false signals with good communications 
security, and used these techniques with varying 
effectiveness before every major attack of 1918." It 
is no surprise that American Expeditionary Forces 
(AEF) intelligence, almost certainly influenced 
by British and French efforts, employed both sig- 
nal troops and radio intelligence assets to generate 
fake radio communications networks to deceive the 
Germans. 

Specific records relating to these deception 
efforts are sparse. Even among organizations whose 
activities were already secret, radio deception seems 
to have been even more secret; the details were little 
shared and complete records may not have been kept. 
Postwar accounts by participants and by journalists 


are suspect, for they frequently jumble the dates and 
details. A careful study of available material makes 
it probable that at least three radio deception opera- 
tions took place in the fall of 1918: the Belfort Ruse 
of late August-early September, the Lorraine Decep- 
tion of mid- to late September, and the X Army/ 
Verdun Deception of late October. 


Belfort Ruse 


The Belfort Ruse, the most well known of the 
AFF deception operations, commenced in late August 
1918 prior to the St. Mihiel offensive. The goal was to 
prevent the German Army from moving reinforce- 
ments into the St. Mihiel salient. Colonel Arthur L. 
Conger, the assistant to General Dennis Nolan, the 
chief of the G2, attributed the idea to General John 
J. Pershing. However, an official account says that 
while Pershing, Brigadier General Fox Conner, Colo- 
nel Conger, and one other officer developed the plan, 
the idea originated in an August 19, 1918, letter from 
General Phillipe Pétain, commander in chief of the 
French Army, to Pershing. While the human intel- 
ligence side of this operation is well known, it is less 
known that the First Army established fake radio sta- 
tions—that is, real radio stations formed into an artifi- 
cial network that did not service operational troops— 
along the Belfort front. 
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Radio intelligence assets, such as the Signal 
Corps Radio Section and officers from the G2A6 
Radio Intelligence Section, likely did not partici- 
pate in the radio deception operations of the Bel- 
fort Ruse. Lieutenant Colonel Donald B. Sanger, 
commander of the 6th Field Signal Battalion, cred- 
its Signal Corps elements associated with the 6th 
Division, headquartered at Gérardmer, with this 
work. According to Sanger, “In order to be sure that 
our messages would be picked up an NCO [non- 
commissioned officer] went out into No Man’s land 
and laid a telephone circuit across a Boche listen- 
ing-in circuit, which was then connected up with 
the Advance PC of a regiment. Messages were then 
transmitted over this wire to this regimental com- 
mander using a code that was known to have been 
captured by the Germans. At the same time con- 
siderable increase in the activity of the Radio was 
indulged in.”’ Historian James H. Hallas noted that 
operators of the 29th Division conducted the work 
using borrowed French wireless equipment, and 
that “thousands of false coded messages” were sent, 
“liberally seasoned with the profane and violent 
English customarily employed by American radio 
operators.”* The entire ruse was judged successful as 
it caused the Germans to move four divisions into 
the Belfort Sector.’ 


Lorraine Deception 


Just after the St. Mihiel offensive, another radio 
deception operation took place in the Lorraine 
region, focused on the territory around the cities of 
Nancy and Luneville. Some accounts confuse this 
effort with the earlier Belfort Ruse, but it was clearly 
a separate effort.° The intent of the operation was 
to slow the movement of German reserves to the 
Meuse-Argonne front. 

Newspaper reporter Thomas M. Johnson placed 
the origin of this operation in a conference held at 
the First Army headquarters in Ligny-en-Barrois 
between General Pershing, General Hugh Drum, 
and Colonel Wiley Howell, the First Army G2A.’ 
Though Johnson does not mention him, Colonel 
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Parker Hitt, the chief signal officer of the First Army, 
likely participated. As a result of the discussion on 
September 18, 1918, Hitt organized a network 
that saturated the airwaves using newly established 
radio stations east of Nancy. These stations sent 
false traffic to deceive the Germans into thinking 
that an American corps had moved to that region.® 
The French VHI Army was aware of the American 
operation, which involved not just radio stations in 
their zone of operation but the movement of tanks 
for diversionary maneuvers.? Almost immediately, 
German observers remarked on increased American 
air and artillery activity."° 

It is possible that the radio intelligence collec- 
tors of the Radio Section were involved in this effort, 
for on September 24, Charles Matz, the chief of the 
First Army Radio Intelligence Section, reported to 
Frank Moorman at Chaumont that the listening 
station personnel “have been drawn out and the per- 
sonnel combined with the personnel of the French 
II Army to be used for a special purpose.”’ Some 
of these men were already establishing listening sta- 
tions on the new front on the Woévre plain. It is not 
clear where the other men were deployed, but their 
“special purpose” might have been to participate in 
the radio deception effort. 

Lending credence to this idea is the fact that 
Colonel Robert Loghry, head of the AEF Signal 
Corps Radio Section, was credited with leading the 
men who set up the radio stations, which “fooled the 
Germans” between Nancy and Luneville, although 
a postwar newspaper story misdates the activity 
to the days before the St. Mihiel salient, possibly 
confusing the Lorraine Deception with the earlier 
Belfort Ruse.” Similarly, George Sterling, an inter- 
cept operator who in 1948 became commissioner 
of the Federal Communications Commission, gave 
an oral history nearly 60 years after the war and 
recalled setting up two phantom radio stations, one 
in Nancy, sending “a stream of messages”; Sterling 
remembered that one operator complained that his 
messages were never answered.’ Little documen- 
tary evidence has been found to tie memories of the 


deception work in Nancy and Luneville to the pre- 
St. Mihiel Belfort operation, which makes it likely 
this was a separate operation. 

One document muddies the waters a bit about 
who was running the Nancy-Luneville deception 
and where it took place. A memo dated September 
21, 1918, issued by the Fourth Army headquarters, 
by command of Major General Joseph T. Dick- 
man, with a signature from the General Staff G3, 
ordered establishment of a radio network the next 
day “for secret reasons.” The network was to be 
located northeast of Nancy and consist of a corps- 
level network with two division nets and a con- 
trol station, which would operate until September 
24 at 1000. The 82nd Division set up stations at 
Morey (13 kilometers southeast of Pont-a-Mous- 
son), Serriéres (3 kilometers northeast of Morey), 
and Sivry (3 kilometers east of Morey). The 5th 
Division put stations at Agincourt (23 kilometers 
southeast of Pont-a-Mousson), Laitre (4 kilome- 
ters northeast of Agincourt), and Laneuvelotte (4 
kilometers east of Agincourt). Additionally, the 
2nd Division set up a control station at Custines 
(15 kilometers southeast of Pont-a-Mousson). Call 
signs and wavelengths were provided to the opera- 
tors. Though the G2 was given the details of the 
false stations, there is no indication that the G2 
helped devise the plan. There is no record showing 
which organization devised the false traffic. These 
networks, stretching from just north of Nancy to 
Pont-a-Mousson, were likely the northern edges of 
the Nancy-Luneville deception.” 

Some of the American fake messages were in an 
easily broken code that has not, to date, been identi- 
fied.’ When the Germans decoded these messages, 
they believed that at least six divisions, belonging 
to a mythical Tenth Army (see next section) were 
moving up to a front, presumably to attack the city 
of Metz.'® According to Johnson, the messages were 
considered so important that they were sent imme- 
diately to German Generals Paul von Hindenburg 
and Erich Friedrich Wilhelm Ludendorff."” A Ger- 
man intelligence report dated September 27 noted 
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that the “possibility of an imminent, large scale, 
Franco-American attack in Lorraine” had not been 
decreased by the start of the Meuse-Argonne offen- 
sive the previous day, and that “intercepted radio 
communications” indicated that strong American 
reserves were moving to the front between Verdun 
and Luneville.'® 


The X Army/Verdun Deception 


More is known about this third radio decep- 
tion effort than the others because the 1919 Report 
of the Chief Signal Officer describes it, and there was 
also a spate of postwar articles on the subject. The 
deception operation, from the point of view of the 
radio intelligence operators tasked to set up the fake 
networks, is described in some detail in Ernest Hin- 
rich’s memoir Listening In. 

In the pause between the second and third 
phases of the Meuse-Argonne operation, begin- 
ning on October 23, 1918, and lasting until the 
early days of November, a fake radio network 
sprang up along a front from Beaumont to Fresnes. 
This network belonged to the mythical X Army 
(or, more properly, the Tenth Army). The opera- 
tion was reportedly developed by a “handful of 
American junior officers,” under the supervision of 
First Army G2A Howell and Chief Signal Officer 
Ft” 

The junior officer in charge, Charles Matz, 
played the role of commander in chief of the Tenth 
Army. Matz was detailed from the G2A6 Radio 
Intelligence Section at AEF headquarters to serve as 
Howell’s radio intelligence officer; in this job he had 
frequent interaction with Hitt, who supervised the 
Radio Section signal collectors assigned to the First 
Army. Lieutenant John A. Graham, also assigned 
from the G2A6, worked with Matz on the opera- 
tion and was named chief of troop movements.” 
Matz was likely privy to Hitt’s work on the Lorraine 
Deception, and this final deception operation may 
have been turned over to him, as Hitt was busy over- 
seeing signal operations for the Meuse-Argonne 
offensive. 
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The communications for the headquarters of 
this imaginary Tenth Army, and all related divi- 
sion and brigade communications, were handled 
by Radio Section operators working on top of the 
citadel of Verdun. Two portable radio stations were 
established near the ruined village of Eix, east of 
Verdun, on the road to Etain. These stations were 
frequently shelled by the Germans.” 

The first message to the army was in an eas- 
ily broken code, directing that no stations answer 
but to be alert for incoming messages at set times. 
This was followed by a series of messages directed 
to imaginary officers along the front. The mobile 
stations sent out messages designed to make the 
Germans think a large force was present—such 
as a request for 200 copies of a map—and that an 
attack was imminent. Telephone teams moved fre- 
quently and sent indiscreet messages, sometimes 
deliberately laying their wires in no-man’s-land 
so that they might be more easily intercepted. It 
did not take long to provoke the Germans into 
aerial reconnaissance of the area as well as trench 
raids. By October 26, First Army listening stations 
reported that enemy ground telegraph stations had 
been drawn back.” 

General Nolan described encountering this 
effort very late in October: 

I found the First Army working this on its 

own by establishing a wireless station that 

used a leaky code, the wireless station send- 

ing being that of a new army going in on 

the right of our First Army in the Meuse- 

Argonne battle. The young man in charge of 

the enemy radio section of the First Army 

was working it and the Germans could get 

about everything from that station in the 
line of orders to an army in this leaky code. 

After it had been working four or five days, 

I found this wireless section at Souilly very 

much depressed one morning when I came 

in and asking the reason for it, I was told 

the German turned their artillery on it the 

night before and succeeded in destroying 
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our sending apparatus at this point com- 

pletely and they were afraid that Army X 

would have to go out of business.” 

Hinrichs was one of the Radio Section men sent 
to run the radios and send false traffic. He, along 
with Ralph E. Lenz, Oscar E. Schenk, Albert H. 
Willman, Ray H. Holmes, and three others (“Pete,” 
“Schmidt,” and “Scotty”) were sent out to the field 
by Lieutenant George Benjamin about one week 
into the operation. After several days at Eix, some of 
the group, including Hinrichs, moved to Fort Vaux 
(see photo). When the team began to set up their 
equipment and run their wire in front of the fort, 
French soldiers protested and noted “Les Americans 
sont fou” (the Americans are crazy). Though the 
operation had been approved by the commander of 
the fort, the French troops were aghast that this unit 
was deliberately communicating with the enemy. 
Hinrichs and his team returned to Souilly on Octo- 
ber 30 after a week in the field.” 

The operation was successful; the fact that two 
German divisions were held in reserve in Metz was 
credited to the work of Matz and his team.”° 


Radio Deception in the Navy 


The AEF was not the only US service to prac- 
tice radio deception. “Tricking an enemy by radio” 
was a known technique in the US Navy, and there 
were instructions for radio officers to do so. One 
suggested method was to vary the strength of radio 
signals to mislead the enemy of the distance of the 
American fleet. Other approaches included mimick- 
ing radio operations of merchant ships and repeat- 
ing the enemy’s code messages in an attempt to con- 
fuse intercept operators. There seems to have been 
agreement that it was crucial to have radio operators 
who were capable of handling these more complex 
tasks. The author has not located any operational 
examples where these techniques were used; it is 
possible that a search of ships’ logs might uncover 
instances of radio deception.” 
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Fort Vaux, east of Verdun, 1919. Radio Section units set up operations at the top of this fort in October 1918 

as part of a radio deception effort. Digitization courtesy of Meuse-Argonne.com. National Archives and Records 
Administration, College Park, Record Group 120, Records of the American Expeditionary Forces. Photographs 
taken by the “Griffin Group” of areas occupied by American troops during World War | combat operations, 1918- 


1919. 120-G-1-SM-38-77, 120-G-1-AM-1140-81 


Conclusion 

Reading between the lines of the convoluted 
and conflated stories about fake radio stations, we 
find an evolution of the AEF’s employment of this 
deception technique from a hastily put together 
network devised by signal troops to a more com- 


plex operation conducted in joint effort between 
the G2A6 and the Signal Corps Radio Section. 


The increasingly confident use of radio deception, a 
technique not initially part of AEF intelligence doc- 
trine in 1917 but learned from French and British 
allies, demonstrated the ability of the radio intelli- 
gence effort to grow and adapt over the course of the 
short period of active American combat operations. 

While not intrinsically a cryptologic task, radio 
deception does have a cryptologic element when it 


319 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


involves the transmission of fake coded messages or 
involves personnel that normally were assigned to 
radio intercept functions. Deception efforts in the 
fall of 1918 were quickly planned, appear to have 
used Signal Corps assets close at hand, and are 
poorly documented due to either haste or secrecy. 
Further research on this subject is warranted. 
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CHAPTER 14 


Was Radio Intelligence 
Used in AEF Siberia? 


or about one month in late 1918, it 

appeared that the US Army was prepar- 

ing to set up a radio intercept operation to 

collect radio intelligence in Omsk, Russia. 
While the request caused a flurry of activity within 
the Military Intelligence Division’s (MID’s) Radio 
Intelligence Section (MI-10E), the request was 
made in error, and it seems unlikely that either of the 
American Expeditionary Forces (AEF) forays into 
Russia included communications intelligence opera- 
tions. Why Omsk? In one of the more obscure mili- 
tary ventures of the twentieth century, the United 
States sent troops into Russia in the late months of 
World War I during the Russian Civil War. 

The two AEF contingents sent into Siberia and 
Northern Russia in the second half of 1918 were 
dispatched for both diplomatic and military rea- 
sons that dated from President Woodrow Wilson’s 
July 6, 1918, decision to join the British and French 
intervention in Russia. The Bolshevik Revolution 
of November 1917, Russia’s subsequent withdrawal 
from the Allied effort in the war against Germany 
in March 1918, and the ongoing Russian Civil War 
resulted in a complicated and chaotic political situ- 
ation. The Allies were concerned that war materials 
they had supplied to Russia would fall into German 
or Bolshevik hands. They wanted to employ the 
Czechoslovak Legions, a force composed of Czech 


and Slovak soldiers and formed at the beginning of 
World War I by the Russian Czar and attached to 
the Czarist Army. After the Bolshevik Revolution 
and Russia’s withdrawal from the war, the legions 
were augmented by Czech and Slovak soldiers from 
the Austro-Hungarian Army who had been released 
from Russian prison camps. One plan was to evacu- 
ate these fighters from Vladivostok and redeploy 
them in France. The British and French wanted to 
deploy these troops to reconstruct the Eastern Front 
and defeat the Bolsheviks, thereby stopping both the 
Germans and the spread of communism. 

The AEF Siberia Expedition arrived in Vladi- 
vostok in mid-August 1918 and did not leave until 
April 1, 1920. The AEF North Russian Expedition 
(also known as the Polar Bear Expedition’) arrived 
in Arkhangelsk in September 1918 and departed in 
July 1919. 

In July 1918, Herbert O. Yardley, in MI-8, was 
asked to draw up plans for a contingent from MI-8, 
the MID Code and Cipher Section, to go with the 
AFF to Siberia. Although there are some indications 
that personnel had been selected, plans seem to have 
been scrapped when Yardley was ordered to report to 
France instead.” 

On November 19, 1918, the US government’s 
Committee on Public Information (CPI) made a 
request to the Signal Corps. The CPI, established by 
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President Wilson's executive order on April 13, 1917, 
was charged with disseminating pro-war American 
propaganda—“Propagation of faith”’—both abroad 
and domestically. Walter S. Rogers, head of the CPI’s 
Foreign Press, Wireless, and Cable Service in New 
York, asked General George Squier, the US Army’s 
chief signal officer, to send a radio receiving set to the 
Signal Corps officer stationed with General William 
S. Graves, the head of AEF Siberia, in Omsk. Rogers 
had been advised by Captain David W. Todd, direc- 
tor of naval communications, that a receiving set in 
Omsk could probably hear the CPI’s news service 
broadcast from the naval radio site at Cavite, in the 
Philippines, and might even hear the broadcast from 
the naval site in Peking. Rogers thought that a receiv- 
ing station in Omsk could also “undoubtedly” receive 
the recently established French government news 
service transmitting from Lyon.* 

The need to use the Signal Corps to broadcast 
propaganda was slightly unusual since the govern- 
ment had long relied upon the US Navy for long- 
distance radio. In 1904, a board established by Presi- 
dent Theodore Roosevelt to look at the government’s 
use of this new technology had declared that the US 
Navy’s interest in radio was paramount, since they 
needed communications between and with ships at 
sea. While recognizing the US Army’s right to oper- 
ate radio stations in military areas, the board said 
that other government departments should transfer 
their radio installations to the navy. While this was 
not backed with congressional action, the navy took 
this as a mandate. The Radio Act of 1912 autho- 
rized the Department of Commerce to regulate 
nongovernment radio operations. So, when the CPI 
was established, it relied on naval radio communica- 
tions to broadcast US propaganda to the world. 

Squier approved of Rogers’s idea and forwarded 
his request for action. He thought a “properly con- 
structed” receiving station at Omsk could receive 
some European broadcasts and recommended that 
“certain special receiving apparatus, which has been 
used in the trans-Atlantic [sic] investigation recently 
discontinued” be sent to Omsk along with an offi- 
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cer familiar with both these investigations and the 
working of long-distance radio communications.° 

The problem was that the Signal Corps had two 
efforts underway that could be construed as being 
involved with transatlantic investigation of radio 
communications. There were experimental efforts 
to investigate the technical capabilities of this still 
relatively new technology under the direction of 
Major Charles A. Culver’ in the Signal Corps Engi- 
neering and Research Division. And there were the 
experimental efforts of the MID’s MI-10E station 
at Houlton, Maine. 

Somehow, those in charge of the MID misun- 
derstood Squier’s endorsement to be directed at MI- 
10E, and the plans were rapidly hatched. An urgent 
message was sent to Major Carl Kinsley, the head of 
MI-10E, who was then visiting radio tractor units 
along the Mexican border. Kinsley’s December 14 
telegram noted that a “Radio Intelligence Receiv- 
ing Station” for Omsk was under consideration and 
would copy traffic from Lyon, Rome, Cavite, and 
possibly Peking. Colonel John M. Dunn, acting 
director of the MID, noted that personnel would 
be volunteers, and their slots in the United States 
would be filled by men from the Houlton station. 
Equipment would be the same as that currently 
used at Houlton, along with a radio tractor and a 
truck from Fort Sam Houston in Texas. Although 
the message clearly noted “matter still provisional,” 
other telegrams were sent that same day to poten- 
tial volunteers, asking whether they might desire an 
assignment in Siberia. Also on that same day, Dunn 
signed a long planning message to Kinsley, which 
identified two men who had volunteered, discussed 
the future of Houlton, and provided a two-page list 
of material needed for Siberia.® 

One can imagine the surprise, and perhaps con- 
sternation, in the MID when a memorandum from a 
young officer in the Office of the Chief Signal Officer 
reached them on December 17. Lieutenant Colonel 
Joseph O. Mauborgne (who would one day be the 
army’s chief signal officer) attempted to set matters 
straight on two subjects. He made it clear that the sta- 


tion at Houlton was not connected with the Signal 
Corps and that the Signal Corps had no objections 
to Houlton’s work continuing. He then noted that 
“Gt would appear that an error has been made in your 
office” regarding the assignment to Omsk. The Sig- 
nal Corps intended to send personnel and equipment 
from Signal Corps stations “used prior to the sign- 
ing of the armistice in the reception of trans-Atlantic 
[sic] signals,” stations that were under the direction of 
Major Culver and which “were not in any way con- 
nected with the Radio Intelligence Section” (that is, 
MI-10E).? 

Six days later, the MID sent a memorandum to 
Mauborgne, noting that their December 14 memo 
had been withdrawn and canceled, and a memo 
concurring with the plan to send a Signal Corps 
unit had been sent to the army chief of staff." 

There would be intelligence sections set up in 
both AEF Siberia and AEF North Russia, and both 
contained sections responsible for codes, ciphers, and 
communications.'' At least one of the officers sent 
to the Siberia intelligence effort, Lieutenant Ben 
Stinchfield, had served in MI-8, the MID Code and 
Cipher Section run by Yardley.” It seems unlikely 
that these units had communications intercept capa- 
bility, but they probably performed codebreaking or 
cipher breaking on messages obtained through any 
means, electronic or otherwise. 

Incidents such as the misunderstanding about 
the proposed collection site at Omsk undoubtedly 
contributed to underlying tensions between the 
MID and the Signal Corps as to responsibility for 
communications intercept. This would be resolved 
in favor of the Signal Corps with the realignment 
of the army in 1920, when the intercept function 
was subordinated to the Signal Corps and the MID 
Radio Intelligence Service was disestablished. 
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CHAPTER 15 


The Cloak of Secrecy 


This chapter was published in a differ- 
ent form as “The Cryptologist’s War: How 
World War I Helped Weave the ‘Cloak’ of 
Cryptologic Secrecy,” Cryptologic Quarterly, 
2017-03: 31-39. The article was adapted 
from a talk the author presented at the 2016 
joint meeting of the National Council on 
Public History and the Society for History 
in the Federal Government. —Ed. 


hy is it that the details of US 

World War I radio intelligence 

work, particularly that accom- 

plished within the American 
Expeditionary Forces (AEF), have not previously 
been compiled into a single historical work? One 
reason might be the cloak of secrecy thrown over 
the subject in reaction to the work of Herbert O. 
Yardley. In early 1931, the small US government 
cryptologic community was horrified by the pub- 
lication of The American Black Chamber, a book by 
one of their own, Yardley.! (The book was also 
excerpted in the Saturday Evening Post, reaching 
a wide audience.) Not only did the book purport 
to reveal untold World War I cryptologic stories, 
but it went into some detail about the work of 


Yardley’s own secret cryptologic organization, the 
Cipher Bureau, in the 1920s. 

William F. Friedman, the pioneering American 
cryptologist, inscribed “Omnis Homa Mendex” or “All 
men lie” on the fly leaf of his copy of Yardley’s book. 
The men, once friendly on a collegial level but near 
opposites in personality and habits, had grown apart 
over the years. Friedman’s career was on the rise as the 
head of the Signal Intelligence Service, while Yard- 
ley’s was on the decline with the elimination of his 
organization, the Cipher Bureau. Friedman was so 
incensed by Yardley’s betrayal of cryptologic secrets 
that he carefully annotated his copy of the book and 
solicited the opinions of other World War I-era fig- 
ures whose work was misrepresented within. Next to 
part of Yardley’s discussion of American cryptologic 
work during the war, Friedman carefully penned, 
“All this is a most amazing piece of misstatement, 
inaccuracy, and downright falsehood.” 

Because cryptology was a poorly understood 
intelligence function at the time that the Espionage 
Act was passed in June 1917, the act contained no 
provisions that covered Yardley’s revelations, and he 
effectively could not be prosecuted. As a result of 
Yardley’s book, the act was amended in 1933 to pro- 
hibit disclosure of foreign codes or anything put into 
code.* 

Between the entry of the United States into 
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World War I in 1917 and the 1933 changes to the 
Espionage Act, the world learned quite a bit about 
US government cryptologic activity, including 
advances made during the war. Military intelligence 
personnel grappled with the concept of secrecy— 
what should be protected, what is a secret, why it is 
a secret, and how to handle or protect this material. 
While this was likely the first time the US military 
establishment struggled with the issue of protecting 
cryptologic material through classification, it would 
not be the last.> 


Wartime Secrets 


Why was cryptology so obscure that the Espio- 
nage Act had neglected to protect this vital work? 
There was no formal cryptologic service prior to 
World War I, although there had been a rudimen- 
tary start at radio interception and codebreaking in 
1916—so rudimentary that the US mail was used to 
send secret intercepts to those who might be able to 
break the codes and ciphers within. One of the most 
in-depth US publications on the subject, Manual for 
the Solution of Military Ciphers® by Captain Parker 
Hitt, was not classified upon its release in 1915 
and was never retroactively controlled. When war 
on Germany was declared in April 1917, there was 
a rush to establish code and cipher sections in the 
army and navy. Cryptologic organizations were also 
established within the AEF in France. 

Concepts of secrecy and classification differed 
on the home front and Western Front. On the home 
front, a large private organization—Riverbank 
Laboratories, owned and operated by George Fab- 
yan—had been lending cryptologic assistance to 
the government for several years. Friedman, then 
Riverbank’s chief cryptologist, produced ground- 
breaking publications on the science of ciphers that 
Fabyan had freely distributed. In contrast to Fab- 
yan’s approach, Colonel Ralph Van Deman, the head 
of the Military Intelligence Division (MID) for the 
War Department, desired to protect cipher informa- 
tion and contemplated having some Riverbank pub- 
lications withdrawn from the Library of Congress 
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for reasons of secrecy. While Fabyan appreciated 
the military’s need for secrecy, he had the compet- 
ing urge to publicize his organization’s work. Still, in 
May 1917 he announced to Van Deman, “your work 
at the present time is all being handled by the men, 
Miss Jensen, Miss Ford, and Miss Smith, and they 
all understand that if one word pertaining to it leaks 
out there will be trouble.”’ 

The struggle over the Riverbank publications 
went on between Fabyan and the MID through 
much of 1918. Fabyan often noted to Van Deman 
and his staff that military personnel had inadver- 
tently disclosed information more important than 
Fabyan’s work, but this tried the patience of the 
MID leadership. The division was indeed frustrated 
that there were “many officers who do not appreci- 
ate the need for secrecy in regard to [cipher] infor- 
mation,”® but that did not give Fabyan the right 
to disclose secrets. Despite Fabyan’s considerable 
generosity and patriotism in allowing Riverbank to 
do War Department work at his personal expense, 
just days before the Armistice in November 1918, 
Brigadier General Marlborough Churchill, Van 
Deman’s replacement at the MID, determined that 
it was unwise for the department to exchange fur- 
ther information with Fabyan. The tipping point? 
Fabyan wanted to send copies of his publications on 
cryptanalysis to Japan. While Japan was an ally of 
the United States during World War I, the military 
was aware that they might someday be an adversary, 
and this was just a step too far.” 

On the Western Front, the standard for work 
in France was to classify in order to keep opera- 
tions secret from the adversary rather than to clas- 
sify because of the nature of the work. Codebooks 
were classified SECRET and marked “Must not 
fall into hands of enemy”—with the code group to 
report loss of the book designated “DAM.” Details 
of signals interception were sometimes marked 
CONFIDENTIAL or SECRET but most often 
not marked at all. Examination of AEF records 
reveals a similar situation; some ciphered or coded 
messages were stamped SECRET while others were 


not marked at all. The government withdrew select 
material from the files in 1917 and 1918 because it 
was determined too sensitive to be kept with general 
paperwork. There seems to have been no consistent 
standard applied to protecting the work. Postwar 
wrap-up reports were sometimes classified and 
sometimes not; many of these were reprinted in the 
1930s as CONFIDENTIAL and eventually declas- 
sified in the 1970s and 1980s.?° 


Postwar Free-for-All? 


After the war, men were actually permitted to 
take some of their work home. One example of 
this is a British War Office Manual of Cryptogra- 
phy, published in 1911 and used in World War I. 
Despite being marked “For Official Use Only” with 
the caution, “The information given in this book is 
not to be communicated, either directly or indirectly, 
to the Press, or to any person not holding an offi- 
cial position in His Majesty’s Service,” it found its 
way into the possession of First Lieutenant William 
Friedman in the Radio Intelligence Section (G2A6) 
in 1918 and can be found in Friedman's papers at 
the George C. Marshall Foundation’s Research 
Library.’ The many journalists accredited to follow 
the war in France were censored and rarely men- 
tioned intelligence matters. An early exception was 
the widespread publication in September 1917 of 
the United States’ ability to read German messages, 
although the information was unspecific.” 

After the war, some correspondents wrote more 
about the secret side of the war with no apparent 
repercussion. Participants in signal collection and 
codebreaking documented their work in army pro- 
fessional journals and radio magazines. In 1920, 
Colonel Frank Moorman, who had headed the 
G2A6 in France, asked for permission to publish an 
article on the “Use of Code and Cipher in France” 
in the US Army’s Infantry Journal. Permission was 
sought, and granted, for Moorman to do this despite 
dissent on the matter. The dissenter? None other 
than Yardley, who said, 11 years before his own book 
was published, “Since the creation of the Cipher 
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Bureau, I have steadily maintained a position of 
secrecy and non-publication of any information 
dealing with codes and ciphers.”’ Lectures on the 
subject by those who had participated were given to 
junior officers with no apparent caution for sensitiv- 
ity. The war was over; the Allies were successful; the 
stories were known. 

Between 1919 and 1922, quite a lot of infor- 
mation was available in one way or another. An 
August 1919 article in a San Antonio, Texas, paper 
about the Radio Intelligence unit at McAllen, Texas, 
being recognized as the most efficient in the ser- 
vice, was deemed “regrettable” by the MID. A memo 
to Washington from the unit’s commander notes, 
“(T]he men of these units have been informed time 
and again that under no circumstances were they 
to divulge or discuss the work of the units in any 
way on the outside.” While the men denied giving 
out information, they did admit to discussing the 
prize money they had received for this recognition 
amongst themselves at the local Community Ser- 
vice Club, where a reporter likely overheard them. 
The commander subsequently warned the editors of 
the local papers that “under no circumstances” were 
they to print anything concerning these units.” 

In September 1919, The Wireless Age published 
the first of what would be four articles titled “Wire- 
less in the A.E.F.” Written by Lieutenant Colonel 
Louis R. Krumm, the officer in charge of the AEF’s 
Radio Division, and his subordinate officer, Captain 
Willis H. Taylor, Jr., these articles comprehensively 
covered the work of the Radio Division, including 
its radio collection, direction-finding, and ground 
intercept (listening-in) efforts. 

The 1919 War Department Annual Report, 
published in 1920,'° contained a chapter on the 
AEF Radio Section, which was entirely unclassi- 
fied. It discussed intercept equipment, locations, the 
difficulties of code and cipher work, and examples 
of how this work supported the war. While this 
information was likely not in public circulation, it 
undoubtedly was available to those looking for it. 

In 1921, Churchill, the head of the MID, pub- 
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lished an article in the Journal of the United States 
Artillery that glossed over the existence of a home- 
front code and cipher section and implied it was 
not needed in peacetime.'’ That same year, a book 
detailing the work of the 406th Telegraph Battal- 
ion in the war talked at length about sources and 
methods for communications intelligence, with no 
apparent repercussion.'® 

August 1922 saw Radio magazine print a talk 
that Major Robert Loghry, head of the Radio Sec- 
tion during the war, gave several times that year on 
the subject of military radio communications, to 
include the intercept work of the Signal Corps.’ 
That same autumn the American Legion Weekly pub- 
lished an in-depth article by a journalist explain- 
ing how the AEF Code and Cipher Section broke 
a crucial German code in March 1918—with dia- 
grams showing how they did it! ”° 

However, there are indications someone in 
government recognized that World War I secrets 
needed to be protected after the war. One of the 
most confusing cases involved the 1920 AEF pub- 
lication, The History and Principles of German Mili- 
tary Ciphers 1914-1918."' This document, written 
in December 1918 by a junior officer in the AEF’s 
Radio Intelligence Section, J. Rives Childs,” might 
have been among the resources officers were allowed 
to take home with them from the war.*? In 1935, 
Friedman, while in charge of the Signal Intelligence 
Service, reprinted many of the postwar AEF writ- 
ings on cryptology; at that time this information 
was marked CONFIDENTIAL. In 1946, The His- 
tory and Principles of German Military Ciphers 1914- 
1918 was downgraded to restricted, and Friedman 
kept a copy at home (as was allowed). In 1957, the 
classification was upgraded to CONFIDENTIAL 
by the National Security Agency (NSA). The Agen- 
cy likely did not realize that their sister organiza- 
tion, the Army Security Agency, had declassified the 
book in late 1955. Despite these efforts to control 
the document, there were copies available to the 
public—in paper and on microfilm. In 1958, the 
American Cryptogram Association (ACA) notified 
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some of its members about the availability of this 
work from University Microfilms of Ann Arbor, 
Michigan. David Kahn, author of The Codebreak- 
ers, obtained a copy in this manner. When the ACA 
asked NSA if it had objections to the association’s 
magazine publishing a review of the book, the ACA 
was advised that it was CONFIDENTIAL and a 
review could not be authorized by NSA. At that 
time, it was also determined there was a copy of the 
document in the catalog of the Library of Congress, 
but it was missing (it was later located). 

The story of this one World War I document 
does not end here. In 1970, a copy of the document 
was found in the records of the AEF in the National 
Archives, and NSA had the copy withdrawn since 
it contained Security Classified information. Finally, 
in November 1973, NSA officially declassified the 
book. The Agency released it as Special Research 
History 310 more than 50 years after it was written 
and many years after the techniques and technolo- 
gies were completely outmoded! * 


The Impact of Yardley 


Yardley’s book came out in 1931 and, in the 
aftermath of its publication, it is clear that writ- 
ers familiar with the World War I radio intelli- 
gence effort became more cautious. General Peyton 
March’s 1932 book The Nation at War” had only 
a brief mention of radio intelligence work. General 
Dennis Nolan's lecture on military intelligence in 
the AEF for the Army War College in 1933 was 
classified CONFIDENTIAL.” 

In 1932, Childs, whose wartime work had been 
misrepresented by Yardley in The American Black 
Chamber, anonymously published a memoir of sorts, 
Before the Curtain Falls,* which discussed his World 
War I service. Many years later, in 1983, it was pub- 
lished under his name in a revised form as Let the 
Credit Go.” Although most names of people, includ- 
ing Childs himself, are anonymized in the first book, 
Childs used Yardley’s true name. Childs, under the 
guise of Anonymous, does give some detail of code- 
breaking operations and the US relationship with 


British and French cryptologic personnel. He also 
talks about the March 1918 breakthrough against 
a German code, which had already been revealed in 
the American Legion Weekly article in 1922. 

In his book Secret and Urgent,” released in 1939, 
Fletcher Pratt chose to steer away from the core of 
US cryptologic work in World War I. He mentions 
the British work on German codebooks in their 
Room 40, and he discusses the discovery of code- 
books in the papers from a downed German Zep- 
pelin. He writes, “The story of ciphers and codes in 
the World War is still locked in the secret record of 
the World’s Black Chambers.” He even directly ref- 
erences Yardley, noting that when part of the story 
gets out, “there are wigs on the green’—effectively, 
heads will roll! 


Conclusion 


World War I was the first time the US military 
had to grapple with cryptologic secrecy on a large 
scale. While the MID showed signs of understand- 
ing the need to protect concepts and techniques, and 
resisted George Fabyan’s desire to share these with 
allies far and wide, the AEF was more concerned 
with protecting current information from the adver- 
sary. Once the fighting ended, the AEF allowed 
material to be kept as reference material or souvenirs 
and did not stop journalists from writing about the 
wartime success of the cryptologists. 

The 1917 Espionage Act did not properly cover 
the then little-known discipline of cryptology, but 
the stunning revelations in Yardley’s The Ameri- 
can Black Chamber forced changes to the law. The 
release of so much material about World War I was 
considered a serious security leak as late as 1948, 
long after the material revealed had any relevance 
to modern cryptologic practices.*' However, Yard- 
ley’s unexpected revelations did force the crypto- 
logic community to come to grips with protecting 
information; the reaction to his work meant that 
material written about World War I, during or just 
after, was often reclassified or hidden away. Books 
and magazine articles could not be hidden or confis- 
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cated, but in that pre-Internet era and in the normal 
course of life the material fell out of easy access to 
most people. The reaction to Yardley’s book had an 
immediate chilling effect on others who wanted to 
write about the cryptologic work of the Great War. 
Some of this effect lasted well into the 1970s and 
early 1980s. 

Looking back, these World War I revelations 
are, while not laughable, quite minor in proportion 
to later security lapses. But the damage Yardley did 
by publicizing his success in the 1920s against Japa- 
nese code cannot be discounted since the informa- 
tion potentially changed Japanese cryptologic efforts 
to the detriment of US interests.*’ By the time the 
United States entered the Second World War, the 
dangers of revealing cryptologic capabilities were 
much better understood, partly because of the angst 
caused by Yardley’s work. Well-thought-out stan- 
dards for classification and control of material began 
to be used to protect cryptologic material.*’ In June 
1945, at the end of the European portion of the Sec- 
ond World War, Preston Corderman, commander of 
the Signal Security Agency, issued a memo reiterat- 
ing that secrecy about signals intelligence operations 
needed to be maintained “during the remainder of 
the war and in peace as closely as it has been main- 
tained in the past” for the future safety of the United 
States.** And with a few notable exceptions,* the 
cryptologic secrets of the Second World War were 
kept for three decades or more after the war’s con- 
clusion, unlike the secrets of the First World War. 
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CHAPTER 16 


American Indian Codetalkers in 
World War | 


Codetalking was a late innovation of 
World War I and was used to transmit criti- 
cal information securely over the telephone. 
As has been documented in chapter 12, 
American forces, despite frequent reminders, 
did not practice good security when using the 
telephone at a time when there was no voice 
encryption available. German radio intelli- 
gence was easily able to monitor American 
phone and radio communications, as were 
the US Army Radio Section personnel devot- 
ed to policing the American communications 
lines (chapter 10). At least two army divisions 
relied upon American Indians as codetalkers, 
and members of multiple tribes provided this 
life-saving form of safe communications. 

This chapter was written by Dr. Steve 
Huffman and is based on his unpublished 
article “American Indian Codetalkers in 
World War I.” It is used by courtesy of the 
author. Huffman earned his BA in archaeol- 
ogy from Wheaton College and his master’s 
and PhD in computational linguistics from 
Georgetown University, where his study 
focused on American Indian languages. 
He worked in the Department of Defense 
for 35 years as a cryptanalyst, linguist, and 
researcher. —Betsy Rohaly Smoot 


Note on terminology. At this moment in 
American society (2022), there is a vigorous reevalu- 
ation of what terms should be used to refer to various 
ethnic and racial groups. For 300 years, the standard 
term for the descendants of those who inhabited 
America before Columbus has been American 
Indian, or simply Indian. Some people now argue 
that American Indian is pejorative and should be 
replaced by the term Native American. The men I 
interviewed over the course of my research unani- 
mously preferred to refer to themselves as American 
Indian or Indian, and some actively rejected Native 
American as inaccurate and borderline offensive. To 
honor their deeds and their memory, I have chosen 
to use the term they preferred. Also, please note that 
this article contains numerous quotations from the 
past, some of which contain epithets for enemy sol- 
diers in wartime and phrases that reference common 
(at that time) stereotypes that are offensive today. 


rom their earliest settlement of North Amer- 
Fb European settlers fought alongside and 

against American Indians. During many con- 
flicts over hundreds of years, there were settlers who 
developed a deep respect for the American Indians’ 
skills as scouts and warriors and actively courted 
American Indian allies whenever there was fighting 
to be done.’ Some of the most prominent US Army 
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officers of the latter part of the nineteenth century 
expressed their appreciation of the fighting quali- 
ties of the American Indians. General Nelson Miles, 
who led campaigns against the Plains Indians in the 
1870s and 1880s, wrote, “They employed the art 
of deceiving, misleading, decoying, and surprising 
the enemy with great cleverness. The celerity and 
secrecy of their movements were never excelled by 
the warriors of any country. They had courage, skill, 
sagacity, endurance, fortitude, and self-sacrifice of 
a high order.”” General William Sherman was the 
commanding general of the US Army from 1869 
to 1883 and led the army’s wars against various 
American Indian tribes in the West. Sherman was 
no friend of American Indians, but he admired their 
war-fighting skills, saying, “Their sagacity and skill 
surpass that of the white man.”? General George 
Crook also fought against various American Indi- 
an tribes throughout the American West from the 
1860s to the 1880s. One of his staff officers wrote 
that his Shoshoni auxiliaries were “the finest light 
cavalry in the world.”* General Charles King, who 
campaigned against the Sioux in the 1870s, wrote, 
“The Indians were always scientific fighters, but 
when they succeeded in arming themselves with 
breech-loaders and magazine rifles, the Sioux of 
the Northern Plains were foemen far more dreaded 
than any European cavalry.”* As recently as the 1916 
Punitive Expedition along the Mexican border (see 
introduction), the US Army had relied on Indian 
scouts, and General John Pershing, commander of 


- 


the Expedition, wrote “... Indian Scouts rendered 
valuable service in the brief campaign against Pan- 
cho Villa.”® 

Given the experiences of the US Army in con- 
flicts with American Indians in the period after the 
Civil War, along with the testimony of army leaders 
like Generals Sherman, Crook, King, Nelson, and 
Pershing, it is not surprising that many in the military 
believed that Indians would excel as scouts, message 
runners, and sharpshooters.’ But there was a debate 
about whether Indian soldiers should serve in their 
own dedicated units (as African Americans did in 
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the Civil War) or be assigned to existing units. Some 
officials, including Secretary of the Interior Franklin 
Lane, thought that the country could raise several 
infantry divisions of American Indians (a World War 
I army division contained approximately 28,000 men). 
Ultimately, however, it was decided that it would be 
best to integrate American Indian recruits into exist- 
ing units. Since regiments and divisions were raised 
mostly by geographical region throughout the United 
States, some units, such as those from Oklahoma and 
the southwestern United States, contained a high 
proportion of American Indians.* 

Estimates vary, but about 12,000 American 
Indians fought in the US military during World 
War I.’ Many of these men were probably still flu- 
ent in their tribal languages.'° Indians’ reputation as 
superb warriors meant that many American soldiers 
were pleased to learn that they would have Indi- 
ans alongside them in combat. After WWI, Major 
General Hugh Scott wrote, “The Indian was popu- 
lar in his organization of white soldiers, wherever 
he served, no word of misprision ever reaching my 
ears. As a race he played a higher part in the war on 
the side of patriotism than the ordinary white man, 
notwithstanding the fact that it was but a short time 
since we were pointing guns at him.”"? 

Among those American Indians who par- 
ticipated in World War I, some would serve the 
country in a unique way by using their native lan- 
guages to prevent the enemy from listening in to 
frontline communications. Much of our knowledge 
concerning American Indian codetalkers in World 
War I comes from the work of Lieutenant John R. 
Eddy, who was assigned to the Historical Section 
of the US Army General Staff. Prior to the war, 
Eddy had been with the Bureau of Indian Affairs 
and had been the superintendent of the Tongue 
River reservation (now the Northern Cheyenne 
Indian reservation) in southeastern Montana from 
1906 until 1914. 

In early 1919, Eddy was attached to the 39th 
Division stationed at Base Hospital 99 in Hyéres 
on the Mediterranean coast of southern France. 
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Choctaw telephone squad, 1919. Indiana University Museum of Archaelogy and Anthropology, Mathers Ethnograph- 


ic Collection, 1962-08-6453 


Deeply interested in the contribution of American 
Indians to the war effort, he approached Lieutenant 
Colonel E. Bowditch, a member of the Army Gen- 
eral Staff assigned to the I Corps headquarters, and 
asked to be “attached to the Historical Section of 
the General Staff, for the purpose of making a first- 
hand investigation of what the American Indian has 
accomplished in modern warfare.””” 

Eddy’s transfer was granted, and he immedi- 
ately began “collecting information relative to the 


special work and value of the North American 
Indian as a scout.” Moving to Chaumont in north- 
ern France, 60 miles from the front, Eddy gathered 
information on the performance of American Indi- 
ans in combat from their commanders. He believed 
“that from this investigation it will be conclusively 
shown that Indians, on account of native adapt- 
ability, showed marked superiority over the aver- 
age soldier as night runner and scout.” He appar- 
ently had no idea when he began his research that 
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some military units relied upon American Indian 
codetalkers to provide secure communications 
capability.’ 

While Eddy’s basic methodology was suspect 
(undertaking an investigation with the conclusion 
already assumed), his work led to the first official 
record of codetalking in World War I when several 
officers from the 142nd Regiment of the 36th Divi- 
sion responded to his survey with information about 
Choctaw codetalkers.“ 


Choctaw Codetalkers of the 
142nd Regiment 


The Choctaw members of the 142nd Regi- 
ment became the most widely recognized Ameri- 
can Indian codetalkers of World War I. In the fall of 
1917, two National Guard units, the 7th Texas and 
the 1st Oklahoma Regiments, were organized by the 
federal government into the 142nd Regiment, com- 
manded by Colonel Alfred Bloor. The 142nd was 
then made part of the 71st Brigade, which was in 
turn incorporated into the 36th Division. The insig- 
nia of the 36th Division was an arrowhead with the 
letter JT superimposed, representing Oklahoma and 
Texas, and so it became known as the Arrowhead 
Division. According to Lieutenant Lucien Cop- 
pinger, aide to division commander Major General 
William R. Smith, 

Practically every Indian tribe in the South- 

west is represented in the Division, includ- 

ing Choctaw, Commanche [sic], Chickasaw 

and Cheyenne Indians. A great many of 

them could not speak English; they spoke 
their native language ... There was one 

Indian Lieutenant and three half breed 

Lieutenants. There are several Indian non- 

comms [non-commissioned officers] in the 

Division.» 

Bloor found that the Indians in his regiment, 
which included several American Indian officers, 
spoke 26 different languages.* One company of 
150 soldiers in the 142nd Regiment, Company E, 
contained approximately 120 American Indians 


340 


from 14 different tribes. It was sometimes referred 
to as the “Millionaires Company” since many of 
the American Indians were landowners and some 
received quite substantial royalties from oil conces- 
sions on their land in Oklahoma.” 

The 36th Division arrived in France in the sum- 
mer of 1918 and was put under the operational com- 
mand of the French IV Army. The 142nd Regiment 
underwent its baptism by fire on October 8, attack- 
ing the Germans at Saint-Etienne in a confused and 
bloody battle. Written orders for the attack arrived 
at the front lines at the last minute, in some cases 
without being translated from French. The Allied 
artillery supporting the attack overshot the German 
trenches. Intense German machine gun fire killed 
many of the American officers leading the attack. 
The French tanks, which were supposed to sup- 
port the attack, fell behind the advancing Ameri- 
can infantry, killed a number of Americans in the 
confusion, and then abandoned the fight, trundling 
back to their starting point. Nearly one-fourth of 
the Americans in the attack were killed or wounded, 
but they managed to take their objectives and hold 
them in the face of heavy German artillery fire. The 
next evening, the German Army pulled back to new 
defensive positions several miles to their rear.'® 

On October 10, the Americans pushed after 
the retreating German Army, heading toward the 
Aisne River, behind which the Germans had set up 
their next line of defense. On October 12, the 142nd 
Regiment reached a position overlooking the val- 
ley of the Aisne River. Here they paused, clearing 
Germans out of the valley on the south side of the 
river, burying the dead of both sides, resting, and 
resupplying.” 

The commander of the 36th Division, Major 
General William Smith, quickly discovered just how 
thoroughly the Germans were monitoring Ameri- 
can communications when he deliberately sent “fake 
orders over the phone. The general gave out a mes- 
sage stating that a contingent of troops would be 
on a certain hill. The Germans nearly tore the hill 
down.” But the Americans would soon find a unique 


way to defeat the German eavesdroppers—Ameri- 
can Indian codetalking.” 

The precise sequence of events that led to the 
use of codetalkers in the 142nd Regiment is a bit 
unclear, but the basic story appears to be as follows. 
On or shortly after October 12, while the regi- 
ment paused south of the Aisne River, a captain 
(sometimes identified as Captain Lawrence, but 
more likely Captain Elijah Horner, commander 
of Company E [Eddy]) walked past some soldiers 
of Company E and overheard Solomon Louis and 
Mitchell Bobb chatting. It struck the officer that 
their conversation was completely unintelligible 
to him, so he asked the men what language they 
were speaking. They explained that they were talk- 
ing in their native Choctaw and told the captain 
that there were several more Choctaw speakers in 
the regiment. The officer immediately called the 
headquarters company and located two Choc- 
taw speakers who were assigned there. He wrote 
a message in English and asked Private Bobb to 
translate it into Choctaw “on the fly” over the field 
telephone to Choctaw speaker Private Benjamin 
Carterby back at the headquarters company. Cart- 
erby then translated the message into English for 
the battalion commander, who in turn relayed the 
message back to the officer, who confirmed that it 
was essentially the same message he had originally 
composed.” 

After demonstrating that the idea was feasible, 
the officer suggested to Bloor that Choctaw speak- 
ers transmit the regiment’s messages over the field 
telephone using their native language. Bloor agreed 
to give the idea a try and directed Captain Horner 
to assign Choctaw speakers from his company to 
each of the regiment’s command posts.” (At least 
one other source, though based on recollections 
from 1942, suggests that the idea of employing 
Choctaw speakers as codetalkers actually originat- 
ed at the regimental level.”’) 

Before they could send coded messages, the 
Choctaw codetalkers needed to designate words in 
Choctaw to substitute for English terms that did 
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not exist in their language, particularly technical 
and military vocabulary. For instance, the Choctaw 
language had no word for the English term poison 
gas, and if the subject came up while two Choctaw 
were talking with each other, they would simply 
say the words poison gas in English. When send- 
ing coded messages, however, codetalkers needed to 
avoid interspersing English terms in the messages, 
since even a few intelligible words would give Ger- 
man eavesdroppers a sense of what the message was 
about. So the Choctaw came up with native Choc- 
taw words to use in place of the English terms they 
would normally use. According to Lieutenant Colo- 
nel William Morrissey, the Choctaw codetalkers 
decided to use the Choctaw term for “bad air” for 
the English words poison gas, “the tribe” for regiment, 
“one grain of corn” for 1st battalion, “bow” for com- 
pany, “arrows” for ammunition, “stone” for grenade, 
“many scouts” for patrol, “scalps” for casualties, and 
so on.”4 

The 142nd Regiment soon had the opportu- 
nity to try out their new code. In October 1918, 
while most of the German Army had retreated 
to defensive positions north of the Aisne River, a 
battalion of the 9th Colberg Grenadier Regiment 
of the veteran 3rd Prussian Guards Division still 
occupied a strategic position south of the Aisne, 
where the river made a tight horseshoe bend nearly 
enclosing a piece of high ground. The position was 
accessible only by a narrow strip of land between 
the river bends. From the high ground, the Ger- 
mans could easily observe Allied troop movements 
in the vicinity and call down artillery fire on Allied 
forces in the Aisne Valley. If the Allies tried to 
cross the Aisne River near the German position, 
the Germans could bring fire on their flank. Gen- 
eral Marie Léon Louis Prax, commander of the XI 
Corps of the French IV Army, decided that the 
German position must be taken before the Allies 
continued their advance. 

The French 73rd Division twice tried to drive 
the Germans out but was thrown back with heavy 
losses.”? Frustrated, General Prax ordered the 
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American 36th Division to capture the position. 
The coming battle would be known as the battle of 
Forest Farm, after an abandoned farm near the Ger- 
man position.”* 

On October 26, the 142nd Regiment moved 
forward, pushing two companies toward the town 
of Chuffilly-Roche until their advanced posts were 
barely 60 yards from the Germans. They found 
that the Germans had fortified the short neck of 
land between the river bends with trenches covered 
by belts of barbed wire and felled trees, backed by 
strongpoints bristling with dozens of machine guns.” 

In preparation for the attack, the Allied artillery 
fired gas shells at the German defenses. The Ger- 
mans responded in kind, laying down a particularly 
heavy bombardment of high explosives and mustard 
gas on the American troops around Chuffilly. One 
officer recalled that “the troops around the town were 
burned by the splashing liquid in the foxholes where 
they lay ... [t]he division gas officer paid a visit to the 
area and declared that it was dangerous for the troops 
to be there.””* Bloor decided to order the men in the 
two exposed companies to withdraw to the village of 
Chardeny for the night, sparing them for the assault 
scheduled for the next day. But he faced a problem: 
if he sent the orders using runners, there was a very 
good chance that they would not get through the 
German bombardment. On the other hand, if he 
sent orders for the withdrawal over field telephone 
using the standard army voice communications, he 
knew that the Germans would most likely intercept 
and decrypt those messages. If the Germans learned 
when the American troops were leaving their cover, 
they could blast the ground over which the Ameri- 
cans were retreating with gas, high explosives, and 
machine gun fire, inflicting serious losses. 

However, the endangered companies now had 
Choctaw speakers handling their communications, 
so Bloor took a gamble on this new, untested sys- 
tem and sent the orders for the withdrawal over 
the telephone in Choctaw. At the appointed time, 
under cover of darkness, the men left their posi- 
tions and quietly made their way back to safer 
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ground. From the Germans’ lack of reaction, it was 
clear that they had no inkling of the American 
withdrawal.” 

The next day, Sunday, October 27, orders for 
the American attack were transmitted over the tele- 
phone to each company in Choctaw. At 1630, the 
doughboys attacked the German positions behind a 
rolling artillery barrage. There were a few moments 
of confusion when both the German counter bar- 
rage and friendly artillery, falling short, hit the 
American troops as they left their trenches, but 
the men quickly recovered and rushed the German 
lines. The assault was a complete success. For once, 
the Americans had caught the Germans by surprise, 
and the entire force of German defenders was killed 
or captured.*° 

A map prepared soon after the battle by Captain 
Philip E. Barth, the regimental intelligence officer 
of the 142nd Regiment, shows the preparations for 
this attack and contains notations indicating the use 
of the Choctaw codetalking. This is possibly the 
earliest official documentation of Indian codetalk- 
ing in the US military.*! 

The next day, the 36th Division was relieved by 
the French 22nd Division. The doughboys were giv- 
en a short time for rest and retraining at Louppy-le- 
Petit before marching southeast to join the Second 
Army in preparation for a new offensive. Hoping 
to build on the success at Forest Farm, more Choc- 
taw speakers were trained as codetalkers. Lieutenant 
Temple Black of the 142nd Regiment recalled: “I 
was in charge of the work of training these Indians, 
so I selected three non-comms [non-commissioned 
officers] and eighteen men to put through a course 
of instruction. At first I gave them simple messages 
to transmit, and inside of a week they could send 
and receive messages of any length with accuracy.”” 

But before the 142nd Regiment saw any 
more combat, the Armistice was signed, ending 
the fighting. Nonetheless, the use of an American 
Indian language as a code had given the 142nd 
Regiment the powerful advantage of secure battle- 
field communications. As Bloor put it, “the possi- 


bilities of the telephone had been obtained without 
its hazards.”°° 

It is not clear exactly how many Choctaw in 
the 142nd Regiment actually had the opportunity 
to perform as codetalkers in battle. Captain Horner 
specifically mentioned that he detailed eight Choc- 
taw for this work, while Lieutenant Black said he 
eventually trained 21 Choctaw to be codetalkers.** 
Gregory Pyle, chief of the Choctaw Nation of Okla- 
homa, listed 18 World War I Choctaw codetalkers 
in testimony to the US Senate.* (See appendix A 
for one list of Choctaw codetalkers.) It is possible 
that the difference in numbers reflects one or more 
of the following: the first codetalkers who commu- 
nicated on October 26 and 27 (most often men- 
tioned as eight); those who sent messages at any 
time in Choctaw before the Armistice; and those 
who were in training to be codetalkers but were 
never deployed. 


Cherokee Codetalkers of the 
30th Division 


The Choctaw are usually credited with being 
the first American Indian codetalkers, but that hon- 
or probably belongs to the Cherokee. In 1931, while 
attending the Infantry School at Fort Benning, 
Georgia, Captain John W. Stanley wrote an account 
of his time in the 105th Field Signal Battalion of 
the 30th Division during World War I, which stated 
that the division employed Cherokee codetalkers in 
the fall of 1918.*° The soldiers of the 30th Division 
were from North Carolina, Tennessee, Georgia, and 
South Carolina. It was known as the Old Hickory 
Division, after Andrew Jackson, who was a native 
of the region. More importantly, the recruiting area 
for the division was also the ancient homeland of 
the Cherokee people, which aligned with Captain 
Stanley’s report about Cherokee codetalkers in the 
30th Division. 

By July 1918, the men of the 30th were in the 
trenches near Ypres, Belgium. In September, the 
Allies launched several offensives designed to break 
the will of the German Army once and for all. As 
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part of that effort, the 30th Division was assigned 
to the British Fourth Army. Their mission was to 
assault the Hindenburg line, a heavily fortified Ger- 
man defensive position, on September 29. 

The Germans knew an attack was coming, and 
they shelled the Allied positions relentlessly. None- 
theless, the men of the 30th Division attacked as 
scheduled on September 29 at 0550 in a heavy fog. 
In a brutal four-day battle, the Allies broke through 
the Hindenburg Line and drove the Germans back 
nearly two miles. The 30th Division was briefly 
relieved, but on October 5 they were again back on 
the front line, preparing to attack the Germans on 
the morning of October 8.*” 

Captain Stanley recounted the difficulties his 
company faced in laying and repairing the division's 
telephone lines under the heavy German artillery 
fire, but he also highlighted the problem of com- 
munications security. Many of the division's officers 
simply did not understand how effective the Ger- 
mans were at intercepting their messages. Captain 
Stanley illustrated how bad the problem was: 

About October 6 or 7, late one afternoon 

near sunset as I recall, Colonel “A” at Divi- 

sion Headquarters called Colonel “B” of 

one of the regiments in the assault echelon 
over the telephone, and the conversation ran 
something like this: Colonel “A” to Colonel 

“B”, “How is everything coming along over 

there?” “Oh, fine,” replied Colonel “B”, “they 

are shelling us pretty heavy but their shells 

are all striking about 100 yards in rear of 

my reserves.” The conversation ran on for 

several minutes when suddenly Colonel “B” 

exclaimed, “By Jove, they are planting them 

right on my reserve line,” and almost in the 
same breath, “There! One landed right on 
top of my dugout; they are surely giving us 
hot peas now.” From the above conversation 
it can plainly be seen what Colonel “B” did. 
He didn't only correct the range for the ene- 


my artillery but told them when they were 
on target” [emphasis in original].** 
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The day after the above incident, the division's 
signal officers met to explore ways to improve com- 
munications security. Stanley continued: 

Pardon this personal reference, but at this 

meeting I pointed out to the Division Sig- 

nal officer that the old Ist N.C. Regiment 

which was split up ... and its personnel 

assigned to the 119th and 120th Regiments, 
contained quite a number of Cherokee Indi- 

ans which were now somewhere in the divi- 

sion, and that in my opinion, if a number of 

the most intelligent of them were placed at_ 
each telephone, and that they transmit all 
messages in their native tongue, I felt sure 
that even a battalion commander could use 
them in transmitting messages to his com- 
pany commanders in perfect safety. The 
matter was taken up with the division com- 
mander, and the next day found every com- 
mand post from brigade forward, including 
some company command posts, a telephone 
with a Cherokee Indian beside it ... From 
then on until October 12, 1918, at which 
date I was ordered back to the United States 

as an instructor, the Cherokees were kept on 

the job with continued success, and I under- 

stand were used until the end of the war.°*? 

If Stanley’s dates are correct, Cherokee code- 
talkers of the 30th Division were used in combat 
about two weeks before the Choctaw of the 36th 
Division. Furthermore, if the Cherokee codetalkers 
were really placed “at every command post from bri- 
gade forward,” there were probably more Cherokee 
codetalkers deployed in the 30th Division than there 
were Choctaw codetalkers in the 36th Division. 

The soldiers of the 30th Division, along with 
the British Third and Fourth Armies, attacked the 
German lines on October 8, the very day Stanley 
says the division deployed the Cherokee codetalk- 
ers. In a few weeks of fierce fighting, the division 
drove the Germans from their defenses and suffered 
heavy casualties.*° Though casualties were acute, it is 
almost certain that Cherokee codetalkers aided the 
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American attacks by keeping the Germans from lis- 
tening in on their communications. 

Stanley’s account doesn’t mention the creation 
of any special code terms. Since the Cherokee 
were deployed within one day, it suggests that they 
could immediately talk in their own language about 
machine guns, aeroplanes, and so forth. Had the 
Cherokee already devised terms in their language 
for those items? Or did they intersperse English 
words? At the moment, we just don't know. 


More Examples of 
World War | Codetalking 


While the Choctaw and Cherokee examples 
provided above are the best documented instances 
of World War I codetalking, evidence suggests there 
were additional occurrences of American Indians 
using their languages as codes. 

General Smith, the commander of the 36th 
Division, specifically stated that his division used 
Cherokee codetalking in addition to Choctaw code- 
talking: “The Germans ... had been tapping our 
telephone wires just as they had been cutting in 
on the wires of other divisions and in this manner 
they were able to learn much of our plans. When we 
discovered this we decided to use Oklahoma Indi- 
ans on both ends of the wires and have them speak 
Cherokee and Choctaw. They did and completely 
baffled the Huns. They had never heard the tongues 
and were completely at sea.”*? 

Private George Adair may have been one of 
the Cherokee codetalkers General Smith alluded 
to. Adair was a Cherokee speaker born and raised 
in Oklahoma. He “enlisted for the World War on 
September 19, 1917, and was assigned to the 36th 
Division, was taken from the firing line in France 
and placed with other full blood Cherokees in the 
telephone service, where they foiled the German 
‘listeners in by repeating, receiving, and transmit- 
ting the military orders in the Cherokee language. 
Young Adair, who ... is intensely patriotic ... counts 
this service among the proudest days of his life.”” 
Unfortunately, it is not yet known when or where 


Adair and the other Cherokee in the 36th Division 
performed this service. 

The Comanche language may also have been 
used as a code in the 36th Division. Major George 
Robinson was commander of the 111th Field Sig- 
nal Battalion, a unit attached to the 71st Brigade of 
the 36th Division. In a newspaper interview in 1919, 
Robinson recalled: 

When we wanted to give messages quickly 

and did not have time to translate them 

into code, we put a couple of Indians on the 
phone...in the Forty-First Infantry there 
were a number of Indians of several dif- 
ferent tribes. The message would be writ- 

ten out in English and given to the Indian. 

He would [speak] in Choctaw, Comanche 

or whatever he happened to be. The Indi- 

an at the other end would translate it into 

English ... I expect the Germans had every 

Chinaman in their army trying to figure out 

the new language or code.* 

Another report mentions that the Osage of the 
36th Division spoke their native language over mili- 
tary telephones, but it is unclear if they were actu- 
ally codetalkers passing military messages or were 
merely talking with friends. Either way, it would 
have added to the frustration of German intercept 
operators.** 

It is not known if the various codetalking efforts 
in the 36th Division all developed spontaneously, or 
if units that successfully used codetalking told other 
units about their discovery. In any case, the German 
intercept operators listening to communications of 
the 36th Division must have had some frustrating 
days in the fall of 1918. 

Almost certainly, other American Indian lan- 
guages were used as codes during World War I. 
Unfortunately, only a few tantalizing records exist 
to suggest which ones. The American Indian Mag- 
azine in 1919 tells of a group of Sioux-speaking 
codetalkers but fails to give any specific informa- 
tion about the soldiers, their unit, when they per- 
formed their actions, whether they devised code 
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terms in their language, and so on. The account 
simply states: 
The commander of one brigade of artillery 
attached to an American division was par- 
ticularly annoyed by enemy wire tappers in 
a heavily wooded section of the Argonne. 
Code messages from artillery observers 
were being intercepted by Boche listeners-in 
and the commander knew...that no code is 
impregnable when experts get working on it. 


The commander took up with the colonel 
of one of the line regiments the question of 
the Huns’ wire-tapping. And the colonel hit 
upon an idea. Two Indians, both of proud 
Sioux lineage, members of one of his com- 
panies, were assigned as telephone operators. 
One was to go forward with the artillery 
observer, the other to remain at the brigade 
receiving end of the wire which the artil- 
lery commander was certain the Germans 
had tapped somewhere along the line ... 
The Sioux stuck on their jobs for three days 
and nights. 


Don Loudner, commander of the American 
Indian Veterans Association, told me that Private 
Albert Grass and Corporal Richard Blue Earth, 
both members of the Standing Rock Sioux, were 
codetalkers in World War I who worked together 
as a team.” Their military records show that they 
served together in the 164th Regiment for a few 
weeks in the winter of 1917-1918. Private Grass 
was killed in action at Soissons-Paris Road, July 
18, 1918, while Corporal Blue Earth was killed 
in action on October 9, 1918, during the Meuse- 
Argonne offensive.” It is quite possible that the oral 
tradition that identifies these men as codetalkers is 
correct, and, if so, they would have performed that 
task earlier than either the Choctaw or Cherokee. 
They may even have been the soldiers referenced in 
the above American Indian Magazine article. 

A number of Winnebago (also known as Ho- 
Chunk) served in the 3rd Division, and there is 
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evidence that some of these men also used their 
native language to foil German eavesdroppers. An 
article published at the Carlisle Indian School in 
1919 stated, “Another place [the Winnebago sol- 
diers] were invaluable was in transmitting telephone 
messages, where there was a possibility of messages 
being intercepted by Germans. In these cases the 
Indians would transmit the messages in their own 
tongues.” 

On the eve of World War II, many people 
reflected on the lessons learned during World War 
I as the country prepared for the coming conflict. 
In those reminiscences are occasional references 
to American Indian codetalkers of World War I, 
unfortunately almost always without crucial details 
such as names, units, dates, or places. Typical of 
these is an article from the Washington, DC, E've- 
ning Star newspaper in 1940. A Mr. Becker, profes- 
sor of English at Cameron Agricultural College in 
Lawton, Oklahoma, is quoted: “Several Comanches 
from Southwestern Oklahoma were used for relay- 
ing secret messages in the last war.” Becker recalled, 
“One would be at a telephone at the front in com- 
munication with another back at headquarters. They 
would relay orders in their native language. The 
Germans had tapped the wires, and it must have 
driven them crazy.”” 

Another tantalizing glimpse of World War I 
codetalking comes from the “Federal Diary” column 
of The Washington Post on September 26, 1939: 

If you talk of war-time codes and ciphers to 

Indian Office executives they will tell you 

with great glee of a secret message system 

developed during the World War that had 

the Germans tearing their hair. The story, 

which they swear is true and offer to dig up 

the official records in proof, tells of a situa- 

tion on the Western Front, where time was 

the essence in phone and radio messages. 

These, however, were being tapped by the 

enemy and every code which could not be 

broken was too cumbersome for use. As a 

solution, Indian braves ... were put on both 
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ends of the line and transmitted their mes- 

sage quickly, accurately and with complete 

secrecy in their own tribal dialect.*° 

One can only hope that there really are official 
records still buried somewhere that might some- 
day shed additional light on Indian codetalkers in 
World War I. 

While the brief postwar accounts of codetalking 
in World War I are frustratingly vague and incom- 
plete, they are evidence that the successful use of 
codetalking was not forgotten between the wars. 
The memory of codetalking in World War I paved 
the way for the far more organized and widespread 
use of the technique in World War II. 

The literature of the American Indian code- 
talkers is replete with fascinating stories whose only 
defect is that they are not true. Perhaps the earliest 
example of this is the myth of the captured enemy 
officer who begs to know what the mysterious lan- 
guage is that his men have been hearing on their 
radios. Captain Stanley ends his report about the 
Cherokee codetalkers of the 30th Division with a 
story that was told to him after the war: 

About the second or third day after this sys- 

tem was put into effect, a colonel of the ene- 

my intelligence staff was captured and sent 

back to Division Headquarters for ques- 

tioning. He could speak English exceed- 

ingly well, and after the officers at Divi- 

sion Headquarters had about finished their 

examination of him, he asked permission of 
them to ask a question himself, which was 
granted. It went something like this, “Gen- 
tlemen, we have officers in our army that 
can speak and translate the majority of the 
languages of the world, but none of them 
can understand the language you Ameri- 
cans are using over the telephone. Now 
please, gentlemen, won't you tell me what it 

is?” There was quite a bit of laughter but no 

one gave the secret away.” 

Having your enemy confirm the security of your 
code is the ultimate proof of its security, but Stan- 


ley’s account provides no verifiable details, such as 
the name of the German officer, the unit to which 
he belonged, or the names of any of the men who 
supposedly talked to him. This makes it likely that 
Stanley’s story is just an early (perhaps the first) 
myth connected to American Indian codetalking. 
—Dr. Steve Huffman 
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Afterword 


Between the time that this chapter was written 
in 2018 and the publication of From the Ground Up, 
a new work on the codetalkers has been published. 
William C. Meadows’ The First Code Talkers: Native 
American Communicators in World War I (Norman: 
University of Oklahoma Press, 2021) provides a 
more in-depth examination of the subjects covered 
by Dr. Huffman’s overview and should be consult- 
ed for additional details. Meadows’ work has been 
used to expand and refine the list of Native Ameri- 
can codetalkers presented in appendix A. —Betsy 
Rohaly Smoot 
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CHAPTER 1/7 


The Role of Women in 
Cryptology during the War 


surprising number of women served in 
cryptologic positions during the First 
World War. 
Before the war, Genevieve Young 
Hitt broke Mexican codes and ciphers for the US 
Army, working with her husband (then a captain) 
Parker Hitt before, during, and after the 1916 Puni- 
tive Expedition. At the time, Genevieve Hitt worked 
in the Intelligence Office of the Southern Depart- 
ment at Fort Sam Houston in Texas. Her job was 
largely coding and decoding army messages, and she 
often did cryptologic work against messages inter- 
cepted by radio or through postal censorship.’ 

The cipher department staff at Riverbank Labo- 
ratories, working on the Baconian cipher theory, was 
comprised largely of women before William Fried- 
man was placed in charge of the department in early 
1917.* (See appendix A.) One of the women in the 
department, Elizebeth Smith, was highly skilled in 
breaking codes and ciphers. Smith and Friedman 
married in May 1917, shortly after Riverbank started 
doing war-related work for the Military Intelligence 
Division (MID) and the State Department.* Wil- 
liam was in charge of the effort and Elizebeth was 
his deputy.* 

In addition to Elizebeth Friedman, Clara Jen- 
sen and a “Miss Ford” were given material from the 
MID and the State Department to break, but it is 


impossible to know who did what.* George Fabyan, 
Riverbank’s proprietor, well understood that women 
had the potential to contribute to the field, tell- 
ing Colonel Ralph Van Deman, head of the MID, 
that “our experience at Riverbank demonstrated 
that women are particularly adapted to this kind of 
work.” Of the women on staff at Riverbank, Jensen 
was considered for full-time work at MI-8 but does 
not appear to have made the move to Washington.’ 

Elizebeth Friedman took the lead in training 
the first four junior officers that MI-8 sent to River- 
bank in the late fall of 1917.8 William Friedman did 
conduct some of the training but was also engaged 
with preparing to testify in the Hindu Conspiracy 
trial in California.’ She also played a significant role 
in training the larger class of officers that arrived in 
February 1918 and the small group of latecomers 
and stragglers who made up the March class. As dis- 
cussed in chapter 12, Elizebeth also contributed to 
the successful attack against the Pletts cipher device 
in June 1918. 

Fabyan believed there was a place for women in 
cryptologic work, though he held then-common and 
now clearly sexist views on women’s capabilities. He 
wrote the following: 

Women endowed with a normal brain who 

have had a rearing which enables them to 

keep their minds from topics of sex and 
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dress make better operatives with the prop- 
er training than men but you want earnest, 
genuine people, college graduates preferred 
who are something to themselves and fond 
of their own society in preference to that 
from which they can gain nothing and at 
that you will get a lot of lemons and false 
alarms. They must possess an active brain, 
imagination to a certain extent but dam 
practical, and the mechanical and math- 
ematical mind is preferable to others."° 

Four women who were married to officers 
attending the course were allowed to take the Feb- 
ruary training along with their husbands: Josephine 
Morris Dailey (Major George Dailey); Mary Mat- 
thews Clendenin (Major William Clendenin); Jes- 
sie Wright Harris (Lieutenant Colonel Herbert 
Harris); and Bessie Bauer Woellner (Second Lieu- 
tenant Edwin Woellner). Lieutenant Woellner was 
among the officers who went to the G2A6 in France, 
and Bessie stayed on to work at Riverbank.’ Jessie 
Wright Harris was the sister of Nellie Wright Faby- 
an, who was married to Riverbank owner George 
Fabyan.' 

My reconstruction of the staff list for the MID’s 
Code and Cipher Section (MI-8) from secondary 
sources and examination of the limited remaining 
primary source documents (appendix A) reveals at 
least 13 women’s names, eight of whom are known 
to have worked in the Code and Cipher Solution 
subsection. The office had a huge clerical staff, and 
the names of this staff appear to be largely unre- 
corded, so it is likely that many women are missing 
from this list. Of the women in MI-8, the one who 
is most well known is Dr. Edith Rickert (see pro- 
file in chapter 5). Ruth Willson (later Ruth Willson 
Wilson) began her cryptologic career in MI-8 and 
moved to New York with the organization in 1920." 

Many of these women appear to have been 
recruited through MI-8 Shorthand subsection 
Chief Franklin W. Allen’s efforts, which specifically 
targeted women with strong language skills. Allen 
used his contacts to recruit for the entire organiza- 
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tion. Letters from the MID went out under Gen- 
eral Marlborough Churchill's signature to college 
professors at Harvard, Smith, Vassar, Simmons, and 
other primarily East Coast institutions looking for 
qualified women to work in MI-8 for $1,400 per 
year. Female college graduates with fluent knowl- 
edge of German or Spanish were sought out; they 
were cautioned that there would be two months of 
paid training and that if “a candidate’s patriotism 
is likely to ooze away under the strain of living in 
Washington under wartime conditions, it will be 
better for her not to apply for this position.”» 

As late as the end of September 1918, William 
Friedman was discussing the possibility of John M. 
Manly finding a place for Elizebeth Friedman at 
MI-8, but she never joined that organization having 
turned down the opportunity to work for MI-8.'% 
In October, William Friedman heard that Bessie 
Woellner and Clara Jensen had visited Washington 
on “secret business”; he believed Elizebeth should 
not regret declining the position in Washington.” 
Elizebeth Friedman left Riverbank in October 
1918, but she would return in 1919.18 

MI-8 was not the only office in which women 
did cryptologic work. At least two women worked 
in the Washington office of MI-10E, the MID’s 
Radio Intelligence Section, in 1920; it is possible 
that they were there during the war. Katharine A. 
Lonergan was the office administrator, keeping the 
records of personnel and intercepted messages. She 
scanned the Mexican intercepted messages (50 to 
300 per day) and selected items for translation, for- 
warded code messages for decipherment, and routed 
for distribution translated and deciphered material. 
Lonergan indexed information concerning radio 
stations in all countries, took care of office files as 
well as correspondence for the section, and produced 
occasional reporting on lectures.” Irene A. Dickin- 
son made translations from material in French, Ger- 
man, and Spanish as well as traffic collected from the 
high-power radio station at Chapultepec, Mexico.” 

Women who were amateur radio operators, 
some of whom completed a January 1918 Wire- 


less Class for Women at Hunter College in New 
York, served as instructors to train the men going 
to France. One instructor, Rita Perrine, who had 
taken radio training at the 86th Street YWCA in 
New York, possessed a first-class radio license and 
could receive 30 words per minute. While working 
as an instructor for Signal Corps men, she saw a 
recruiting letter from the chief of the MID to the 
radio school in July 1918 and responded, noting 
that she could fill one of the positions for she was 
“exceedingly anxious to serve my country along the 
lines for which I am best fitted.” She was imme- 
diately and gently turned down for radio service 
on the Mexican border. The men accepted for the 
position on average could only receive 15 words per 
minute.” 

While women employed as cryptologists were 
accepted on the home front, women were not hired 
into similar positions in the American Expedi- 
tionary Forces (AEF). But there were at least two 
attempts to supplement the G2A6, the AEF’s Radio 
Intelligence Section, with women codebreakers. 
Parker Hitt was anxious for Genevieve Hitt to come 
to France.” If she had made the trip, it is not cer- 
tain she would have worked; however, she conceiv- 
ably could have been offered a position in the G2A6 
had she been present in country. As her experience 
was largely against ciphers, she would have had to 
be trained to do code work. Before the Hitts could 
figure out the logistics, the AEF quickly prohibited 
officers from bringing their wives to France.” 

When Captain John Powell, from the MID by 
way of Riverbank, made his trip to Europe in Febru- 
ary 1918, he told General Dennis Nolan, the head 
of the G2, about William Friedman and his wife, “a 
young lady who is equally capable. I do not know 
whether it would conform to your regulations to 
have a female cipher operator, but I may add that she 
is as thoroughly capable as her husband, if she were 
asked to accompany him it would make the affair 
more easy to arrange.”** But there was never any 
serious discussion about bringing Elizebeth Fried- 
man to France. Captain Emory Nourse, a colleague 
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of William Friedman’s in the G2A6, mentioned to 
Friedman that he had heard many nice things about 
Elizebeth Friedman, which William described in a 
letter to her: “in view of all your excellent qualities he 
says he hopes you won't come over here—he thinks 
it’s a bad place for women.”” Despite this, William 
Friedman kept thinking that he should talk to Frank 
Moorman about Elizebeth coming to France, writ- 
ing in early September: 

I came near asking the Major a couple of 

times but naturally have hesitated not only 

on account of my being comparatively a 

newcomer but also because such a request 

might easily be construed along other lines 
than a pure devotion to the Service. But 
now that the bars are let down to admit 

women, I don't see why you couldn't fill a 

niche here—only I guess the sentiment of 

my superiors is probably against it—so I 

understand. I’ve talked it over with a couple 

of the men and have been advised against it. 

Nourse said that if he had a lovely wife like I 

have he’d see that she stayed away from this 

hell of a land.”* 

There is no record of William Friedman ever 
pursing the question with Moorman. 

In August 1918, Major R. G. Van Horn”’ passed 
through Chaumont, and William Friedman over- 
heard him speaking with someone (probably Moor- 
man) about women and codebreaking; Van Horn 
wanted to know whether Genevieve Hitt was work- 
ing in the G2A6.** Despite there being widespread 
agreement that women—or, at least, certain wom- 
en—might be usefully employed for cryptology, I 
found no evidence that the AEF ever attempted to 
do so. 

The women who served as telephone operators 
in France, known widely as the Hello Girls, were not 
strictly cryptologic personnel, but they were, in the 
interest of communications security, trained in the 
use of telephone codes and call words.” 
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Conclusion 


Women have been part of the cryptologic work- 
force since the beginning of the modern era in 1917. 
Their numbers were modest and limited to service 
in the United States. After the war, women contin- 
ued to play a role in the much smaller official efforts, 
for the army and the navy, in the 1920s and 1930s. 
Their numbers grew significantly in World War II. 
The experience of World War I confirmed an exist- 
ing belief that women were equally capable of this 
work. 
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CLOSING THOUGHTS 


The End of a War and the 
Beginning of an Intelligence Discipline 


Closing Down 


By early October 1918, the American crypto- 
logic organizations—built from the ground up by 
individuals who had only the slightest idea of what 
they were doing—had come into their own. In the 
18 months after the United States entered the war, 
these organizations hired and trained staff, estab- 
lished procedures and protocols, and devised tech- 
niques. From Mexico City to eastern France, approx- 
imately 1,000 people, with considerable assistance 
from America’s French and British allies, created 
systems to collect, analyze, and report information 
that might otherwise have been hidden from view: 
codes, ciphers, and invisible ink in letters and par- 
cels; communications carried on radio waves, in the 
ground, and through the ether; and information that 
could be derived from these communications based 
on how they were sent and where they were located. 
In Washington and in France, the people who made 
up these organizations were at a point where they 
were confident that they could accomplish the mis- 
sion and provide results—actionable intelligence, in 
the parlance of the modern intelligence professional. 

Staff was still being hired in October, and men 
were still arriving in France for the American Expe- 
ditionary Forces (AEF) radio intelligence effort. Of 
the 78 men who were part of the Radio Intelligence 


Section (G2A6) sometime during the war, 10 of 
them (12.8 percent) arrived in October and Novem- 
ber. In the Signal Corps Radio Section, the num- 
bers were even more dramatic: 493 names are on the 
books for that organization, but 214 of them arrived 
and were still in training in October and Novem- 
ber 1918 (48.2 percent of the final staff total). The 
AEF was preparing for a war they believed would 
not end until sometime in 1919. In Souilly, the head 
of the Radio Intelligence Section for the First Army, 
Charles H. Matz, now a captain, informed Lieuten- 
ant Colonel Frank Moorman, who led the G2A6, in 
mid-October that his team was getting organized to 
spend the winter there.t 

When the Armistice was signed, and the fight- 
ing stopped on November 11, it was a time of joy and 
relief. In France, the cryptologic work came to an 
almost immediate end. The highly skilled officers of 
the G2A6 were in much demand, particularly those 
who spoke German, for other duties, and they were 
given the opportunity to inform Moorman what 
they would like to do next.’ By the end of November, 
most of them had been reassigned to other organiza- 
tions, both involuntarily and on their own volition. 
By December, only Moorman, Captain Hugo Ber- 
thold, Captain Philip Whitehead, Lieutenant Wil- 
liam Friedman, and a handful of clerks remained. A 
small team was sent to staff a radio intelligence effort 


355 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


for the Third Army in Coblenz, Germany, but there 
is little evidence that there was ever much for them 
to do.? 

Friedman, one of the last to depart the G2A6 at 
AEF headquarters in Chaumont, was employed by 
the Signal Corps in Washington in 1920, carrying 
the memories of cryptologic accomplishment dur- 
ing the war. He used lessons from the AEF in the 
1930s when, as head of the Signal Intelligence Ser- 
vice (SIS), he planned for a time when SIS would 
need to provide cryptologic support during wartime. 
Moorman, too, found himself in Washington in the 
1920s; while Moorman never had formal crypto- 
logic responsibilities again, others consulted him on 
cryptologic matters.* 

The signal collection effort of the Signal Corps 
Radio Section came to a halt in the days after the 
Armistice, although the press intercept station at 
Chaumont continued for some time. Robert Loghry 
remained with the Signal Corps; most of the others 
dispersed and found careers in civilian life, many of 
them in telegraph or telephone engineering or other 
jobs in the communications industry.° 

Major Howard Barnes and the men of the Code 
Compilation Section sailed home together as a unit 
in April 1919. In 1920, Barnes was a civilian Signal 
Corps employee in Washington doing “confidential” 
work, which may have involved codes. That same 
year, Mark J. Ryan asked Parker Hitt for a recom- 
mendation for a similar government position, but it 
is not clear if he got the job. I can find no evidence 
that the other members of the section were engaged 
in codemaking after the war.° 

The US Navy would not establish a cryptana- 
lytic section, known as the Research Desk and com- 
manded by Lieutenant (later Captain) Laurance 
Safford, until 1924.’ 

Holding on after the Armistice were collection 
efforts at Otter Cliffs, Maine, and Houlton, Maine, 
as well as the Radio Tractor Units (RTUs) on the 
US-Mexican border; their collection continued to 
go to MI-8, the Code and Cipher Section of the 
Military Intelligence Division (MID), in Washing- 
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ton. Alessandro Fabbri died in 1922; Otter Cliffs 
lived on as part of the navy’s transatlantic service 
and then over time evolved into the Naval Secu- 
rity Group Activity Winter Harbor. The station at 
Houlton closed in late 1920. The radio collection at 
the US embassy in Mexico City ceased in early 1919. 
Many of the RTUs shut down in late 1919 and early 
1920, although a handful of them, joined by addi- 
tional stations, continued into the early 1920s.8 

In 1919, General Marlborough Churchill, head 
of the MID, was aware that it was necessary to 
establish a permanent cryptologic organization. In 
a memo supporting the need for MI-8’s activity to 
continue, he stated: “Code attack is indeed still in its 
infancy. It is capable of rapid and incalculable devel- 
opment. If we do not take part in this development, 
we shall be helpless when the next war comes, and it 
is by no means certain that we shall then have allies 
upon who[m] we may rely for knowledge which we 
should have developed for ourselves.” 

MI-8 was gradually wound down in 1919; the 
cryptanalytic effort transferred to a new version of 
MI-8 called the Cipher Bureau. Headed by Herbert 
O. Yardley in New York, the “Black Chamber” was 
funded by, and provided support to, the State Depart- 
ment, the army, and the navy. The primary source of 
traffic would be diplomatic codes and ciphers found 
in telegraph traffic provided to the government by 
the telegraph companies. No radio collection was 
done in direct support to this office, although all 
parties were kept aware of the proliferation of long- 
distance radio stations around the world.” 


Organizing for the Future 


While the accomplishments of the various cryp- 
tologic elements, particularly those within the AEF, 
were valuable, there was no requirement for this 
mission to be sustained in the postwar world. Fol- 
lowing the signing of the Treaty of Versailles, there 
was no strategic need for America to collect high- 
power long-distance broadcasts transmitting press 
and propaganda. There were no adversarial field 
radios, airplane transmissions, ground telegraphy, or 
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telephone conversations to collect, and no US force 
conversations to monitor. Codemaking continued in 
the US Navy and in the US Army Signal Corps. 
The new MI-8 in New York, the Cipher Bureau, 
turned toward breaking diplomatic communications 
because it was in the national interest to do so. But 
World War I cryptologic efforts, while not immedi- 
ately continued, presaged the organization of com- 
munications intelligence work in World War II and 


influenced techniques and practices of the trade to 
this day. 

For the navy, shortfalls in its ability to conduct 
codebreaking and cipher breaking almost certainly 
contributed to the establishment of the Research 
Desk (later OP-20-G) in 1924. 

The army’s cryptologic work within the MID 
and the AEF influenced the struggle for control of 
cryptologic efforts in the 1920s, which culminated 
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in the establishment of the SIS in 1930. It was gen- 
erally agreed that cryptologic efforts should con- 
tinue after the war. But how should they be orga- 
nized? The MID and the AEF succeeded with very 
different structures. General Churchill’s May 1919 
memo “Permanent Organization for Code and 
Cipher Investigation and Attack” pressed for a civil- 
ian operation (along the British model) stating “the 
type of thinker with necessary language qualifica- 
tions required for code and cipher attack is a special 
type—difficult to find in the Army, where an entirely 
different type is more useful, and not easily inducted 
into the Army if discovered in civil life.” Churchill 
also revealed an inclination to include women in the 
workforce and remarked on the need for competitive 
salaries, writing that “[m]en and women of the high 
qualifications necessary can hardly be attracted to 
the work and—what is equally important—retained 
in it for smaller salaries.”™ 

This was the beginning of what would be a 
decade-long exploration of how and where cryptol- 
ogy fit into the mission of the army, and whether it 
more properly belonged in the MID or in the Signal 
Corps. The Signal Corps traditionally made army 
codes and ciphers and collected communications. 
During the war, both functions were turned over to 
the MID, with MI-8 making codes and MI-10E 
collecting radio communications. In the AEF, the 
Signal Corps both collected communications and 
constructed codes, while the G2A6, in a MID-like 
function, broke codes and ciphers. 

The MID made plans for a permanent Radio 
Intelligence Service to collect communications in 
the summer of 1919. But during the summer of 
1920, the Signal Corps and the MID tussled over 
which organization should have control over the 
collection function. The Signal Corps believed 
that it should operate collection, as was done in the 
AEF, with the intercepted material forwarded to the 
MID; the MID, while it wanted the Signal Corps 
to supply the collection personnel, was loathe to lose 
administrative control. The matter was resolved in 
favor of the Signal Corps that summer, although 
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the MID was allowed supervisory control over the 
intercept service (see chapter 5). 

In October 1920, Brigadier General Dennis 
Nolan, now the director of the MID, documented a 
tentative agreement made between Moorman, then 
working in the MID, and a Colonel Curtis and a 
Major Moore from the Office of the Chief Signal 
Officer. The Signal Corps was to compile codes and 
ciphers, which would be reviewed and approved by 
the MID. Solution of codes and ciphers was agreed 
to be a function of the MID; however, the Signal 
Corps “will instruct its officers in the basic prin- 
ciples of such solution as one of the most effective 
means of impressing them with the importance of 
proper use of authorized codes and ciphers.” Addi- 
tionally, the Signal Corps would give preference to 
using code compilers, “those skilled in their solution 
on the grounds that such men are best qualified to 
devise systems,” and that these men would be avail- 
able to assist the MID when needed. Both parties 
agreed that the adjutant general should distribute 
codes and ciphers.” 

This is a very interesting memorandum, not in 
the least because it acknowledges that cryptologists 
should not be doing codebook distribution, as hap- 
pened in the AEF. The agreement lays the ground- 
work for the Signal Corps to hire Friedman, who at 
the time was working as a contractor for them, into 
the full-time position he would hold from 1921 to 
1930 in charge of compiling codes. Friedman cer- 
tainly met the criteria for someone skilled in code 
solution. The memorandum also sets the stage for 
competition between the MID, in the form of Yard- 
ley’s New York organization, and Friedman’s efforts 
in the Signal Corps. 

It is not clear what prompted an apparent mem- 
orandum for the record on the need for a code and 
cipher section, unattributed and undated, but possi- 
bly written by Friedman in December 1921. Moor- 
man initialed the memo, but whether he was back in 
the Office of the Chief Signal Officer at this time or 
still reporting to the MID is unknown. The memo 
author argues that “our” code and cipher section not 


be discontinued, which makes it appear that there 
was a serious threat to his position, and he is using 
the lessons of World War I to make his case. This 
memo is worth reading in its entirety: 
Secrecy in regard to a code and cipher sec- 
tion is essential to its success. The fact of its 
existence should never be mentioned pub- 
licly or unnecessarily. 

In 1917 and 1918 the solution of many 
important messages was so delayed due to 
our lack of preparation and previous study 
that much of their value was lost. Studies 
are now continuously under way which if 
continued will, it is believed, prevent a simi- 
lar delay in the future. 

Code[s] and ciphers are constantly 
developing. Even a temporary stop in the 
work means losing touch with current 
changes. Such loss can only be made good 
by much work otherwise unnecessary. It is 
like the loss of a link in a chain or a cog in a 
wheel. TO DISCONTINUE OUR CODE 
AND CIPHER SECTION NOW WILL, 
ALMOST CERTAINLY, MEAN THAT 
WE WILL ENTER THE NEXT WAR 
AS POORLY PREPARED FOR THE 
HANDLING OF THE ENEMY’S 
SECRET MESSAGES AS WE WERE 
IN 1917. [Emphasis in original] ® 
Just how serious this threat was is unknown. 

Friedman kept his job. It was not until March 1929 
that the question of how cryptologic duties should 
be assigned in the army resurfaced. W. K. Wilson of 
the General Staff War Plans and Training Section 
explained to the chief of staff that recent joint army 
and navy exercises demonstrated that the army’s code 
and cipher solution effort was inadequate. Wilson 
drew a parallel between the techniques used to com- 
pile codes and ciphers and the work of cryptanalysis, 
noting that cryptanalysis required “a high degree of 
training,” which “must be carried out by the Army, 
since there is no source in civilian pursuits from which 
this class of technician can be drawn.” Attached to 
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this memorandum was a draft memorandum on the 
way forward for code and cipher solution efforts."* 

Wilson’s memorandum, “Responsibility for the 
Solution of Intercepted Enemy Secret Communica- 
tions in War,” the final version of which was dated 
April 4, 1929, is a foundational document in the emer- 
gence of SIS and, thus, the eventual creation of the 
National Security Agency. The argument he makes 
is predicated on the structure of the cryptologic effort 
during World War I. Alleging that the split of crypto- 
logic duties between the G2 (charged with solution of 
codes and ciphers) and the Signals Corps (intercep- 
tion of radio traffic and compilation of codes) was the 
“continuance of World War policy which was adopted 
in haste.” Wilson, on behalf of the General Staff, urged 
that this work (cryptology) “should be assigned to one 
operating agency so that they may be organized into a 
properly coordinated whole.” 

While the proposal delegated all phases of cryp- 
tology to the Signal Corps, it charged the G2 with 
control and supervision “of all means of secret and 
confidential communication in the Army.” It also 
defined radio intercept, direction finding, solution of 
intercepted codes and ciphers, and secret ink inves- 
tigations as activities “in time of war.”!° The Signal 
Corps assumed responsibility for the solution of 
codes and ciphers on May 10, 1929. Shortly after 
the Signal Intelligence Service became operational 
in April 1930, the adjutant general’s office gave the 
new organization authorization for peace time radio 
intercept and direction finding.”” 


The Legacy of Tradecraft and Liaison 


The cryptologic work of the First World War 
provided the foundational techniques and method- 
ologies needed to conduct signals intelligence in the 
twentieth century. Traffic analysis, direction finding, 
procedures for logging intercept (including assigned 
operator signs or opsigns), and the use of the 24-hour 
clock were all devised and improved upon during 
the war. Cryptologic support to the warfighter was 
a priority, as evidenced by placing radio intelligence 
units with the First and Second Armies. There was 
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cooperation between analysts and collectors; cooper- 
ation between those making codes and those break- 
ing codes; and, importantly, a free flow of cryptologic 
information between America’s closest allies. These 
cooperative concepts would play crucial roles in sig- 
nals intelligence during and after World War II. 


The Start of Something Big 


If the value of World War I cryptology is mea- 
sured by the standards of the cryptologic effort in 
World War II or the Cold War, we might judge 
it to be, if not a failure, then an undertaking with 
marginal benefits at enormous expense. From some 
angles we see the chaotic effort of amateurs—dis- 
organized, understaffed, and at the mercy of Allied 
foreign partners for direction. A closer look reveals 
the guiding hands of our nation’s cryptologic and 
radio experts working to bring structure, policy, and 
reason to the hurriedly organized endeavor. 

On the home front, the navy leveraged its exper- 
tise in radio to create, however inadvertently, the 
large and long-lasting station at Otter Cliffs. While 
abandoning efforts to break codes and ciphers, the 
cryptographic contribution of Russell Willson and 
his section created a cipher device that could protect 
the highest level of national communications. At the 
same time, the army found scholars, radio experts, 
and civilians with code and cipher skills who, under 
the guiding hand of Ralph Van Deman, tackled an 
enormous volume of mysterious messages from a 
multitude of sources and experimented to extract 
radio messages out of the ether. 

In France, under the steady direction of Frank 
Moorman, a sophisticated and complex system of sig- 
nal collection and analysis, as well as communications 
security measures and monitoring, agilely adapted to 
the needs of the Allied fighting forces. Their find- 
ings supporting the St. Mihiel offensive alone were 
worth the time and money spent. Moorman, partner- 
ing with Loghry and Barnes and receiving occasional 
advice from his cryptologic mentor Colonel Parker 
Hitt, is the hero of this story for his ceaseless efforts 
to make cryptology function in war. 
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Without British prodding over the Zimmer- 
mann Telegram, the United States might have been 
slower to develop a code and cipher service on the 
home front. Likewise, without extensive aid from 
the French (training and equipment) and the Brit- 
ish (information and encouragement), the Ameri- 
can cryptologists in France would not have been 
ready to provide high-level intelligence support 
during the two large AEF offensives in the autumn 
of 1918. Although the Allies were willing to share 
valuable insights on German military communi- 
cations, they were less than forthcoming on other 
cryptologic subjects—particularly diplomatic inter- 
cept—where they wished to protect their national 
interests. The US cryptologists were more open to a 
wide exchange of information because they had no 
cryptologic secrets to protect. America’s cryptologic 
relationships with France and Britain ended when 
the war did. The relationship with the British that 
developed from 1941 forward was not built on the 
legacy of the Western Front."* 

Cryptology during the First World War had 
interagency rivalries, personal jealousies, and per- 
sonal sacrifice. Though the circumstances and 
technology differ today, the underlying can-do 
American spirit is one to which modern cryptolo- 
gists can relate. It was the work of the people that 
revealed the worth of this branch of intelligence; 
their accomplishments demonstrated that collectors 
and analysts could conquer modern technology to 
extract valuable information that would be used to 
defend national interests. 

The proverbial acorn planted in 1917 was still 
a seedling in 1919. Though withered and neglect- 
ed, its rootstock held strong. The fact that the tree 
existed, and the story of how it came to be, shaped 
the United States’ approach to cryptology in the 
years before World War II. World War I crypto- 
logic efforts resulted in organizational philosophies 
and analytic techniques applied during the rest of 
the twentieth century; grafts from that first tree 
were used to grow larger and stronger cryptologic 
organizations. 
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surprising amount of material about 
American cryptology during the First 
World War exists, but it is not always 
easy to find. These resources can be 
loosely grouped into four categories: personal nar- 
ratives and accounts, official end-of-war summary 
reports, newspaper and magazine articles, and the 
official records of government cryptologic organi- 
zations. Many have relied on the official summary 
reports (particularly the 1919 report of the chief sig- 
nal officer, which is rich in detail about signal col- 
lection) and the final report of the American Expe- 
ditionary Forces (AEF) G2 organization, as well as 
the best-known personal account of World War I 
cryptology, Herbert O. Yardley’s The American Black 
Chamber. David Kahn, in his encyclopedic The Code- 
breakers: The Comprehensive History of Secret Com- 
munication from Ancient Times to the Internet, made 
good use of contemporary articles and sought out 
personal accounts and documents from many who 
participated in the cryptologic effort, but, while it 
covers significant highlights, the nature of the book 
means that no subject is addressed in great depth. 
Many works on this subject focus on tales of espi- 
onage and specifics of particular codes and ciphers 
but do not carefully examine the organizations or the 
people who made up these organizations. As a result, 
a somewhat lopsided view of the cryptologic pic- 


ture has emerged, focused on the accomplishments 
of Yardley, Yardley’s deputy John M. Manly, J. Rives 
Childs, and William F. Friedman. 


Personal Narratives and Accounts 


The value of personal accounts cannot be over- 
stated, but they need to be used carefully as they are 
subject to the frailties of human memory. The four 
most-used narratives on the subject are Yardley’s 
book, Ernest Hinrichs’s diaries published as Listen- 
ing In: Intercepting German Trench Communications 
in World War I, Childs’s books Before the Curtain 
Falls and Let the Credit Go: The Autobiography of J. 
Rives Childs, and Samuel T. Hubbard’s Memoirs of a 
Staff Officer: 1917-1919. John Dooley’s 2016 volume 
Codes, Ciphers and Spies: Tales of Military Intelligence 
in World War I provides a great service to the schol- 
arly community by making Manly’s unpublished 
articles on World War I cryptology easily available. 

Yardley and Manly’s narratives have some prob- 
lems in common when they discuss the cryptologic 
effort of the AEF in France: neither man had first- 
hand knowledge of the specifics of the work as it was 
being done. Both authors rely heavily on secondhand 
accounts and, as was typical for their time, do not cite 
their sources. Yardley’s book in particular might be 
considered a good story unconstrained by facts, for, 
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while it often recounts verifiable stories for matters 
concerning MI-8, it is wildly inaccurate concerning 
the activities in France. It cannot be taken at face 
value on many subjects. Manly appears to have been 
more careful with his facts but also to have relied on 
Yardley for many of the accounts. 

Childs’s books are broad accounts of his life. In 
the anonymously published Before the Curtain Falls, 
he lightly obscures the names of most of his col- 
leagues and provides a sometimes unflattering look 
at their personalities, while perhaps aggrandizing his 
own contributions a bit. Hubbard’s account, which is 
not devoted to cryptology but touches on the subject, 
has some date inaccuracies (he wrote decades after 
the war), but his cryptologic stories nearly always can 
be verified in the official records. Hinrichs’s diaries, 
in contrast, contain rich information about his expe- 
rience as a signal collector in the AEF Radio Sec- 
tion, and his stories, filled with human details, align 
extremely closely with official records. 

Postwar articles and lectures by cryptologic lead- 
ership in the AEF—Dennis Nolan, Louis Krumm, 
Robert Loghry, and Frank Moorman—though not 
intended as memoirs, fall into the personal narrative 
category. Krumm and Loghry’s works are the most 
accurate, sticking to the facts and making extensive 
use of official government postwar accounts. Nolan 
provides interesting postwar reflections on the 
importance of collection, codebreaking, and cipher 
breaking, although his dates sometimes need to be 
verified. Moorman’s enthusiastic and personable 
accounts provide color, although he sometimes dra- 
matizes for effect. 

Other personal accounts of cryptology during 
the war exist but have been little used by scholars. 
The most significant of these is the collection of 
narratives written by Signal Corps officers of the 
AFF immediately after the Armistice and found in 
Record Group (RG) 120 in the National Archives 
and Records Administration (NARA) at College 
Park, Maryland. Quite a few of the officers of the 
Radio Section, and others whose duties involved 
the Radio Section, wrote detailed accounts of their 
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experiences while the memory was fresh. Unfor- 
tunately, the collection is missing 200 accounts 
(which seem to have been misplaced in the years 
between AEF records leaving France in 1919-1920 
and the establishment of the National Archives 
in 1935). The narratives of Krumm and Loghry, 
among others, are missing. The files pertaining to 
Otter Cliffs, Maine, within the records of the Naval 
Security Group Activity at Winter Harbor, Maine 
(found in RG 181 at NARA at Boston), are filled 
with particulars due to the many personal letters 
and narratives from the men who served at Otter 
Cliffs. 

William Friedman’s letters home from France, 
in the collection of his papers at the George C. Mar- 
shall Foundation Research Library, contain inter- 
esting detail about people and the day-to-day life 
at AEF headquarters. Friedman was careful not to 
provide details of his secret duties (his letters were 
subject to censorship), but the letters contribute to 
our understanding of what life was like for the men 
working in the G2A6. 

Recently uncovered short narratives by David 
H. Stevens (who was employed by MI-8) and John 
A. Graham (of the G2A6) shed further light on 
personalities and, in the case of Graham, life in 
France. I hope that other writings by the many 
accomplished but lesser known cryptologists may 
one day be discovered in archives and repositories. 


Official End-of-War Summary Reports 


There is great cryptologic detail in many of the 
official end-of-war reports from even the highest 
level, such as the multivolume official history The 
American Army During the World War, and the reports 
from the G2, the chief signal officer, and the secretary 
of the navy. A 1919 official history of the Military 
Intelligence Division (MID) served as the basis for 
some later writing on the subject. The AEF G2A6 
and the Code Compilation Section created official 
reports, which were later republished by the Signal 
Corps in the 1930s before being reclassified; these 
reports appear again as Special Research Histories in 


National Security Agency (NSA) records. A hand- 
ful of detailed reports, written after the war in the 
G2A6 either by or with the assistance of Friedman, 
also document the procedures and accomplishments 
of the codebreakers and cipher breakers. 

While the reports are factually accurate, the 
highest level reports often give only the most impor- 
tant stories or the state of the effort as of November 
11, 1918. They are key pointers to what lies in the 
files of these organizations but do not necessarily 
provide depth on all topics. For instance, the chief 
signal officer report lists the location of AEF sig- 
nal collection facilities in November 1918, and this 
has sometimes been presented as evidence that they 
were the only sites used during the war. Research- 
ers should remember that summary reports by their 
nature will exclude some detail. This is less true of 
the reports produced by the G2A6, for they provide 
a great deal of detail and explanation which, when 
used with the archival files of that organization, 
explain and enhance the preserved documentation. 
The report of the Code Compilation Section falls 
in between these two cases: although it does not 
answer all researchers’ questions about the section's 
activities, it is very nearly the sole source on the sub- 
ject (see National Archives and Records Adminis- 
tration below). 


Newspaper and Magazine Articles 


Contemporary newspaper articles often provide 
the War Department’s official account of accom- 
plishments and can be reliable. Newspapers are also 
a great source for learning more about the cryptolo- 
gists of World War I, since papers would often write 
about a local man’s assignment or print a letter he 
wrote home to his parents discussing his time in 
France. After the war, feature articles in papers and 
magazines highlighted some of the dramatic tales of 
the cryptologists in France. Sometimes the material 
came from the official end-of-war reports, but arti- 
cles from this period (1920-1939) are not sourced 
and should be used with care for research, for they 
are vulnerable to exaggeration and inaccuracy. 
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Official Records of Government 
Cryptologic Organizations 


While MID records are overwhelming in num- 
ber (almost 4,000 archival boxes of formerly clas- 
sified material and correspondence), it appears 
that the files of MI-8 are incomplete and scattered 
within the collection. These files were known to be 
incomplete as early as 1945 when historians in the 
Army Security Agency were composing the History 
of the Signal Security Agency. Researchers don't know 
why these files are incomplete—whether it was poor 
record keeping, random or selective destruction of 
records at the end of the war, or another reason. Per- 
haps files were taken to New York with Yardley in 
1920 and did not all make it back to Washington. 
Certain files are known to have been resident with 
the Signal Intelligence Service in the 1930s; some 
of those eventually found their way into the NSA 
Archives either directly or through an NSA histo- 
rian’s rescue of records from a warehouse at Fort 
Holabird in Maryland that were slated for destruc- 
tion in the 1970s. Some of these records now reside 
in NSA’s RG 457 at NARA, while others are in RG 
165 with the rest of the MID. There is no guide 
to point a researcher to the file locations. The scat- 
tered and disorganized nature of these files perhaps 
explains the tendency of some researchers to rely on 
The American Black Chamber, although Kahn’s book 
about Yardley, The Reader of Gentlemen’s Mail: Her- 
bert O. Yardley and the Birth of American Codebreak- 
ing, does highlight a selection of the original records. 

Records for MI-10E (also in RG 165) are 
more complete and well organized; these files con- 
tain much of the collected intercept and even duty 
logs for specific facilities. Highlights of the files are 
detailed personnel records, which make it possible 
to know more about the people who performed sig- 
nals collection on the US southern border. 

The real treasure trove, however, is the AEF 
records in RG 120 at NARA. It is easy to believe 
that the AEF had no formal records disposition 
schedule (that is, a plan for destroying records that 
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were not of long-term historical use) and never 
threw anything away. The records still exist; the 
challenge for researchers is to find what they’re 
looking for. Some AEF subordinate organizations’ 
records are easy to find—the G2A6 has its own 
entry (likely packed up by Friedman), and they are 
orderly, as one would expect the records of a head- 
quarters organization to be. But records for orga- 
nizations such as the Radio Section, which was out 
in the field most of the time, are a bit more difficult 
to locate and incomplete. Still, by carefully exam- 
ining the records of the AEF Signal Corps within 
RG 120, the large bulk of Radio Section monthly 
reporting and other documents can be located 
and studied. There is some intercepted traffic 
here (and in the records of the G2A6), primarily 
from the press station at Chaumont, France. Many 
of the records of the collection sites themselves 
appear not to have been preserved. Some of the 
Radio Section records in various RG 120 entries 
were moved to the Federal Record Center at Lee’s 
Summit, Missouri, because they were infrequently 
consulted by researchers. These can be viewed only 
by appointment at the National Archives Kansas 
City facility. 

The Code Compilation Section records are a 
special case, for while the section kept files, many 
of the official memos and materials were at some 
point withdrawn from the AEF records by NSA to 
preserve the secrecy of cryptologic techniques. In 
recent years, some of these missing documents have 
been declassified as they are located in disparate files 
in the NSA Archives. These were sent to NARA, 
where they were integrated into RG 457. Many of 
the Code Compilation Section records are now in 
RG 457, Entry P11, Box 214. 


Conclusion 

While all these sources contribute to under- 
standing American cryptology during the war, the 
official files tell a more complex story than any of 
the other sources mentioned and have been used 
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extensively in preparation of this book. The details 
of the cryptologic work of the AEF leap off the 
pages—here a network diagram, there a shift log in 
which someone has complained about working con- 
ditions. The obscurity of the records has made them 
difficult for researchers to locate in AEF files, and 
the significance of some details is clear only to those 
who have practiced or studied signals intelligence. 
I hope that this book has integrated the technical 
aspects of the records, the official reports, personal 
narratives, and contemporary journalism so that 
others can dig more deeply into this foundational 
period of American cryptology. 
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APPENDIX A 
Cryptologists of World War | 


The names, ranks, and dates of more than 900 World War I cryptologists, plus a descrip- 
tion of the research methodology used to identify them, are posted on the following webpage: 
https://www.nsa.gov/History/Cryptologic-History/Historical-Publications/#world-war-1 
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APPENDIX B 


American Codes and Ciphers Used 
during the War 


Developed by MI-8 


Details of these codes can be found in Special 
Research History 001, Army Security Agency Histori- 
cal Background of the Signal Security Agency, Volume 
2, and “World War I.” Copy held by the National 
Cryptologic Museum Library. 

* Cipher tables used with the War Department 

Telegraphic Code of 1915 

* Military Intelligence Code 5 

* Military Intelligence Code 9 

* French Geographical Code 

* French Geographical Code No 2 

* Casualty Code 

* Pocket code/Ideal Code 


Developed by the US Navy 


Details of these codes and ciphers can be found 
in the National Archives and Record Administra- 
tion, College Park, Record Group 38, Records of 
the Office of the Chief of Naval Operations, Entry 
1029, Boxes 26, 32, and 57. 

* Signal Code (S.C.) Cipher No. 1 

* US Recognition signals No. 1 

¢ Visual Calls Memorandum No. 3 October 24, 

1917 
* D.P. Cipher No. 3 for use with Service Radio 
Code 


* NCB Ciphers for Mark I with Naval Code A1 
(Multiple ciphers issued with different vari- 
ants for different organizations) 

* Naval Code Al 

* Naval Code A2 


Developed by the AEF Code 
Compilation Section 


More details on this subject can be found in the 
following sources: 

William Friedman, American Army Field Codes Used 
in World War I (three volumes), published as Spe- 
cial Research History (SRH) 351. SRH 351 is 
available in the National Archives and Record 
Administration, College Park, Record Group 
457, Records of the National Security Agency, 
Entry 9002, Box 92. 

William Friedman, American Army Field Codes in the 
American Expeditionary Forces During the First 
World War, later published as SRH 315. This can 
be found at the National Archives and Record 
Administration, College Park, Record Group 457, 
Entry 9002, Box 86, or via https://www.nsa.gov/ 
Portals/70/documents/news-features/declassified- 
documents/friedman-documents/publications/ 
FOLDER_267/41784809082383.pdf (accessed 
October 27, 2018). 

¢ First American Trench Code 


¢ Front line code 
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° River Codes 
Potomac Code - June 24, 1918 
Suwannee Code - July 15, 1918 
Wabash Code - July 31, 1918 
Mohawk Code - August 3, 1918 
Allegheny Code - August 12, 1918 
Hudson Code - September 2, 1918 
Colorado Code - September 24, 1918 
Niagara Code - in press at the time of the 
Armistice, never issued 
Rio Grande Code - in press at the time of 
the Armistice, never issued 
¢ Lake Codes 
Champlain Code - October 7, 1918 
Huron Code - October 15, 1918 
Osage Code - October 28, 1918 
Seneca Code - November 6, 1918 
Michigan Code - in press at the time of the 
Armistice 
* Field Code Nos. 1, 2, and 3 
* War Department Code Supplement 
* Staff Code 
* Casualty Code 
* Telephone Code aka “Female Code” 
* Emergency Code List 
¢ American Radio Service Code No. 1 


* Telegraphic codes 


Other Official Codes 


Signal Codes. A variety of other codes and sig- 
nals were prepared by the Signal Corps and distrib- 
uted for various purposes. For instance, there was a 
very short (22 groups) bilingual four-letter code to 
be used between airplanes and infantry and artil- 
lery units. These groups were frequently changed 
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and issued in tables. Tables “T” and “Q” were issued 
at the same time (no date available), but “Q” was 
held in reserve and was not to be carried on planes 
until orders were given (source: National Archives 
and Records Administration, College Park, Record 
Group 120, Records of the American Expeditionary 
Forces, Entry 765, Box 19). Visual signal codes were 
also issued for communication between the infantry 
and airplanes by fireworks, light projectors, or “pen- 
nons” (a pennant that is larger at the hoist than at 
the fly). 

Dempsey’s Telegraphic Cipher Code. Prepared 
for the QM department, this code was authorized 
for use in connection with the movement of troops 
within the United States. 


Unofficial Codes (Sample) 


Many unauthorized, unofficial, and French code 
systems were used by the AEF. This list is just a 
sample. More details on this subject can be found 
in William Friedman's American Army Field Codes 
in the American Expeditionary Forces During the First 
World War, later published as Special Research His- 
tory (SRH) 315 in 1973. SRH 315 is available at the 
National Archives and Record Administration, Col- 
lege Park, Record Group 457, Records of the National 
Security Agency, Entry 9002, Box 86, or via https:// 
www.nsa.gov/Portals/70/documents/news-features/ 
declassified-documents/friedman-documents/pub- 
lications/FOLDER_267/41784809082383.pdf 
(accessed August 1, 2022). 

« Ammunition codes 

* Baseball Code 

* Special edition of French Carnet Reduit 

* Telephone—I’P.S.-['S.F-Visual Code 
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List of German Codes and Ciphers 
Worked by the G2A6 


The American Expeditionary Forces Radio 
Intelligence Section, G2A6, encountered multiple 
German codes and ciphers in World War I. Details 
on these German codes and ciphers can be found in 
the following publications: 

Field Codes Used by the German Army During the 
World War (SRMA-012). Accessed October 27, 2018. 
https://www.nsa.gov/Portals/75/documents/news- 
features/declassified-documents/friedman- 
documents/publications/FOLDER_437/417512 
69079046.pdf 

Principles of Solution of Military Field Codes 
Used by the German Army in 1917 (SRH-311). (A 
British report reprinted by Friedman in 1935.) 
Accessed October 27, 2018. https://www.nsa.gov/ 
Portals/75/documents/news-features/declassified- 
documents/friedman-documents/publications/ 
FOLDER_438/41751199079040.pdf 

German Military Ciphers From February to 
November 1918 (later SRH 310). Accessed Octo- 
ber 27, 2018. https://www.nsa.gov/Portals/75/ 
documents/news-features/declassified-documents/ 
friedman-documents/publications/FOLDER_268/ 
41784789082381.pdf 


Codes 


Three-Letter Codes 


KRU Codes 
H Sector — Albert 
G Sector — Fritz code code and day 
and day introduced introduced* 
Fritz 3: August 29, 
1917 
Fritz 6: October 31, 
UU 
Fritz 11: November 27, 
1917 
Fritz 14: December 27, Albert 6/Nancy 1: 
1917 December 28, 1917 
Fritz 19: January 29, Albert 7/Nancy 2: 
1918 January 26, 1918 
Albert 8/Nancy 3: 


Fritz 23: March 1, 1918 


Fritz 28: April 5, 1918 


February 22, 1918 
Albert 9: March 22, 
1918 

Albert 10: April 5, 
1918 


*The United States first started calling these 
codes Nancy but eventually changed to match 


French designator Albert. 
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Army During the World War (SRMA-012) 
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Chart showing German regulations for use of codes and ciphers, from Field Codes Used by the German 


KRUS Codes 


G Sector — Jean code 
and day introduced 


H Sector — Albert code 
and day introduced 


Jean 1: May 6, 1918 


Jean 2: May 24, 1918 


Albert 11: April 30, 
1918 


Albert 12: May 20, 1918 
Albert 13: June 7, 1918 


KRUSA Codes 


G Sector — Andre code 
and day introduced 


H Sector — Albert 
code and day 
introduced 


Andre 3: June 21, 1918 
Andre 7: July 15, 1918 


Andre 8: August 1, 
1918 

Andre 9: August 15, 
1918 


Albert 14: July 1, 1918 
Albert 15: July 15, 
1918 

Albert 16: August 7, 
1918 


KRUSA Codes 


G Sector — Marcel code 
and day introduced 


H Sector — Albert 
code and day 
introduced 


Marcel 1: August 22, 
1918 


Marcel 2: September 23, 
1918 (Satzbuch 105 or 
152?) 

Marcel 3: October 4, 
1918 


Marcel 4: October 13, 
1918 

Marcel 5: November 4, 
1918 


Albert 17: August 22, 
1918 

Albert 18: September 
7, USL 


Albert 19: October 
22,1918 
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Three-Number code (Schluesselheft) 
Introduced March 10, 1918 
Telephone Codes 

Fernsprechschluessel (telephone key) 

Schluesselschieber (secret sliding rule) 

Several different types of telephone codebooks 
Emergency Signal System 

Used prior to the three-number code on the 
front line; used an 18-by-18 square with two key 
word alphabets (changing); messages sent in groups 
of three letters. Discontinued in April 1918. 
Aviation Codes 

Three-letter codes, each with special initial 
letters: 

GLF 

GLFWX 

GLFVZ 

Primarily used by zeppelins 
Meteorological Codes 

Weather stations initially used three-letter or 
three-number codes but developed several new 
systems. 

In July 1918, each group of four numbers (rep- 
resenting weather data) was split into two parts, and 
then each part was encoded by three-letter KRUSA 
code groups (the codebook had a section exclusively 
for weather reports). 

In September 1918, the Baltasekunden system 
was introduced. This included a word representing 
the report’s time of day (fixed at 0600, 0900, 1200, 
1500, 1800, 2100, and 0100) followed by 11 groups 
of five ciphers. 

There were also special messages in five-figure 
groups for the weather forecast. 


Ciphers 
Substitution Ciphers 


Cipher Also known as Used 


General Kress A few days 
von Kressenstein in November 


777 Cipher — cipher 1918 
Wilhelm FUER GOD 1917-1918 
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Transposition Ciphers 
UBCHI 

ABC 

ABCD 


German admiralty cipher 


ADFGX/ADFGVX 
Western Front Eastern Front 
ADFGxX: March 1, 1918 Not used 
ADFGVX: June 1, 1918 July 1918 
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APPENDIX D 


Collection Equipment Used by the 
American Expeditionary Forces 
Radio Section 


For the majority of its time in France, the 
AEF Radio Section almost exclusively used 
French receiving, goniometric, and transmitting 
equipment in its intercept stations. The French 
had used this equipment successfully, and there 
was little American radio equipment to spare. 
Receivers were ordered from the United States 
in December 1917, but they did not arrive until 
the end of August 1918 (some of them arrived 
even later or not at all). 

This information is derived from “History of 
the Activities of the Radio Division,” National 
Archives and Records Administration, College 
Park, Record Group 120, Records of the Ameri- 
can Expeditionary Forces, Entry 2040, Box 131, 
and from Lieutenant Colonel Louis R. Krumm 
and Captain Willis H. Taylor, “Wireless in the 
AEF,” The Wireless Age 6, no. 12 (September 
1919): 12-18; 7 no. 1 (October 1919): 9-21; 7 
no. 4 (January 1920): 12-19; and 7 no. 7 (April 
1920): 10-14. 


Equipment Used for Intercept of 
Ground Telegraphy 

French amplifier type 3-ter, a low-frequen- 
cy, three-step, vacuum tube amplifier, coupled by 
means of transformer and supplied with current 


by storage batteries. This receiver was connected 
by insulated wire to a pair of ground stakes just 
like the transmitter. For best results, the two base 
lines, or line of ground stakes of transmitter and 
receiver, needed to be parallel (or approximately 
so) and laid out with a compass. 

The US equivalent equipment was the 
SCR-72. The SCR-72 was tested at listening 
stations, including at Xivray and Chausseur, in 
early 1918, but in its earliest form was found to 
be unsuitable. 

The American SCR-76 TPS set (from 
the French for ground telegraphy, selegraphie 
par sol) combined a receiver and a transmitter 
and was considered superior, electrically and 
mechanically, to the French equipment, but it 
was never available in quantities for distribution 
to US signal troops. ‘The SCR-76 TPS was not 


used for intercept. 


Equipment Used for Radio Intercept 
(Ground and Air) 


French amplifier Type 3-ter — see above 

Radio set type E-10-bis - Best for 
undamped wave communication, most compact 
and rugged of all the undamped wave, standard 
French radio apparatus. Connected to horizon- 
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tal V-shaped antenna 29 meters per side and 4 
meters above ground on bamboo poles, it could 
transmit on wavelengths of 600-1,000 meters; 
range usually 50-60 kilometers; and used eight 
40-volt storage batteries or an American 12-320 
volt Westinghouse dynamotor. It was provided 
with three vacuum tubes to receive damped or 
undamped. (An unnamed American equivalent 
was being developed in the United States at the 
end of the war, but none were ever available to 
the AEF.) 

Radio set type E-3-bis — Wavelength of 
1,000-1,350 meters; undamped wave; adapted 
to receive both undamped and damped signals 
“of a range of wavelength somewhat greater 
than that for transmission.” 

Radio set type E-3-ter — Wavelength 
1,350-1,800 meters; undamped wave; adapt- 
ed to receive both undamped and damped 
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signals “of a range of wavelength somewhat 
greater than that for transmission.” 

Radio set type E-13 — developed by the 
French shortly before Armistice; extremely 
compact; wavelength 1,200-2,800 meters. 

Receiver type A-1 No. 2— 150-6,000 meters 

Receiver type A-1 No. 3 — 300-15,000 
meters 

Amplifier R-2-bis 

Amplifier R-3-ter 

Wave meter type No. 2 


Equipment Used for Direction Finding 
Loop receiver type No. 2 or No. 3 Loop 


compensator 

Amplifier type L-3 amplified L-3 200 — 
(1,498.96 KHz) to 1,000 meters (299.79 KHz) 
Note: Gonio tractors also used an E-3-bis 
transmitter. 


APPENDIX E 


American Expeditionary Forces 
General Orders Pertaining to 
Code and Cipher 


GENERAL ORDERS GENERAL HEADQUARTERS, A. E. F. 
No. 103 France, June 26, 1918 


The following instructions regarding use of code and cipher are published for the 
information and guidance of all concerned: 

1. War Department Telegraph Code Book, 1915. 

This book will be used for telegraphic correspondence between these headquarters, 
the War Department, troops of the S. O. S. and offices specially designated by the Ad- 
jutant General, A. E. F. 

A “distribution list” will be supplied by the Adjutant General to those authorized 
to use the War Department Telegraph Code Book. Such list must be consulted before send- 
ing a telegram in this code. 

Officers signing telegrams for transmission in the War Department Telegraph Code 
are responsible that they are not addressed to those not in possession of the code. 

If special means for enciphering War Department Telegraph Code messages are pre- 
scribed by the Adjutant General for use between certain offices, the greatest care will 
be taken that messages so enciphered are sent only to the designated offices. 

Until receipt of “distribution list” use of the War Department Telegraph Code will 
continue as heretofore. 

2. Staff Code Book. 

This book will be used for telegraphic correspondence between these headquarters, 
headquarters of armies, corps and divisions, and offices specially designated by the 
Adjutant General, A. E. F. 

A “distribution list” will be furnished and used as in case of the War Department 
Telegraph Code. 

The Sending by radio-telegraphy of messages encoded by use of the Staff Code Book 
is prohibited. 

3. Trench Code Book. 

This book will be issued to all army, corps, division, brigade, regimental and 
battalion headquarters. It is primarily intended for communication within the division, 
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but may be used for messages to higher headquarters. 

Messages encoded by its use may be transmitted by any of the authorized means. 

4. Use of Cipher. 

It will sometimes occur that an important message must be transmitted when no code 
book is at hand. If circumstance or means of transmission are such that message may 
fall into the hands of the enemy, some means of temporarily concealing its meaning are 
necessary. For this purpose the Playfair Cipher will be used until further orders. New 
keys will be prescribed at frequent intervals. 

Any considerable number of these messages, or even one long one, falling into the 
hands of the enemy will enable him to discover the key used. Its use must therefore be 
limited to cases of absolute necessity. On the other hand, it must always be expected 
that messages in this cipher will be received at times when mistakes or delays will have 
the most serious results. It is therefore essential that all officers and others charged 
with receiving messages or preparing them for transmission be thoroughly familiar with 
its use. Instructions for use of the Playfair Cipher are given in Par. 8 of this order. 

5. Use of Plain Language. 

Messages may be sent in clear in the following cases and no others: 

(a) When transmitted by buzzerphone. 

(b) When sent by messenger or mail under normal conditions. 

(c) When transmitted by visual signal stations especially designated as 
“safe” by division or higher commander. 

(d) When transmitted by telephone or telegraph, provided both stations are 
more than four miles from front line and message is not of a confidential nature. 

(e) On the written order of an officer, when delay necessary for encoding or 
enciphering a message is more dangerous than giving information to the enemy. In this 
case officers ordering messages sent in clear do so on their own responsibility and will 
be required to justify their action. 

6. Conventional Telephone Signals. 

The following paragraph of the “Signal Book, United States Anny, 1916,” is brought 
to the attention of those who may be required to send code or cipher messages by tele- 
phone: 

“68. There are certain letters of the alphabet which are at times confused with 
other letters of similar sound. Such is particularly true when using the telephone. 

This condition gives rise to delays and errors, especially when transmitting cipher. 

“To provide a ready means of phonetically distinguishing similar sounding letters, 

the following is authorized: 


A-Able N-Nan 
B-Boy O-Opal 
C-Cast P-Pup 
D-Dock Q-Quack 
E-Easy R-Rush 
F-Fox S-Sail 
G-George T-Tare 
H-Have U-Unit 
I-Item V-Vice 
J-Jig W-Watch 
K-King X-X-Ray 
L-Love Y-Yoke 
M-Mike Z-Zed 


“Example: Ifthe operator receives ‘buy’ as ‘vie,’ and difficulty is experienced 
in distinguishing ‘B’ from ‘V’, ‘buy’ may be spelled ‘boy-u-y.”” 
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7. Special Codes and Ciphers. 


Each battalion or lower unit may, subject to control by higher authority, arrange 
for such codes or special signals as may be deemed necessary. It must be clearly 
understood that use of such codes or special signals must be confined to the units con- 
cerned. 

If the Playfair Cipher is designated for this purpose, the key must be changed at 
frequent intervals as must be different from that used by the division. 

When, to meet particular conditions, codes or ciphers not otherwise provided for, 
are required, a report to that effect will be submitted, through military channels, to 
the Adjutant General. Three copies of the proposed code or cipher and instructions for 
its use will accompany the report. 

On receipt of this order, required copies of special codes and ciphers in use will 
be submitted to the Adjutant General for approval. Their use may continue until further 
orders. 

Except in case of emergency, or as above authorized, no special code or cipher will 
be used until approved by the Adjutant General. 

8. Playfair Cipher. 

This is to be regarded as an emergency means for preparing messages for transmission. 

To prepare a message for transmission by use of Playfair Cipher, divide a large 
square into twenty-five small squares as shown below. 

Commencing at the upper left hand corner, write first the key-word and then the re- 
mainder of the alpahbet in regular order, one letter per small square. Any letter re- 
peated in the key-word is omitted after its first occurrence. “I” and “J” are put in 
the same small square. 

Thus, if the key-word is “AMEXFORCE,” we will have: 


| 


Now write your message in groups of two letters each. If both letters of a group 
are the same, place “X” after the first and use the second as first letter of following 
group. When a period occurs replace it with “Q”. Numbers must be spelled out. 

Next, find equivalents for each pair of letters, in the following manner: 

(a) If both letters of a pair occur in the same vertical column of alphabet 
square, substitute for each the letter immediately below it. If one of them is at the 
bottom of the column, substitute for it the one at the top of the same column. Thus: 
VH is substituted for PR, GA for OU, etc. 

(b) If both letters of a pair occur in the same horizontal line of alphabet 
square, substitute for each the letter next on its right. If one of them is at the 
extreme right of the line, substitute for it the one at the extreme left of the same 
line. Thus: ME is substituted for AM, AX for FE, etc. 

(c) Ifthe letters of a pair occur at opposite corners of a rectangle, each 
letter of the pair is represented by the letter in the other corner of the rectangle, 
and in the same horizontal line with it. Thus: HT is substituted for LP, QH for PI, 
etc. 

The following message, intended for signal officers, 1st Division. 

“No. 1. 8:30 Telephone lines cut Need 20 repair men Jones” would be enciphered 
as follows: 


FROM THE GROUND UP: AMERICAN CRYPTOLOGY DURING WWI 


TE LE PH CN EL IN ES CU ™N EX ED 


qf if vp gu fi gq xq ow np xf fc 
TW EN TY RE PA IR ME NQ@ JO NE SQ 
qz aq SZ cm nm he ex ps gc qa ts 


Capital letters represent clear text. Lower case letters represent enciphered 
message. 
Further procedure is as follows: 

(a) Write enciphered message on the prescribed blank form, or, in its absence, 
on any blank paper, in groups of five letters each. 

(b) Place number of message and hour of signing, when necessary, immediately 
before first group. 

(c) Sign an order of transmission in following form: 

“Send this message to (place or organization) via (means of transmission, when 
necessary to indicate it) 

(Signature)” 
Ordinarily means of transmission will be left to discretion of Signal Corps person- 
nel, but when they consider it necessary, commanders may designate means to be used. 
Message handed to Signal Corps operator will then appear as follows: 
“No. 1. 8:30 QFIFV PGUFI GQXQO WNPXF FCQZA Q@SZCM NMHCE XPSGC QATSK 
Send this message to First Division. 
J. M. 
Capt. 1st Inf.” 
In the foregoing it should be noted: 

(a) That no address is deemed necessary. The order for transmission indicates 
that message is to go to division headquarters. The context is sufficient to indicate 
division signal officer as soon as message is decoded at division headquarters. 

(b) That final “K” is used merely to complete last group. 


By Command of General Pershing: 


JAMES W. McANDREW, 
Chief of Staff. 
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GENERAL ORDERS GENERAL HEADQUARTERS, A.E.F. 
No. 190 France, Oct. 29, 1918 
I, 1. The sending of code or cipher messages is forbidden unless it is positively 


known that addressee is in possession of the key. 

2. Officers using the War Department Telegraph Code or the Staff Code will con- 
sult the “Distribution Lists” before signing messages to be sent in these codes. 

3. Officers using the Trench Code may assume that division, brigade, regimental 
and battalion commanders of their own division are supplied with the code. Before 
messages are sent to neighboring division, it must be ascertained whether or not such 
divisions have the proper code. If not, the procedure prescribed in Par. 20, G. O. 

No. 172, c. s., these headquarters, will be followed. 

4. Officers using the Emergency Code List may assume that it is in the hands of 
companies and battalions of their own division. 

5. Each code or cipher message, except those in the War Department Telegraph 
Code, will have the particular code or cipher used indicated by a special signal to 
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to appear as the first group in the body of the message. 

6. Group for designating the “Staff Code” will be as indicated in “Secret Mem- 
orandum No. 1,” issued with this code book. 

7. Group for designating the “Trench Code Book” will appear on each edition of 
this code, immediately below the title. The books now printed without this “designation 
group” will be indicated by using the first three letters of the name of the book as 
the first group in the body of the messeges; thus all messages encoded by use of the 
“Mohawk” Code will be preceded by the group, “MOH.”. 

8. Group for designating “Playfair” Cipher will be “PLAYF.” 

9. Group for designating any special codes or ciphers now authorized will be 
announced by the officer responsible for the particular code or cipher. 

10. Whenever special codes or ciphers are submitted for approval of the Adjutant 
General, the proposed designating word or signal will be indicated as part of the code. 

11. Whenever special codes or ciphers are distributed they will be accompanied 
by a statement showing definitely the persons or offices to which messages in such code 
or cipher may be sent. 

12. At each headquarters persons authorized to use any special code or cipher will 
inform the commanding officer, or an officer designated by him, of the “designating” 
word or signal. 

13. Officers who receive messages in unknown code or cipher will submit them to 
the commanding officer, or his designated representative, for determination as to what 
code or cipher was used, and whether or not it can be decoded at his headquarters. 

14. In any case, an effort will be made to determine the officer responsible for 
sending a message in violation of Par. 1, above, and the facts reported to the proper 
commander for disciplinary action. 

15. The code office of the Second Section, General Staff, is designated to receive 
messages in unknown codes at these headquarters. 

II. Attention of all officers is invited to the fact that a “Security Service” has 
been organized at these headquarters, charged with the duty of: 

(a) Copying telephone conversations and reporting: 

(1) Violations of censorship regulations and orders governing secrecy of 
operations. 

(2) Umnnecessarily long conversations. 

(3) Use of long-distance lines for trivial or personal conversations. 

(b) Examining telegrams, radio and other messages and reporting: 

(1) Improper use of code. 

(2) Radio messages sent in clear. 

(3) Improper use of addresses. 

(4) All messages which from their contents and method of transmission seem 
liable to give valuable information to the enemy. 

(5) All code messages sent to persons not in possession of the key. 
Ill. Officers having occasion to make use of telephone, telegraph or other means for 
transmitting messages should be thoroughly familiar with: 

(a) Instructions regarding use of code and cipher (G. O. No. 103, 1918). 

(b) Regulations governing distribution, care and use of trench code books (G. O. 
No. 172, 1918). 

(c) Instructions furnished with the particular code or cipher used. 

(d) Method of addressing and forwarding telegrams (G. O. No. 86, 1918). 

IV. 1. Paragraph 5, G. O. No. 103, c. s., these headquarters, provides that 
messages may be sent in clear in the following cases, and no others: 
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(a) When transmitted by buzzerphone. 

(b) When sent by messenger or mail under normal conditions. 

(c) When transmitted by visual signal stations especially designated as “safe” 
by division or higher commander. 

(d) When transmitted by telephone or telegraph, provided both stations are more 
than four miles from front line and message is not of a confidential nature. 

(e) On the written order of an officer, when delay necessary for encoding or 
enciphering a message is more dangerous than giving information to the enemy. In this 
case officers ordering messages sent in clear do so on their own responsibility and 
will be required to justify their action. 

2. Messages transmitted by telegraph or telephone where both stations are more 
than four miles from the front line may be divided into three classes: 

(a) Ordinary routine messages to be sent in clear. 

(b) Messages relating to or indicating important troop movement or giving stations 
of units. These may be encoded wholly or in part by use of the special codes prepared 
by the various sections of the General Staff. 

(c) Messages of a specially confidential nature to be sent only in code. 

While exercising all necessary precautions to prevent leakage of information which 
would be of positive military value to the enemy, it is at the same time essential that 
officers avoid the unnecessary use of code or cipher. The delay in transaction of 
business, and the liability to error always entailed in encoding and decoding messages, 
are real and practical disadvantages which should not be made to attach to the conduct 
of military business except for compelling reasons. 

3. Messages to be transmitted by radio or earth-telegraphy must be entirely in 
code, except as indicated in Par. 1 (e) above. Under no circumstances will a message 
transmitted by radio or earth-telegraphy be partly in code and partly in clear. If 
the entire message cannot be encoded, no code whatever will be used. The message must 
give no indication of organization, of origin or destination. The order directing 
transmission will give the organization for which intended. The Signal Corps operator 
will then send it to the station serving that organization. 

V. Paragraph XI, G. O. No. 146, c. s., these headquarters, is amended to read as 
follows: 


XI. TELEGRAPHIC, CABLE AND 
TELEPHONE CENSORSHIP 


The general provisions relating to field censorship apply to telegrams, cables and 
telephone messages. 

The provisions of Sec. III, Bul. No. 28, c. s., these headquarters, and Rule 3, 
Bul. No. 40, c. s., these headquarters, will govern in the matter of preparation of 
private telegrams and cablegrams of members of the American Expeditionary Forces, as 
well as telegram arrangements. 

Due to the great danger involved in the indiscreet use of the telephone, division 
commanders will carefully scrutinize its use in their commands and issue such detailed 
orders as local conditions may require. 


By command of General Pershing: 


JAMES W. McANDREW, 
Chief of Staff. 


“From the Ground Up: American Cryptology during World War | features ... 
Betsy Rohaly Smoot’s passion for the all-but-forgotten men and women who served 
in France, Britain, and America. . . in a sprawling theater of war. In her hands, the 
beginnings of America’s modern signals intelligence capabilities have come to light 
and (figuratively) to life.” Michael Warner, Command Historian, US Cyber Command 
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